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Preface

This volume contains the papers presented at the 18th International Conference for Informatics
and Information Technology (CIIT 2021), which was held as an online conference on May 6-7,
2021. The conference was organized by the Faculty of Computer Science and Engineering, Ss.
Cyril and Methodius University in Skopje, Republic of North Macedonia. As the COVID-19
pandemic entered 2021, the same restrictions, more or less, were still in effect, unfortunately. It
was the reason that the conference was held online for the second year in a row. However, this
was also an opportunity for the conference to have increased attendance and for the authors
to be able to present their work to a broader audience. The conference was publicly available
to everyone interested. Likewise, we have other students and staff of the Faculty of Computer
Science and Engineering, as well as attendees from other companies and institutions. Addi-
tionally, we had participants at the conference from neighboring countries. In general, we had
a lot of excellent submissions from the country and the region. The aim of the 18th edition
of the CIIT conference, as in previous editions, was to provide an opportunity for young re-
searchers from the country and abroad to present their work to a broader research community
and get valuable feedback on their work. For the 18th edition of the conference, we had 49
paper submissions, of which 22 were accepted as full papers, 5 short papers, and 12 student
papers. During the conference, we had 37 presentations organized in 5 paper sessions and 2
student sessions. Additionally, we had three keynote lectures and three workshops as part of
the conference.

This year we continued the tradition of this conference and awarded our hard-working
students. However, the grading considered several aspects of each paper: technical quality,
scientific contribution, and oral presentation. The session chairs and conference chairs graded
each paper regarding those qualities, and we also considered the reviewer grades and comments.
In the end, we had a difficult job, but we finally reached a consensus and decided to award
instead of one, two students, one for the best paper and one for the best presentation.

The online format of the conference allowed the participants to attend all the talks covering
a diverse range of topics. We are proud to have participants from almost all academic institu-
tions in Macedonia and several from the state public institutions and business sector as well as
neighboring countries. We had the pleasure of hosting three invited speakers. Our first keynote
speaker was Jasmina Bogojeska, PhD, a research staff member in the AI Automation group in
the Cognitive Computing and Industry Solutions Department at IBM Research – Zurich work-
ing in the area of machine learning, deep learning, and natural language processing (NLP). The
main focus of her work is application-inspired machine learning, where she is developing and
applying machine learning solutions to various challenging real-world problems from the areas
of services research and health informatics.

Our second keynote speaker was Milivoj Simeonovski, PhD. Milivoj currently holds the po-
sition of the CPO (Chief Product Officer) at AIS Advanced IT-Security Solutions, a company
where he is also a founding member. The company was founded as a spin-off of CISPA (Center
for Information Security, a German national Big Science Institution within the Helmholtz As-
sociation). It touches on different aspects of the security research conducted by Milivoj while
working on his PhD.

The third keynote speaker was Gjorgji Strezoski. He started his PhD at the University
of Amsterdam as a researcher in the VISTORY project, where he is exploring the multi-task
multi-modal nature of artistic data with deep learning methods. As a part of his PhD work he
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was also a research scientist in the ViSenze computer vision research team in Singapore. His
research interests include Computer Vision, Active Learning, and Information Visualization.

Part of the conference success is owed to the support received from our partners and
sponsors: Ss. Cyril and Methodius University in Skopje and ICT-ACT Association in Skopje.

September, 2021
Skopje

Hristina Mihajloska Trpcheska
Ivan Kitanovski
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Abstract—After many years of research and technological 

advancements, the accumulation of big data enables various 

opportunities. Development in using and analyzing big data in 

the healthcare sector started to appear recently in many studies. 

By exploiting and analyzing big data with powerful systems such 

as healthcare systems, it can provide improvements for patient 

outcomes, reduce medical expenses, improve patient-physicians 

relationships, disease surveillance and prediction, health 

management, etc. This paper introduces big data in healthcare 

information systems, and the provided benefits. Technological 

progress, tools, and methods to use for analyzing big data in 

healthcare are presented. Furthermore, challenges of big data 

analytics regarding healthcare information systems are 

discussed. In addition, opportunities for R.N. Macedonia with 

the current eHealth establishment were presented. 

Keywords—big data, healthcare, analytics, big data tools, 

challenges and benefits 

I. INTRODUCTION  

Big data represent not a single method, technology or 
resource, preferably it represents many areas of trending 
technology that include various fast-changing and diverse data 
[1]. Initially, the term Big Data was considered a problem in 
which data was generated more than it was being able to 
actually process. As various large amounts of data are being 
generated in an unstructured, semi-structured, and structured 
form by many worldwide institutions, combined this 
heterogeneous data represent big data [2]. The increasing 
production of digital data by public and private 
administrations, a large number of industries, non-profit 
sectors, business, and scientific researching has led to 
generating around 2.5 quintillion bytes of data every day, of 
which 90% of the data is unstructured [3]. Big data is a product 
of individual and collective information shared via 
technological environment in which everything can be 
memorized, measured, and written digitally [3]. It was made 
possible with the distribution of smart devices, using the 
Internet of Things (IoT), and cloud computing [1]. After many 
years of research within this topic, together with the 
technological advancements, Big Data now is considered as 
an opportunity. The generated big data is being exploited by 
powerful systems and applications such as smart grids, 
government, healthcare systems, etc. on the end-user [4]. 
Barber et al. [5] reported on the recent development of big data 
platforms like Hadoop [6] and Spark [7], which were created 
specifically to run complex and time-consuming analytics on 
big data. Furthermore, all these different platforms for 
processing big data have their own advantages and 
disadvantages which determine how different sectors employ 
different tools depending on their requirements [8]. 

However, using the accumulating big data for any kind of 
improvement in all sectors can face many challenges. In a 
review by Sivarajah et al. [3], a data lifecycle is presented, 
which is divided into data, management classification, and 
process concerning big data challenges. Data challenges are 
representing the data characteristics (volume, variety, 
variability, visualization, etc.), process challenges include 
facing problem during the processing of the data (data mining, 
analysis and modeling, data implementation, etc.), and 
management challenges face privacy problems, security, lack 
of knowledge on understanding the data. Oussous et al. [4] 
confirms that the lack of flexibility, scalability and 
performance in the context of big data management needs to 
be improved by cleaning, processing, analyzing, securing, and 
enabling access to the data. Additionally, the wide use of big 
data also relies on privacy preservation and security. As such, 
Ye et al. [9] reported on privacy and security issues regarding 
big data divided in categories in which the infrastructure 
security (Hadoop, cloud security, and DoS attacks), data 
privacy (encryption, data anonymization, and access control), 
and data management (key management, data provenance, 
and monitoring and auditing) are concerned. For example, for 
big data in healthcare protecting the sensitive patients’ 
information, is crucial when dealing with security and privacy 
issues. Furthermore, Jain et al. [10] point out the differences 
between privacy and security issues that arise when dealing 
with big data in which the security prime goal is to protect the 
data, not being adequate for addressing privacy. They explain 
that privacy of data is more prone to managing individual 
personal data (setting up policies to ensure consumers that 
their personal information is being collected, shared, and used 
in a proper way) and security is more focused on safeguarding 
the data from malevolent attacks and exploit the stolen 
information for profit. The purpose of this literature review is 
to analyze the importance of big data in the healthcare sector. 
What methods and technologies are recommended to analyze 
the big data, benefits, challenges, and issues in regards to the 
healthcare industry? Furthermore, this study explores the 
Macedonian current establishments towards big data 
accumulation in the healthcare sector. The paper is organized 
in five main sections. The first part reviews the use of big data 
in healthcare sector. The second part discusses how big data 
can be used by healthcare information systems. Furthermore, 
in third part various tools and analytic methods are examined 
that can be used for healthcare. In continuation, part four 
discusses the opportunities in regards to the big data in 
healthcare for R.N. Macedonia with its current eHealth 
establishment. Finally, section five concludes the paper. 
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II. USE OF BIG DATA IN HEALTHCARE SECTOR 

According to a systematic review by Khanra et al. [11], 
development in using and analyzing big data in the healthcare 
sector started to appear recently in many studies, and the 
healthcare system was composed of three modules: medical 
providers of healthcare services, services associated with 
medical care, such as health research and insurance, and 
medical consumers. Additionally, the pharmacy industry and 
shareholders started repeatedly to analyze big data to gain 
knowledge and overview on various activities regarding their 
sector, however, it is still in early stages [2]. Towards 
digitalization of patients’ medical records in the healthcare 
sector, the increase in the capacity of data is making it more 
complex and diverse, including unstructured, semi-structured, 
and structured data in various formats, such as image, text, 
video, audio, etc. [10]. Digitalizing healthcare combined with 
data analytics is opening new opportunities for the future in 
healthcare information systems together with electronic health 
records (EHR) being a very important structure for this 
purpose [12]. Digitalization of healthcare data is in advanced 
stadiums in some EU countries. The first exchange started 
between Estonia and Finland in January 2019 and other 22 
countries that are part of the eHealth digital service 
infrastructure are expected to exchange e-Prescriptions and 
patient summaries by the end of 2021 [13]. However, in R.N. 
Macedonia, the eHealth Digital Service Infrastructure is still 
in its early stages. As reported in WHO Regional Office for 
Europe [14], breaking down health care for studying and big 
data are very important, but are not traverse sufficiently and a 
very small number of plans and strategies are provided to 
contribute in this field. This report shows that only 13 percent 
(6 countries) of the EU countries possess national regulations 
or plans that were put into operations on big data in this area 
and a small amount, only 9 percent (4 countries) is controlled 
by the private sector. The reason being that, if this field is not 
explored by the public health authorities then the private 
sector will jump to the opportunities and utilize its 
prospective. Big data analytics can be crucial and 
influenceable in the healthcare areas providing surveillance of 
diseases, prediction and support of clinical decisions, and 
health management [15, 16]. Proper and correct information 
input of data is crucial in using the information for positive 
benefits. As reported by Sivarajah et al. [3] in the UK National 
Health Service where data is recorded from millions of 
patients (medical reports, x-ray data, prescriptions, etc.), 
which are being used by the physicians. If wrong information 
and data are stored on the patients, it can lead to wrong 
diagnoses and medical records. In order to avoid mistakes, an 
extraction method to mine out the necessary information from 
unstructured big data and present it in structured form is 
required. Jain et al. [10] pointed out that big data presented a 
complete contemplate of different tools and methods that can 
be used in pervasive healthcare in a disease-distinct way. As 
such, it would be able to cover major diseases for fast 
detections and treatments with the use of information 
technology, including non-fatal and fatal falls, Parkinson’s 
disease, stress, cardio-vascular disorders, etc. Many studies 
reported the perspective of big data in healthcare, talking 
about monitoring and care of patients, diagnosing various 
diseases, proposing methods for treatments, and other areas. 
Khanra et al. [15] mentioned the enhanced risk-profiling based 
on a Bayesian multitask learning approach [17] that has 
revolutionized possibilities for clinical practices by 
minimizing failures and lower delays for preventive 
interventions. 

As mentioned above, when it comes to the privacy and 
security of patients’ medical records, big data in healthcare 
information systems raises concerns. Mainly, the information 
is gathered in data centers accommodated with different levels 
of security. As such, traditional security options and solutions 
could not be directly set to large and various data sets [18]. 
The raised demand for healthcare cloud solutions leads to 
increased complexity in security for a large number of 
software solutions that handle various data formats and 
sources [10]. That is why big data needs to be managed 
properly before it is revealed for data analyses. Table 1 shows 
the seven key elements that need to be considered when 
dealing with big data in healthcare according to Jain et al. [10] 
and other studies that support them. 

Table 1. Key elements to consider when working with big data in 

healthcare supported by studies 

Key element Purpose Studies 

Data 

management 

Especially important for 

healthcare analytics having 

in mind industry, local and 

regional standards for 

common data 

representation. 

[2], [10], 

[15], 

[19], 

[20], 

[21] 

Security 

Threat sources prediction 

and analyzing security 

risks in real-time is very 

important especially in 

cloud-based solutions that 

govern health information, 

protecting it from attacks 

such as stealthy malware 

and distributed denial of 

service (DDoS). 

[10], 

[15], 

[16], 

[21], 

[22], 

[23]  

Privacy 

Essential for keeping 

patients’ information 

private by implementing 

various encryption plans 

that allow prediction 

algorithms on encrypted 

data. 

[10], 

[15], 

[16], 

[22], 

[23] 

Quality of data 

Collected from various 

sources, the health data 

may be complex and pretty 

much unsorted. When 

dealing with EHR systems, 

where the data is not 

collected mainly for 

analytic purposes there 

may be issues like missing 

data or incorrectness by 

the physicians 

overworking, system 

interfaces that are not user-

friendly, and no human 

validation checks. 

[3], [10], 

[15], 

[16], 

[23] 

Sharing of data 

Having the risk of 

violating patients’ private 

information, there are legal 

difficulties in sharing and 

accessing the health data. 

As such, health data must 

[10], 

[15], 

[16], 

[21], 

[22] 

3 

The 18th International Conference on Informatics and Information Technologies - CIIT 2021



be anonymous by 

incorporating various de-

identification methods and 

masking for it to be used 

by researches following 

legal data sharing 

agreements. In order for 

the data to be analyzed and 

not to lose the quality by 

overprotecting it with 

security and anonymity, 

there must be some 

balance between these 

elements. 

Lean on 

predictive 

solutions 

Big data can be used for 

prediction of diseases and 

people management. 

However, due to dealing 

with patients’ life, it is 

very important not to lean 

too much on prediction 

models when making 

crucial decisions for 

treatments that may bring 

further harm. Every 

constructed data-mining 

model has its own 

accuracy purposes. 

[2], [10], 

[15], 

[19], 

[20]  

Various 

methods for 

analytics 

Due to the complexity of 

various DM methods and 

being not very 

understandable by non-

technical personnel, many 

physicians prefer the 

traditional statistical 

techniques. It is very 

important for the data 

analyst to know the 

different methods and their 

accuracy measurements in 

order to apply them when 

analyzing certain health 

dataset. 

[2], [10], 

[15], 

[16], 

[19], 

[20]  

 

III. BIG DATA AND HEALTHCARE INFORMATION SYSTEMS 

When it comes to the technological aspect of big data in 
healthcare, we can talk about the real application of 
technology to capture the importance of healthcare through 
mHealth and eHealth services. This area encloses similar 
issues, such as disease monitoring and alerting systems [15]. 
For example, Shao et al. [24] developed an algorithm based 
on reducing variable neighborhood search in order to enhance 
the operations of eHealth networks. Furthermore, a study by 
Bravo et al. [25] shows that mHealth services could be 
assigned to regulate real-time patient evaluations. Supriya and 
Deepa [19] mentioned deep learning in healthcare as a type of 
machine learning (ML), which uses neural networks to raise 
computational power and enable more precise results using 
big data. They talk about using deep learning for healthcare 
management information systems in order to accomplish 
lower prices, reduce unnecessary hospital stays, discover 

patterns of diseases, and improvement in healthcare and 
resource distribution. Wang and Alexander [16] explain the 
benefits of using information technology to apprehend big 
data in healthcare in order to explore information and make 
better policies. Japan is already using big data technologies for 
improvement in healthcare for the elderly population. By 
analyzing big data, it would be possible to extract important 
information from very large and complex datasets through 
data mining (DM). The difference between ML and DM is 
that, while ML tries to discover data patterns and then alerts 
on its findings improving the program’s understanding along 
the way, applications that use DM are extracting data based on 
human comprehension [2]. Table 2 presents the big data 
features that could be mined in healthcare in different aspects 
[16]. 

Table 2. Big data features in healthcare (Wang and Alexander, 

2017) [16] 

Aspects Description Examples in healthcare 

Volume  Data size  Treatment plans, multiple 
conditions, and cohorts of 
patients  

Velocity  Data 
generation 
rate (batches, 
streams, 
infrequent 
intervals)  

Sensing and diagnostics 
transmitting patients’ status 
and behaviors  

Variety  Various 
formats and 
data types 
(numbers, 
text, images)  

Clinical, medical, and 
omics data and images 
from various patients under 
diverse conditions  

Variability  Data change 
with time  

Health data from wearable 
sensors  

Veracity  Imprecise or 
untruthful 
data  

Clinician notes about 
patients’ states, patients’ 
feedback  

Value  Inherent value 
(often 
achieved 
through DM)  

Drug side effects 
identification and many 
patients’ feedback analytics 

Complexity  Hierarchies, 
linkages 
between items 
and recurrent 
structure of 
data  

Multi-morbidity, Multi-
pharmacy 

Sparseness  Very little 
useful 
information 
(due to 
missing data, 
null values, 
etc.) 

Missing data from patient 
input on their symptoms 
and progress 

 

Sousa et al. [20] reported  using big data analytics to help 
healthcare organizations with decision-making and people 
management. Different types of IT analytic tools can be used 
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to help healthcare organizations to provide better and more 
precise decisions. Furthermore, many mobile and web 
applications have been developed for healthcare that enables 
patients’ to provide initial symptoms to the physicians via a 
web server. The apps may provide instructions in first aid, 
emergency help for various treatments or navigate the 
patients’ to appropriate medical facilities [16]. The most 
spread application of big data in healthcare is the EHR where 
medical records of patients’ are stored including their medical 
history, diagnoses, symptoms, and laboratory test results. 
These records are shared in both private and public sectors 
along with healthcare providers through a secure health 
information system. The data stored for each patient is 
changeable and physicians have the option in updating the 
information over time, excluding the need for paper and 
creating duplicate data [2]. 

IV. TOOLS AND ANALYTIC METHODS 

As healthcare data comes from various sources including 
EHRs, genome data files and databases, text and images, 
support systems for clinical decisions, government sources, 
etc. they are accessible in various scheme tables as ASCII/text 
and are stored in different locations [2]. As such, various tools 
and techniques are needed to explore big data and IT uses the 
Hadoop platform to do so. For processing data sets from the 
healthcare sector, the Apache Hadoop architecture includes 
tools such as Pig, Mauhaut, Oozie, MapReduce, Hive, Avro, 
and others [30]. Kumar and Singh [2] recommended 
conceptual architecture of big data analytics that can be used 
for health informatics presented in Figure 1. 

 

Figure 1. Architecture proposal of big data analytics for health 

informatics. (Kumar and Singh, 2019) [2] 

Apache Pig as a platform is used for analytics on large data 
sets for the flow of data in the high-level applications, mainly 
because of its structure that is compliant to parallelization 
[27]. Apache Oozie as a workflow structure for processing, it 
enables users to outline work sequences in various languages 
then carefully join them to each other [28]. Hadoop 
Mapreduce a YARN-based system (Yet Another Resource 
Negotiator - an Apache Hadoop technology), which is a large-
scale, distributed operating system for big data applications, 
used for parallel processing of large data sets in a dependable 
manner that is fault-tolerant [29]. Apache Avro is a 
serialization framework that enables simple implementation 
with dynamic languages, rich data structures, a warehouse for 
storing persistent data, a binary data format that is compact 
and fast, and a remote procedure call [30]. 

Hadoop HDFS as a circulated file structure delivers a large 
amount of correspondence on application data. It is very fault-
tolerant, developed to be implemented on low-cost hardware, 
and suitable for applications that have large data sets [31]. 
Apache Hive as a warehouse software it eases writing, 
reading, and managing large data sets located in circulated 
storage [32]. Apache HBASE as a scattered database it 
improves storing data for large tables for randomized real-
time read and write access to the big data [33]. Apache 
Mahout as an open-source project it is mainly used for the 
creation of adaptable algorithms for ML utilizing popular 
techniques such as: classification, clustering, and 
recommendation [34]. 

V. MACEDONIAN EHEALTH INFORMATION SYSTEM AND BIG 

DATA ANALYTICS 

The electronic health platform (EHP) system as a central 
oriented electronic system that can hold all medical associated 
data that is saved and operated online began its integration in 
various countries [35]. In 2011 in R.N. Macedonia, this EHP 
presented itself as an eHealth system by the name 
“MojTermin” (My Appointment), which is cloud-based 
software, programmed and organized to be adjustable with 
other healthcare applications. What started as a primary goal 
in the beginning for “MojTermin” to improve the appointment 
system for secondary healthcare, evolved into an eHealth 
system that holds all health information in regards to 
electronic referrals and prescriptions for the patients as part of 
its core [14, 36]. This opens new doors for healthcare data 
analytics and improvements using the accumulated huge data 
for the Macedonian healthcare sector. Following the above-
mentioned example with the same EHP, an eHealth system 
was also developed in Serbia by the name “MojDoktor” (My 
Doctor) and was put into function in just 9 months [35, 37]. 
“MojTermin” was developed to join the three healthcare 
levels (primary, secondary, and tertiary) in managing patients 
and sharing medical data [36, 38]. Additionally, some of the 
data on health care are found in the IT system of the Health 
Insurance Fund, especially those health data that are related to 
financial calculations [39]. Also, some medical data are 
located in local databases of healthcare facilities. Other 
solutions that stream medical data such as 
electroencephalography (EEG) for processing various types of 
physiological signals, and electrocardiogram (ECG) for 
detection of electrical activity of the hearth are in need of fast 
processing power with artificial algorithms (AI) algorithms, 
thus presenting additional big data examples, which are fit into 
the definition of velocity, volume, variety, etc. Gusev et al. 
[40] present a development of an ECG m-Health solution and 
its challenges. As the system is to detect and alert of a possible 
heart attack in a 24h health monitoring state, it requires 
technologies to filter sufficient quality of the ECG signal and 
visualization with processing demands as small as possible. 
Trivodaliev et al. [41] reported on the challenges in 
proteomics, which is computational function prediction. They 
discuss this problem in protein interaction networks and 
present a simple deep learning model in six-layers design for 
the protein function learning, as big data is generated dally on 
proteins. Dimitrievski et al. [42] reported on Ambient Assisted 
Living (AAL) as a promising approach to facilities the elderly 
to live longer in their family residential environments and how 
the analysis of the data generated from the IoT devices would 
benefit by using ML techniques. They talk about the 
protentional of ML and AI to be used in the generated data 
from the used sensors in AAL. 

5 

The 18th International Conference on Informatics and Information Technologies - CIIT 2021



Dash et al. [21], provide a very good review, and De 
Mauro et al. [43] a good formal definition of the term “big 
data” based on its most essential features pointing that big data 
is unwieldy to the traditional software, and we are in a need of 
an advanced technological applications and optimized 
software that would be able to utilize fast and cost-efficient 
high-end computational power for such complex tasks. 
Implementation of AI and novel fusion algorithms would be 
necessary to make sense from this large amount of data. 
Having to consider the importance of big data in healthcare 
and the benefits it brings, a further research is needed to 
investigate how the authorities, the public and private major 
shareholders in healthcare in R.N. Macedonia are using this 
powerful information. Some of the basic questions for further 
investigation would be the following: Are they familiar with 
the recommended analytic tools for big data in healthcare 
given in the literature review, or are they using others, and 
moreover which ones? How do they extract information from 
the large data sets? For what purposes do they use that 
information? 

VI. CONCLUSION 

Nowadays, after a long period of research and technical 
improvements, big data now represent great opportunities. As 
such, very powerful systems and applications are being 
developed to support big data in the healthcare sector. 
However, there are challenges when it comes to big data usage 
in healthcare, especially when privacy and security are 
concerned. Healthcare data digitalization combined with data 
analytics are opening new possibilities for the future in 
eHealth information systems. Big data analytics is very 
important in healthcare providing benefits like disease 
management and prediction, support clinical decisions, and 
health monitoring. All this is very important when trying to 
make the best usage of big data in healthcare and it would be 
highly beneficial for all the countries to consider the options 
of improving their health system. As healthcare data 
accumulates from various data sources including EHRs, text 
and images, genome data files and databases, support systems 
for clinical decisions, government sources, etc., they are 
accessible in different scheme tables as ASCII/text and are 
stored in different locations. In order to make full usage of 
these opportunities, different tools and methods are required 
to explore big data and IT uses the Hadoop platform 
completed with many analytic tools for that purpose. In the 
case of R.N. Macedonia, the eHealth digital information 
infrastructure is still in its early stages. The Macedonian 
eHealth system “MojTermin” holds all health information in 
regards to electronic referrals and prescriptions for the patients 
as part of its core. This opens new doors for healthcare data 
analytics and improvements by using the accumulated huge 
data. Further research is required to investigate the usage  of 
the mentioned techniques regarding the Macedonian 
healthcare sector and do a comparison with other countries. 
That would surely lead to various improvement possibilities 
within. 
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Abstract—Access to the WWW has always been a significant
and major problem in the field of web design and its usage.
The most commonly used slang phrase ”surfing the Internet”
means fast and free access, indicating its importance among
designers and users. However, the web is not equally available to
everyone. While it is a highly interactive and designed to increase
communication and collaboration, the user interface can be quite
complex, not intuitive and difficult to use, especially for people
with disabilities.

There are approximately 1 billion people with disabilities in
the world having hard times using the Internet. Web accessibility
aims to help those people understand, navigate and interact with
the Internet as well as with society. There are specifications that
websites need to meet to provide better experience for this type
of users and to allow their greater inclusion in the society.

In this paper, we study the different types of disabilities of
the Internet users, the tools that can be uses to analyze the
accessibility of the websites and the specifications that need to
be followed to make the websites easier to use. It also includes an
analysis of the accessibility of important and frequently visited
Macedonian websites stressing out their weak points regarding
easiness of use by disabled people and pointing out the key
measures that have to be taken towards creating websites for
everyone.

Index Terms—web accessibility, disability, specifications, web
pages

I. INTRODUCTION

Technology has become an important part of people’s lives
and provides new opportunities that make life easier for
everyone. There are about 7.53 billion people in the world
and 4.48 billion Internet users [15]. Around 1 billion people
of the global population have some kind of disability. Some
types of disability make it difficult to consume specific content,
and therefore, people with disabilities need to use assistive
technologies. People with disabilities, however, can not access
web content if the accessibility guidelines are not followed,
so they are restrained from the opportunities provided by
technology [15].

The Internet is basically designed to work for all people,
regardless of their hardware, software, language, location or
capabilities. If the Internet achieves this goal, it is open to

people with a wide range of hearing, movement, vision and
cognitive abilities.

Accessibility is important aspect for developers and orga-
nizations who want to build high-quality websites and web
tools without exclude anyone from using their products and
services [12].

Digital exclusion of people with disabilities is only one
part of the whole problem of exclusion, where some of the
consequences are poor lifelong earnings and an increased risk
of marginalization. Over time, the Internet has become a basic
way of accessing and obtaining information. Web accessibility
allows everyone, including people with disabilities, to per-
ceive, understand and communicate online.

In this research, data collection will be obtained based on
a comprehensive analysis of Macedonian websites in several
areas of everyday life such as public services, government
sites, news portals, e-shops, banks and health sector. The
purpose of this paper is to explain what web accessibility for
people with disabilities is, how to measure it and to propose
ways in which it can be improved.

II. RELATED WORK

A. What is web accessibility?

Web accessibility means that websites, tools and technolo-
gies are designed and developed so that people with disabil-
ities can use them [15]. Specifically, people can: perceive,
understand, navigate and communicate with the Internet and
contribute to the Internet.

Internet access covers all disabilities that affect Internet
access, including: auditory, cognitive, neurological, physical,
spoken, visual.

Web accessibility also benefits people without disabilities,
for example:

• people who use mobile phones, smartwatches, smart TVs
and other devices with small screens, different input
modes, etc.

• older people whose abilities change over time due to
aging
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• people with a ”temporary disability” such as a broken
arm or lost glasses

• people with ”situational limitations”, such as strong sun-
light or in an environment where they cannot hear audio

• people who use slow internet connection

The Internet is becoming an increasingly important resource
in many aspects of life: education, employment, government,
commerce, healthcare, recreation and more. It is essential that
the Internet can ensure equal access and equal opportunities
for people with disabilities.

There is also a strong business aspect to accessibility. It im-
proves the overall user experience and satisfaction, especially
in different situations, on different devices and for older users,
so it can significantly improve the brand, encourage innovation
and expand the market scope [12].

B. Web accessibility standards

Internet accessibility depends on many elements that work
together. Some of them include: web content, user agents and
authoring tools.

Standards play a key role in determining the accessibility
criteria for each of these elements. Some accessibility stan-
dards are easy to meet, but learning the basics of how people
with disabilities use the Internet helps implement them faster
and more efficiently. Some aspects of accessibility require
more technological expertise or specialized knowledge of how
people use the Internet.

1) Web Content Accessibility Guidelines (WCAG): WCAG
are developed through the W3C process in collaboration with
individuals and organizations around the world to provide
a single common standard for accessing web content that
meets the needs of individuals, organizations and governments
internationally [14].

WCAG documents explain how to make web content more
accessible to people with disabilities. Web ”content” gener-
ally refers to information on a website or web application,
including:

• information such as text, images and sounds
• code or markup that defines structure, presentation, etc.

WCAG 1.0 [7] was released and became a W3C Recom-
mendation on May 5, 1999. They have since been replaced by
WCAG 2.0 [8].

2) Accessible Rich Internet Applications (ARIA):
ARIA [13] is a collection of attributes that can be applied
to HTML elements that improve the accessibility of websites
and applications by adding additional information to screen
readers. Screen readers work with plain HTML, but the
addition of ARIA can provide users who use screen readers
with more context and interactivity with the content of the
website. ARIA has no effect on how elements are displayed
or behave in browsers. It does not add new functionality and
aims to act only as an additional descriptive layer for screen
readers. ARIA helps fill in the gaps where native HTML issues
cannot be resolved [2], [4], [9].

The official name of ARIA is Web Accessibility Initiative
- Accessible Rich Internet Applications (WAI-ARIA) (WAI-
ARIA) which is a technical specification published by the
W3C [13].

There are three main components used in ARIA [5]:
• ARIA roles
• ARIA states
• ARIA properties

C. Legislative comparison

In addition to ethical and economic justifications, there
are legal grounds for imposing guidelines for access to web
content in certain countries.

1) USA: The United States Access Committee adopted the
final rule for updating Section 508 of the Rehabilitation Act
of 1973 to January 2017 [11]. The new regulation adopts
seventeen WCAG 2.0 success criteria, but the current Article
508 guidelines cover 22 of the 38 existing A-level and AA-
level criteria. The law stipulates that new requirements must be
implemented for a period of twelve months after publication
in the Federal Register.

2) European Union: Directive (EU) 2016/2102, which en-
tered into force on 22 December 2016, provides persons with
disabilities with better access to public service websites [6].
The rules established by the Directive reflect the ongoing
work of the Commission for the construction of a social and
inclusive European ”Equality Union”, where all Europeans
have the opportunity to participate fully and actively in the
digital economy and society.

3) North Macedonia: In 2011, a law was adopted to ratify
the Convention on the Rights of Persons with Disabilities [10].
A National Coordination Body for the Implementation of the
UN Convention on the Rights of Persons with Disabilities has
been established in our country. The National Coordination
Body is composed of 14 members. The National Coordinating
Body has the role of a mechanism for the implementation of
the Convention, cooperates with persons with disabilities and
their representative organizations, coordinates the ministries
and institutions under their jurisdiction for the actions to be
taken to comply with the principles of the UN Convention.

III. ANALYSIS OF ACCESSIBILITY OF MACEDONIAN
WEBSITES

A. Methodology

This paper analyzes the websites of several areas of ev-
eryday life, including: public services, government websites,
e-stores, health sector, banks and news portals.

The tool used to evaluate the Accessibility Score of each
website is EXPERTE [1]. This tool is based on the Lighthouse,
open-source tool, which determines the Accessibility Score (0-
100) indicating the technical availability of the website.

In addition to the EXPERTE tool, we used IBM Equal
Access Accessibility Checker [3]as an add-on to the Firefox
browser to analyze the homepage of the aforementioned web-
sites.
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Fig. 1. Accessibility Score of websites of the public services

Fig. 2. Percentage of elements on the homepage of public service websites
that passed the automatic tests but need manual review vs percentage of
elements that do not need manual review

Automatic accessibility check allows only part of the prob-
lems to be detected and does not check all possible accessi-
bility criteria.

B. Results

1) Public Services: This category covers the following
public service sites: https://www.telekom.mk/Telekom,
https://www.a1.mk/A1, https://neotel.mk/Neotel,
https://vodovod-skopje.com.mk/JP Vodovod i Kanal-
izacija - Skopje, https://www.evnonline.mkEVN
Online, https://beg-snabduvanje.com.mk/BEG and
https://www.crm.com.mk/Central Registry. According
to the data, it can be noticed that the websites
of https://neotel.mk/Neotel and https://vodovod-
skopje.com.mk/JP Vodovod i Kanalizacija - Skopje have
the highest Accessibility Score of 81, while the most
unsuitable site for people with disabilities is the site
https://www.evnonline.mkEVN Online with Accessibility
Score of 40.

he analysis of the homepage shows almost the same per-
centage of elements without violations of the web accessibility
standards.

2) Banks: According to the data shown, we
can see that https://www.stb.com.mk/Stopanska
Banka has the highest Accessibility Score,
followed by https://www.halkbank.mk/Halkbank
and https://www.nbrm.mk/National Bank.

Fig. 3. Number of elements on the homepage of public service websites that
have some kind of breach of accessibility standards and number of elements
that need manual review

Fig. 4. Accessibility Score of websites of the banks

https://www.kb.com.mk/Komercijalna Banka has the lowest
score of 45.

On average, the percentage of elements on the home-
page that do not violate web accessibility standards is 85%.
The sites of https://www.kb.com.mk/Komercijalna Banka and
https://nlb.mk/NLB Banka have the highest percentage with
90%, while the http://www.ttk.com.mk/TTK Bank website has
the largest number of elements with such violations on the
homepage (285 in total).

3) Government: Fig. 7 shows an analysis of the websites
of all ministries in the Republic of North Macedonia.

Fig. 5. Percentage of items on the homepage of banks’ websites that passed
the automatic tests but need manual review vs percentage of elements that do
not need manual review
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Fig. 6. Number of elements on the home page of banks’ websites that have
some kind of violation of accessibility standards and number of elements that
need manual review

Fig. 7. Accessibility Score of government websites

The websites of the https://mioa.gov.mk/?q=enMinistry
of Information Society and Administration and the
https://finance.gov.mk/?lang=enMinistry of Finance have
the highest Accessibility Score.

A small number of websites offer some tools to improve
their web accessibility such as increasing the font size or
higher color contrast.

In the government sector, the
http://zdravstvo.gov.mk/Ministry of Health website has the
most accessible homepage with 99% of the percentage
of elements that meet web accessibility standards.
https://www.moepp.gov.mk/ Ministry of Environment,
has the highest number of elements that violate these
standards (149 in total).

4) E-stores: The number of e-stores has increased in the
last few years. According to the analysis shown in the graph in
Fig. 10, it can be noticed that https://www.officeplus.mk/Office
Plus stands out from other e-stores with a highest Accessibility
Score. The average Accessibility Score of e-stores is 70.

With e-commerce websites, the https://istyle.mk/iStyle web-
site stands out from the others with the highest num-
ber of items (288) that violate the standards. However,
as a percentage, all sites have an approximate percent-
age of elements that meet web accessibility standards.
https://www.galerija.com.mk/Galerija has the highest percent-
age with 90%, and https://www.officeplus.mk/Office Plus with
77%.

Fig. 8. Percentage of elements on the homepage of government websites that
passed the automatic tests but need manual review vs percentage of elements
that do not need manual review

Fig. 9. Number of elements on the homepage of government websites that
have some kind of breach of accessibility standards and number of elements
that need manual review

5) Health Sector: The research covered the websites of
private clinics and laboratories. In Fig.13, it can be noticed
that http://www.remedika.com.mk/Re-medica has the highest
score, while https://www.bioteklab.com.mk/Biotek laboratory
has the lowest.

The private clinic https://neuromedica.com.mk/Neuromedica
has the highest percentage of elements on the home page that
meet the accessibility standards with 91%, while the website
of http://www.remedika.com.mk/Re-medica has the lowest
percentage with 71%. http://www.remedika.com.mk/Re-
medica’s website also has the largest number of elements

Fig. 10. Accessibility Score of e-stores
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Fig. 11. Percentage of elements on the homepage of e-stores websites that
passed the automatic tests but need manual review vs percentage of elements
that do not need manual review

Fig. 12. Number of elements on the homepage of e-stores websites that have
some kind of breach of accessibility standards and number of elements that
need manual review

(193) that do not meet web accessibility standards.
6) News Portals: From the analysis of the websites of the

news portals, it can be noticed that the Accessibility Score is
slightly higher. From all the websites included in our research,
the website of the portal https://sdk.mk/index.php/mk/Sakam
da kazam stands out at the top with Accessibility Score of 94.

The website of the portal https://republika.mk/Republika
has the highest percentage of elements on the home page
that meet the accessibility standards with 97% as opposed
to the the portal https://faktor.mk/Faktor with 65%. Similarly,
https://faktor.mk/Faktor has the highest number of violations

Fig. 13. Accessibility Score of websites in the health sector

Fig. 14. Percentage of elements on the homepage of websites in the health
sector that passed the automatic tests but need manual review vs percentage
of elements that do not need manual review

Fig. 15. Number of elements on the homepage of websites in the health
sector that have some kind of breach of accessibility standards and number
of elements that need manual review

of the standards, i.e. 435 elements on the home page do not
comply with these standards.

C. Discussion

The analysis includes websites of institutions from several
areas of everyday life such as: public services (7 websites),
government institutions (16 websites), e-shops (9 websites),
hospitals and laboratories (6 websites), news portals (9 web-
sites) and banks (9 websites). According to the obtained
results, it can be concluded that there is a lot of room for
improving the accessibility of the analyzed websites.

On average, news portals have the highest Accessibility
Score of 82, while the health sector has the lowest Ac-

Fig. 16. Accessibility Score of news portals
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Fig. 17. Percentage of elements on the homepage of websites of news portals
that passed the automatic tests but need manual review vs percentage of
elements that do not need manual review

Fig. 18. Number of elements on the homepage of websites of news portals that
have some kind of breach of accessibility standards and number of elements
that need manual review

cessibility Score of 66. This fact indicates that people with
disabilities have a number of difficulties in using health sector
websites. This is especially important during the Covid-19
global pandemic, where each of us should have equal access
to information when it comes to our own and our public
health. Table I shows the average Accessibility Score from
the analyzed websites for each category.

TABLE I
AVERAGE ACCESSIBILITY SCORE FOR EACH CATEGORY

Category Average Accessibility Score
Public Services 71

Banks 72
Government 72

E-stores 70
Health sector 66
News portals 82

According to the automated tools used, the most common
problem is the insufficient color contrast and the alt attribute
of the images that are on the website.

In terms of the government sector, although they have a
higher average Accessibility Score, the shortcomings here
are in terms of information. It is necessary to increase the
awareness, as well as the education of the institutions about
the importance of web accessibility for people with disabilities.
Very few ministry websites provide any way to improve

accessibility. It is interesting to note that some of the municipal
websites use plugins that include several tools to increase
web accessibility to their sites. Customizing a website for
people with disabilities can be a costly and time consuming
process. Using such accessibility plugins avoids this, and
makes it possible to include features that will support future
web accessibility requirements.

IV. GUIDELINES FOR IMPROVING WEBSITE
ACCESSIBILITY

In recent years, more and more emphasis has been placed
on making services more accessible and inclusive. As we can
see from the analysis so far, the websites in our country can
be greatly improved. When it comes to accessibility, it is
important to note the areas accessibility focuses on:

• Visual disturbances such as blindness, poor eyesight and
color blindness

• Deaf people and people with loss of hearing
• Motor: Inability to use the cursor, bad reaction time, etc.

problems with motor function
• Cognitive: Learning disabilities, distraction and inability

to concentrate on huge amounts of data

A. Meeting WCAG standards

Websites must meet the standards required by the WCAG.
WCAG has about 12-13 directions that are organized in 4
principles: visibility, operability, intelligibility and robustness.
These guidelines will make content more accessible to a
wider range of people with disabilities, including people
with blindness and impaired vision, deafness and hearing
loss, limited movement, speech impediments, photosensitivity,
some learning disabilities and cognitive limitations.

B. Changing the attitude towards people with disabilities

Barriers are not just a physical obstacle. Society should
change its attitude, without prejudices and stereotypes towards
people with disabilities and enable them to be an equal part
of it.

C. Assistive technology

Assistive technology refers to assistive, adaptive and reha-
bilitation technologies for people with disabilities and elderly
people. People with disabilities often struggle to carry out
their daily tasks on their own, even with help. There are
several software and hardware solutions that belong to assistive
technology such as: alternative keyboard, alternative mouse,
screen magnifier, screen reader and more.

D. Education of developers and designers

It may seem that special education and programming are
two opposite branches, but they should work together. In order
for websites to have better inclusion for people with disabili-
ties, collaboration between special educators and developers is
inevitable. This can be achieved by introducing certain courses
at IT faculties that will explain the problems people with
disabilities are faced with and give them solutions.
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E. Unification of government websites

The National Coordination Body could introduce specific
guidelines and standards that would be in the form of a law that
all government parties would follow. Some of those guidelines
and standards would be the following:

• specific and relevant information for users
• easy navigation
• fast and accessible information retrieval
• no dispersed information

F. Inclusion of people with disabilities or special educators
and rehabilitators in the design of the website

Appropriate education of IT staff is needed to understand
the difficulties that people with disabilities are faced with on
a daily basis. That is why the direct inclusion of people with
disabilities during the design of websites is one of the key
things. This will capture the problems before the website goes
into production, which is perhaps the best solution.

V. CONCLUSION

From this research it can be concluded that Macedonian
websites are not sufficiently adapted for people with dis-
abilities. Domestic companies have not developed policies /
guidelines for the implementation of the required standards
on the websites, so the results are quite unsatisfying. It is
necessary to approach the problems in a systematic way
through detailed analysis of the websites in order to dentify
any violations of the accessibility standards. By working on
improving and respecting accessibility standards, the desired
results will be achieved and the inclusion of people with
disabilities will definitely be visible.

This paper clearly defines all the standards that affect the
accessibility of websites. Through the analysis of the websites
with the help of the Accessibility Score and the obtained
results, it can be noticed that in our country, the people with
disabilities are not taken into consideration when creating
the websites, even though we have legislation. The paper
emphasizes the criteria that should be taken into consideration
when creating a website that will be accessible and easy to use
by people with disabilities, as well as all the standards that it
should meet. It also presents a way to measure accessibility
that all companies and government institutions can use to see
the current state of their websites and work to improve them.
For the best results, the companies and the authorities are ad-
vised to consult a certified specialist when designing websites.
Only in this way they can give a significant contribution to
inclusiveness of all people in the access to digital services.
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Abstract—The world around us is drastically   changing. Many 

things are operating so differently, the way we define both the 

“workplace” and “workday” is changing. As far as we can see 

video conferencing has kept us all in touch during COVID-19. 

Since the spread of COVID-19, video conferencing systems are 

becoming a very popular way of co-working today, 

independently at a physical distance. Most companies fully 

accepted working online  and  remote,   developing systems to 

support such concepts as virtual teams, telecommuting, and 

remote conferencing for their employees when face-to-face 

working is not possible. Also, most of the universities pivoted to 

virtual learning and now students use video conferencing as a 

learning tool.  

With this paper we would like to provide an overview of 

different platforms, comparison of them with special focus on 

different  segment  models  and the communication efficiency. 

 
Keywords—Teleconferencing,Video conferencing, Online 

meeting,  Conferencing platforms, Teleconferencing platforms,  

flexible working hours,  productivity,  segment  models  

I. INTRODUCTION 

Recently, video conferencing has become increasingly 

popular and very useful in the time of the faster and cheaper 

internet connections and better technologies. Today, it is a 

fact that many professional organizations, schools, 

universities are practically and efficiently using video 

conferencing. Most of the above mentioned teams are now 

using platforms such as Cisco Webex, Microsoft Teams, 

Zoom, Google Hangouts etc. depending on their preference, 

needs, and cost run. 

Today we have easily accessible and cheap good internet 

speed and even more cheaper accessories such as webcams 

and growing processing power which allows us to participate 

in video conferences without any additional costs. 

The remainder of the paper is organized as follows. Section 2 

compares the most used platforms in the last period of time, 

while section 3 describes the features, upcoming innovation 

and cross platform integration. We discuss the different 

models of usage of video conferencing systems in section 4 

and conclude the paper  and propose the  next steps in section 

5. 

II. COMPARING MOST USED PLATFORMS 

We have compared most used platforms. The comparison is 

based on statistics published by the mentioned software 

vendors that were part of this research.  Analyzed data source 

is the usage of the platforms in the period from March 2020 

until August 2020. 

Zoom is used approximately by 22,800 domains; thus, it is 

number one used video conferencing platform, with 4 .8 % 

market share.  Microsoft Teams is ranked   as second largest 

platform with market share of 21.3%. Cisco Webex has   

market share of 7.6%; thus being the third video conferencing 

platform. 

In the following paragraphs we will review the most used 

video conferencing platforms today. 

As of today, there are few applications that provide chat, 

voice communications, and extra features for video 

communication. With them you can share your screen, they 

offer cloud storage, file sharing and many other features. 

Videoconferencing service lets us connect from one to 

hundreds of other people together for real-time meetings, 

conversations, webinars, lectures, and other purposes. Mainly 

video conferencing includes two or more people using audio 

and video to communicate with each other in one live session. 

Generally, one individual should be the host. Host creates the 

meeting and can control the flow, all the remaining ones are 

participants.  

During the research, we have created a visual overview  

representation via chart with the summary of the maximum 

number of participants per platform that can attend on  the 

meeting for free, shown on the Figure 1 and chart with daily 

overall meeting participants per platform shown Figure 2.  
From the Figure 1, it is visible that up to 100 participants with 

a free account on Zoom can be hosted with a limit of 40 

minutes at one call vs 50 people at once with Skype with no 

time limitation [1]. Microsoft offers up to 250 participants on 

call [2]. WebEx offers 100 participants at the same time for 

free account and up to 200 for payed [3]. 

Also, as it can be seen on Figure1, Microsoft Teams free 

package has the biggest limit for 40 minutes [4]. Having on 

mind the different nature and usage target groups of this 

service, this is to be expected.  

 

Fig. 1: Platforms compared by the limit   of  free participants  
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Fig. 2: Platforms compared by daily meetings overall  participants 

 

Statistics from Figure 2, are made on the basis of a unit of 

millions. The smallest number of daily overall participants 

has Skype with 200 million, then Microsoft Teams in the last 

quarter of 2020 has 115 million, and Zoom has 300 million 

We must point out that Cisco Webex is leading with 600 

million overall daily participants.   This   statistics  is  also  to  

be expected,  having  on  mind that Webex  has  been  present  

on  the  video conferencing market  for  many  years in  the  

corporate  segment,  and  its  usage  dramatically  increased  

with  the  Covid 19 pandemic.  Zoom  is relatively  new  

player on  both  residential  and  business markets,  but  it’s  

popularity  and  usage  sky-rocketed  with the  pandemic even  

though  in early  2020  there were  security  issues  with  this 

platform. Microsoft Teams  is also  slowly  but surely  gaining  

ground  in  the  corporate segments, education,  etc. 

Generally,  on  top  of the  free services if the user wants 

meeting without any limits, unlimited cloud recording and to 

meet with a bigger number of participants he must pay 

additional costs. Zoom and Skype offer premium solutions 

and are designed to take communications to the next level but 

still with a free package user can have very good experience 

using it.  As the vendor says, Cisco Webex offers the industry 

leading solution for conference calls, with a full set of rich 

features designed to take the meetings to the next level.  It is 

a platform prepared for any size of a business, in many 

different industries and segments. Webex can scale-up and 

develop moving companies closer to their clients, partners, 

and colleagues.  And, it is worth mentioning that part of its 

solutions is still for free [5]. 

Our practical experience in business and academic 

environments for few years with Webex, leads us to clear 

support of the statement that its video conference solutions 

are reliable and scalable. Also, it’s integration with high end 

business Cisco solutions like Telepresence is quite good and 

seamless. Quite differently, Zoom appeared much later on the 

videoconferencing market, yet with its simple access 

platform and quite intuitive interfaces gained quite strong 

position on the market [6]. 

Talking about services in the era of videoconferencing the 

most used platforms are compatible with Windows, macOS, 

Linux, Android, iOS, many web browsers interfaces and even 

it’s possible to call in via phone. 

III. FEATURES, UPCOMING INOVATION AND CROSS PLATFORM 

INTEGRATION 

As the demand for this service grows, also novelties and 

features are being constantly developed. Together mode and 

video filters are new features for Microsoft Teams. Together 

mode is a new meeting experience in Teams that uses AI 

segmentation technology to digitally place participants in a 

shared background, making it to feel like they are sitting in 

the same room with everyone else in the meeting [7]. 

Together mode makes meetings more engaging by helping to 

focus on other people’s behavior, mostly their body language 

and face and by that   providing it easier the non-verbal cues 

that are so important to human interaction. 

      This feature is great for meetings in which multiple 

people will speak, such as brainstorming or roundtable 

conversations, because it makes it easier for participants to 

understand who is talking. Millennials are very familiar with 

video filters used in photography and social media apps, and 

now they are brought into Teams. Before joining a meeting, 

users can use the filters to subtly adjust lighting levels and 

soften the focus of the camera to customize the user's 

appearance. Microsoft, on top of the previously mentioned 

announced additional innovation planned next. It should start 

operating on the upcoming integration between Microsoft 

Teams and the consumer version of Skype. While the option 

to integrate Skype for Business and Microsoft Teams has 

been around for a little while now, when the new feature 

arrives Teams users in an organization will be able to call 

consumer Skype users directly using their email address, and 

vice versa. Users will be able also start one-on-one text-only 

conversations on Skype from Teams or launch an audio/video 

call. The association between Microsoft Teams and consumer 

Skype will be accessible through portable, work area and web 

applications  

Expected features are to chat with Skype users from Teams. 

A Microsoft Teams user could search for a Skype user with 

his email address, then start a chat or call with him instantly. 

Teams users will get information that they have a new 

message from somebody using Skype, and they’ll be asked to 

accept the message or call.  The same Teams users can also 

stop and block the conversations or view the messages to 

decide whether to accept or reject the call [7]. 

Voice translator is another very interesting feature of Skype.  
It can translate conversations from 60 languages into 11 

languages, including English, Spanish, French, German, 

Chinese (Mandarin), Italian, Portuguese (Brazilian), Arabic, 

and Russian [8]. The text translator is available in more than 

60 languages for clear, seamless instant messaging.  

Two different users can speak in their languages which can 

be different and still understand each other because the app 

translates each side of the conversation in real-time. Another 

interesting feature is: Live subtitles. It’s handy for people 

who have a hearing impairment or need to keep the noise 

down in their environment [9]. Instead of hearing what other 

people say, the live subtitles option displays a transcript on 

the screen. 

Additionally, Skype can be used as a security camera, 

by using a simple webcam (either built-in or external) and a 

second Skype account, the webcam is on remotely at any time 

to monitor what’s going on around the user's computer. 

With Cisco Webex integrations, companies and teams 

maintain a current workflow without missing from its daily 

operations routine. Webex integrates seamlessly into many 

industry-leading apps, like: Dropbox, Zendesk, Box, GitHub, 

Microsoft Outlook, Litmos, Zapier and many more. 
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Good news with the integration process and interoperability 

between the platforms is that vendors are seriously working 

on it, and   with that on mind in near future we won’t need  to 

pick between two or more platforms, yet rather work with few 

of them in parallel. For instance, Cisco gives future-proof 

technology built by a company with a heritage in 

communication and Zoom makes video more accessible, 

whether you’re connecting with employees or contractors. 

 Already some parts of Zoom and Cisco Webex can 

interoperate. With   use of API connectors, users can launch 

meetings in Webex or Zoom from alternative hardware 

systems, but still at this moment they don’t cover messaging 

or chats between the two platforms. Interoperability  of  

messaging connects the messages somebody is sending from 

WebEx’s  to Zoom’s Chat [10]. This means that when 

somebody who is using Webex messages someone using 

Zoom, he will still see that message and vice versa. 

All these interoperability features should allow relatively 

easy cross-platform communication and increase 

productivity of the teams as well as further increase of video 

conferencing use.  

Comparison of the most common features of the video 

conferencing platforms has been made in the period from 

March 2020 till August 2020. We have prepared a 

comparative overview from the available data on the official 

pages  of the software platforms shown on Figure 3. 

It is quite visible from the overview that Zoom and Cisco 

WebEx perform with 4.5 points compared to other video 

conferencing platforms, being   around 4.0 and 4.1 points. 

While investigating performance and reliability ratings, 

Cisco Webex does not mirror the general rating. It is quite 

odd that Cisco Webex possess considerably smaller 

performance rating than Microsoft Teams and similar rating 

to Skype and GoToMeeting even though it is rated much 

higher overall. It might be that this is connected to dramatic 

increase of demand from big corporate clients around the 

world and quite often over-load of 

its worldwide session servers. 

 

 
Fig. 3: Comparative overview of features 

Additionally Figure 3 demonstrates that except Cisco Webex 

and Microsoft Teams all other platforms have one touch join 

policy. That means that a way to use Microsoft Teams and 

Cisco Webex is that the user must download their application 

in order to use it. It is worth mentioning   that all platforms 

are available on devices with most used operating systems: 

Windows, Linux, Mac, iOS, or Android which makes them 

accessible to all users. 

Most of these platforms share the same basic advantages as 

recording video meetings. Possibility to record the meeting   

allows students to re-watch their classes which helps them to 

understand the material and get bigger grades on exams.  It is 

worth mentioning the quite usable integration with Google 

Calendar, through which the user can’t miss an appointment, 

meeting, or class. Google allows syncing your calendar 

across user’s favorite video conferencing platforms, so he'll 

never miss any of these. 

All platforms offer screen sharing. This is an easy yet 

powerful way to foster immediate collaboration, anywhere at 

any time. Screen sharing adds an entirely new element to 

online meetings. Instant file sharing is also included, but 

instead of emailing or sending over a copy of the PowerPoint 

file to every attendee or dropping a file in the web, users can 

control and follow their presentation on their own desktop 

with screen sharing. All these small but very important 

features and components that are included have made the 

video conferencing more common and more accessible to any 

user. 

IV.  DIFFERENT SEGMENT MODELS OF  USAGE OF  VIDEO 

CONFERENCING IN ORGANISATIONS AND PRIVATE LIVES 

With continuously increasing demand for video 

conferencing, the corresponding solutions need to provide a 

scalable, robust, resilient, and manageable infrastructure that 

delivers unparalleled quality of experience. Video 

conferencing has improved the quality of service an 

organization can provide, videoconferencing has expanded 

the reach of a company and people have benefits for their 

personal life outside the work.  

A. Healthcare providers 

Telemedicine is main application for video conferencing with 

healthcare providers. Over 65% of U.S hospitals are either 

already using or are currently creating a telehealth program 

[11].  

Rather than a patient coming in to see a doctor each time they 

feel somewhat under the weather, they can schedule a video 

appointment with their doctor. The doctor who will be on the 

other side of the screen, can take their medical history and 

review of symptoms to make a precise diagnosis of what’s 

going on. Most mentioned platform for telehealth and virtual 

care services is Zoom. 

B. Educational providers 

Covid-19 virus dramatically changed the opportunities for 

academics from around the world to gather and meet in-

person at conferences [12]. Conferences are not only 

important for networking in general, but also for keeping 

current with trends in the field, developing potential research 

collaborations, disseminating research, career development, 

knowledge transfer and bringing together practitioners and 

academics. 
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Research shows that opinion of 88% from education 

professionals is that video conferencing tools will help more 

students to earn advanced degrees [13]. 

Teachers can use video conferencing to hold open office 

hours and meetings with their students outside of classroom 

time [14]. Schools and teachers can also use video 

conferencing to make classes available to a broader group of 

students. Class can be conducted virtually with students 

logging in to watch their teacher’s lectures and to participate 

in discussions, instead of classical lecture through in-person 

classes. Most preferable platform for education is Webex, 

where users can keep collaborating before, during, and after 

the lessons. In some cases, students can miss a class due to a 

sick leave or similar. In order not to fall back in the learning 

process, students can review the lesson, which can be 

recorded and reviewed later.  Based on   our experience of   

already few years, Cisco Webex in combination with 

platforms like Moodle for educational content and exercises, 

can be quite   powerful Covid – 19 pandemic toolsets for 

contemporary faculty education. We are quite confident that 

something very similar will apply in the post Covid-19 

period. 

C. Lawyers and courts 

The testimony of a witness   who cannot be present can be 

watched in courts through   video conferencing. Statements 

can be taken by attorneys through video conferencing.  

Lawyers can share their opinions about cases through the 

same platforms.  It is shown through research that 27% of the 

small business (a segment where most of the law firms are 

located) are more likely to purchase video calling tools [14]. 

Ideal match for small businesses is to use Skype, which in its  

business version offers encrypted correspondence between 

users. Video conferences gives small and medium-sized 

businesses the chance to hire people who live anywhere in the 

country and to keep in contact with those employees 

regularly. 

D. Governments 

Agencies from governmental profile can use video 

conferencing to communicate in times of crisis or for more 

mundane issues, such as a review of the budget [15]. Video 

conferencing enables government agencies officials to 

communicate with each other without having to schedule an 

in-person meeting. The most proven and leading provider of 

video conferencing technologies to government offices all 

over the United States is Cisco. With high-quality audio and 

video products like Telepresence, and secure networks, Cisco 

is a usual vendor for government offices and can be found in 

more than 7,151 national government agencies, 8,089 

regional and local government agencies, and across 177 

different countries [15]. 

E. Banking sector  

Video conferencing helps banks move closer to the goal of 

stability and it supports bankers in their usual efforts of quick 

decision-making, rapid responses to the markets and meeting 

the requirements of changing policies and regulations [16]. It 

is worth mentioning also the very important need to raise 

customer service levels.  Technology for video conferencing 

is particularly useful for investment banks that need to 

exchange real-time information about market shares, 

currencies, and other time-sensitive information with 

colleagues around the world.  

Little bit different from e-mail or intranet, the direct face-to-

face element of video conferencing gives quite a personal 

touch to how key messages are conveyed [16, 17]. Following 

up the previous video conferencing discussion, encourages 

and helps to get a deeper understanding of the subject from 

both sides. It also provides a good tool for managers to see 

exactly who is receiving the information. This technology 

means banks can use it to give valuable advice to customers 

at a time and place that suits them. 

F. Fitness and exercising  

As the age of technology is shifting the trends in the whole 

world, different innovative methods have been introduced to 

keep the work going [18]. Keeping the changes in technology 

and global problems in mind fitness trainers are also adopting 

the latest methods to solve these issues. These issues are 

making people run away from fitness classes and gyms, 

which  then  increases the demand for online solutions in this 

field.  In this sense online coaching classes using video 

conferencing were started by many fitness trainers and 

coaches around the world [18].  

Lessons on YouTube or fitness videos on social media were 

available for long time, but now the trend is shifting to online 

video classes, to keep people healthy by just sitting at their 

homes. This can be one of the ways to solve the current global 

problem of fitness. There are many exercises and training that 

can be done online [18]. Fitness charts, training programs, 

and nutrition and meal plans can be shared online which will 

help the trainers to interact directly with the people. 

People have changed hobbies that were previously physically 

oriented into virtual hobbies or engaged in alternative 

activities simply because they were offered online. The 

disruption and drastic change of people’s usual daily lives 

and daily routines may have caused them to look for new 

activities that would work under the circumstances [19]. 

G. Parties, activities, reunions     

People can still find joy in quarantine. Several topics point to 

individuals’ engaging in online socializing with family and 

friends by, for example, meeting online to watch movies [19]. 

When organizing party, a private event can be set up on Zoom 

or another platform with friends, and then livestream a D.J.’s 

set, thus all of the party guests will be sharing the same music. 

Zoom offers live streaming, so DJ and live streaming services 

can help to people to share special occasion with anyone 

around the world [20]. A lot of DJ’s, singers provide 

everything needed to make Zoom party, birthday, wedding, 

virtual baby shower. 

Another point of interest which is different during the 

lockdown is games playing. Instead of playing games alone 

or meeting with unknown gamers in a virtual world, people 

played with their everyday contacts as a replacement for a 

physical meeting [19]. Some of those games included 

physical items used, such as physical bingo cards or dice 

cups, so everyday objects were sometimes integrated into 

virtual interactions.  It is quite a paradox that people who are 

being pushed towards technology-mediated interactions 

because of social distancing resulted in some people’s being 

in touch with more people than they would have been 

otherwise. 

Connecting and interacting with friends and loved ones has 

taken a new meaning and ways during this time of pandemic 

and   social distancing. 
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V. DISCUSSION, CONCLUSIONS  AND  NEXT  STEPS 

 

Irrelevantly  of   how it is being used, already today we can  

see and openly  discuss  that  there are many advantages of 

video conferencing. When we decide whether to use a video 

conferencing system, it’s a good idea to take a closer look at 

the advantages and disadvantages of holding online meetings 

and video calls. Among the benefits are: 

 

 Video conferencing offers greater flexibility 

  

 Video conferencing can save company money 

 

 Reduced Travel Time and Costs 

 

 Increased Productivity 

 

 Reaching a wider audience 

 

Anyhow, even  today  we can  conclude  that one of the rare 

positive outcomes from the coronavirus pandemic was the 

huge growth of video conferencing market. Travelling bans 

across the world have limited the reach of the enterprises in 

the distant markets, which in turn, has increased the adoption 

of video conferencing software.  

With business getting increasingly global, video 

conferencing can only grow in popularity. Telepresence 

suites for instance, are quite high-end products that bring 

valid, life size, and personally close meeting attendees to your 

meetings. While today only the largest of the large companies 

can afford it because it is quite expensive, we can  expect later  

from Telepresence and similar platforms to be quite often 

used and present. That will probably  be due to the reduction 

of costs for the equipment necessary, better knowledge of this 

technology and interoperability   with other platforms. 

We can  also conclude that he global video conferencing 

industry is expected to become very serious part of the global 

IT and technology    industry during the Corona virus 

outbreak and after that.  

As  next  steps,  we will proceed to collect  and  compare the 

developments as well as information related to the 

videoconferencing platforms in the following period, trying 

to present it in a condensed and understandable way. We 

think that as the video conferencing market matures, one of 

the key topics will be inter-operability between different 

platforms which when reached at certain level, will further 

encourage video conferencing usage around the world.  We 

also think that this overview and  comparison can help 

the scientific community and businesses to better understand 

the benefits of the video conferencing platforms and their 

influence on the office work and business environment. 
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Abstract— Primary healthcare is an essential part of all high-

performing healthcare systems. Developing countries like western 

Balkan countries would be able to provide such high-level services 

only by fully harnessing technology's power. The current trend in 

the healthcare sector is to shift its data on the cloud in order to 

increase the availability of Patients’ medical history and healthcare 

data in real-time, which would lead to sharing of health data with 

ease. Such a conventional cloud-based data sharing environment 

struggles with data security, confidentiality, and privacy issues. 

For a long time, blockchain has been an interesting research area, 

and a number of various industries have used the benefits it provides.  

The healthcare system benefits immensely from blockchain 

technology due to security, privacy, confidentiality, and 

decentralization. This paper offers a proposal for trusted data 

exchange in primary healthcare in the form of distributed solution 

based on blockchain technology. 

 We propose a model of the primary healthcare system with the main 

focus on supporting authentication and authorization of entities in 

the process of choose and change of primary physicians in order to 

provide data fulfilling the conditions of integrity and confidentiality. 

The proposed model offers a framework for managing patients' 

health data between physicians on the primary, secondary, and 

tertiary levels of healthcare. 

Keywords— blockchain, authentication, primary health, 

general practitioner, healthcare 

I. INTRODUCTION  

Healthcare is a permanent and constantly changing landscape 

since many factors lead to continuously increased demand for 

general practice services. A central role in every healthcare 

system is played by General practice and general 

practitioners. General practice is a term that is usually 

referred to the general practitioner and other personnel and is 

therefore synonymous with primary care and family medicine 

[1]. Initially, it was meant to describe the concept and model 

around the most critical link in primary healthcare: the 

general practitioner or primary care physician. On the other 

side, the notion of family medicine originally encompassed 

the mode of a team approach. 

The primary health care (PHC) approach is started with the 

Declaration of Alma Ata in 1978. This approach is strongly 

advocated internationally and continues to shape many 

healthcare systems worldwide [2]. Doctors have been a 

central resource in all healthcare systems, yet their role in 

PHC varies considerably, from doctor-driven general 

practices to family health teams [3]. 

Primary health physicians' roles and functions (and all 

categories of healthcare professionals) performing within the 

healthcare system vary greatly. They have been shaped by 

history and traditions, resource availability, and national and 

local policies that shape the healthcare system [3].  

Doctors from general practices have been facing ongoing 

workload pressures stemming from an aging population and 

reductions in the general practitioner (GP) workforce. As a 

result of this, patients have been experiencing decreased 

access to primary care services, leading to high levels of 

dissatisfaction [4–6]. Because of that, any effort to increase 

and improve services is significant for society as a whole. 

The recent development in technology affects all parts of 

human life and is changing the way we used and perceived 

things previously. Just like the rapid technology expansion 

has impacted various areas of our lives, it offers solutions and 

finds new ways for improvements in the healthcare sector. 

Digital technology's advances provide an opportunity to 

enhance healthcare quality, efficiency, and safety [7]. On the 

other side, the healthcare sector's current trend is to transmit 

its data on the cloud to increase healthcare data availability 

and patient's medical history in real-time. In the era of 

digitalization and digital transformation, people are moving 

fast and thus dictate the need for an uninterruptible service 

[8]. 

The application of Industry 4.0 based on standard technology 

enables the optimization of healthcare processes, resulting in 

increased efficiency, effectiveness, and overall improvement 

of healthcare quality services [9]. Digital technologies 

enabled better collaboration and more convenient 

communication between patients and healthcare facilities 

(healthcare staff). 

Access and sharing patient's data before, during, and after the 

treatment process as a result of digitalization and digital 

transformation is an everyday need of doctors and other 

healthcare staff [10,11]. Online and real-time data availability 

makes it easier for hackers and other malicious attackers to 

access this confidential information. Also, the openness of 

healthcare's data real-time exposes this information to more 

hostile attacks when compared to the paper-based records 

[12]. 

In the last couple of years, major health care security falls 

have happened occur due to ransomware and other malware. 

Malware forces the user into installing software that allows 

20 

The 18th International Conference on Informatics and Information Technologies - CIIT 2021

mailto:gavrilovgoce@yahoo.com
mailto:irena.stojmenovska@uacs.edu.mk
mailto:trvlado@finki.ukim.mk


scammers to make a live-tracking of the work, while 

ransomware locks the computer or files and later demands 

payment to ‘unlock' them [13]. Biometric authentication was 

suggested as a solution to minimize the security threats in 

health systems. However, biometric authentication was a 

weak barrier, as revealed by the recent ransomware hack 

[14,15]. 

Patients' data are highly sensitive. The process of sharing or 

transferring (from primary healthcare to secondary, 

secondary to tertiary, or horizontally between healthcare 

facilities on the same level) and real-time accessing has 

always had privacy and confidentiality concerns [16]. When 

someone wants to access Patients' data, he/she has to give 

consent first.  [17]. According to the Health Insurance 

Portability and Accountability Act [18], law enforcement 

agencies and other specific public agencies may legally 

access health information. 

The e-health system's innovation is happened not to be on a 

high-speed line of efficacy due to the heavy regulation and 

bureaucratic inefficiency. Simultaneously, many healthcare 

organizations have been in critical need of such innovations, 

especially in data privacy and security [19]. Patient data 

contains highly valued data to cybercriminals, and healthcare 

facilities must introduce new security measures to address 

these threats. 

Blockchain technology has been successfully adopted and 

applied in the financial services industry to improve the 

security of financial transactions, and particularly those 

involving digital currencies.  

On the other hand, Svein et al. [20] present a critical 

assessment of the often exaggerated benefits of blockchain 

technology found in the literature and discuss their 

implications for governmental organizations and processes. 

The same concepts can be borrowed and applied in the 

healthcare industry to improve security in terms of storage, 

retirement, and sharing information among different 

stakeholders. Many studies have evaluated the potential and 

usage of blockchain technology in the health sector in this 

field [21]. 

This research proposes a framework based on blockchain 

technology to provide a secure data-sharing environment 

between patients and primary healthcare physicians in the 

process at general practices, especially in choosing and 

changing doctors. Our solution solves privacy, security, 

availability, data integrity, and confidentiality problems, as 

well as data access control in these processes.   

The paper is divided into five sections. The first part of the 

paper reviews the primary healthcare information systems 

and blockchain. The second part discusses how blockchain 

technology usage in healthcare can address challenges and 

highlights the work related to the healthcare system's 

blockchain. Section 3 presents in detail the proposed 

framework as well as its factors definitions. Afterward, we 

discuss the proposed system model and future investigation 

steps in section 4 and conclude the paper in section 5. 

II. BLOCKCHAIN IN HEALTHCARE - LITERATURE REVIEW  

Before we start researching and reviewing the literature 

concerning blockchain in healthcare, it is crucial to 

understand the context of blockchain technology and the 

proposition her usage. For that purpose, we first need to give 

a brief description of blockchain technology followed by an 

analysis of the obtained results in previous academic research 

and their relationship with blockchain in healthcare, specially 

to address privacy and security concerns in healthcare.  

The privacy and security of the data are the primary concern 

in healthcare as a lot of stakeholders often utilizes it for 

pursuing respective actions. For example, health insurance 

companies are one of the stakeholders in providing a 

particular service to the patient, hence it is often needed for 

health insurance providers to get a hold of patients’ data for 

analyzing it properly and layout the services. But it can be 

often seen that the data is manipulated by the companies and 

different stakeholders and also leaked. 

A blockchain is defined as "an open, distributed ledger that 

can record transactions between two parties efficiently and in 

a verifiable and permanent way" [22]. Blockchain technology 

with enhanced security can be considered as a probable 

solution to health security threats. 

As a concept of a distributed database, blockchain was 

initially described by Nakamoto in 2008 [23].  It is a 

technology that provides a transparent, decentralized, 

authenticated platform that applies a consensus-driven 

approach to facilitate the interactions of multiple entities in 

the network through the use of a shared ledger. The 

blockchain makes use of dynamically and continuously 

growing lists of records known as blocks, which are 

appropriately linked and connected in a secured manner using 

cryptography [13]. However, it is highly distributed and open 

and can make proper and efficient transactions in a highly 

verifiable manner. The blockchain represents a distributed 

ledger technology based on the principles of a peer-to-peer 

network and cryptographic notions (such as hash, asymmetric 

encryption, and digital signature). The corresponding 

algorithm used in blockchain is highly conserved and 

resistant to modifications. 

There are plenty of different approaches in the literature for 

supporting healthcare information systems. However, in this 

paper, we will focus on a review of those directly related to 

the system we propose. 

Murugan et al. [24] proposed distributed solution based on 

blockchain technology for trusted Health Information 

Exchange (HIE). According to their solution, in addition to 

the exchange of EHR between patient and doctor, the 

proposed system is also used in other aspects of healthcare 

such as improving the insurance claim and making data 

available for research organizations. 

An analysis of the existing blockchain-based health record 

solutions followed by a reference architecture for the “Ledger 

of Me” system that extends patient health records to create a 

new platform has been given by Leeming et al. [25]. Ledger 

of Me [25] is based on the principle that such a combination 

of event-driven smart contracts, medical record data, and 

patient control is essential for adopting blockchain-based 

solutions for the PHR (patient health record).  

On the other side, Zhang et al. [26] are focused on the 

applicability of blockchain technology in healthcare by 

identifying blockchain use possibilities in healthcare, 

providing a case study that implements Blockchain 

technology, and evaluating design considerations when 

applying this technology in healthcare. 

Some authors consider various questions and discussions on 

how blockchain technology could transform the EHR 

systems, offering a   solution of security, integrity, and 
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management. Shahnaz et al. [27] describe a framework that 

could be used to implement blockchain technology in the 

healthcare sector for EHR. Such a framework aims to 

implement blockchain technology for EHR and afterward 

provide secure storage of electronic records by defining 

granular access rules for the users of the proposed framework. 

Deb Deep Ranjan et al. [28] show that blockchain offers 

numerous opportunities for usage in the healthcare sector 

(starting from public health management, via user-oriented 

medical research based on personal patient data and drug 

counterfeiting). Supported by innovative ideas, blockchain 

technology will strongly affect the balance of power between 

existing healthcare stakeholders. One of the many 

opportunities for blockchain usage is presented in this paper. 

III. A PROPOSAL OF A  FRAMEWORK FOR PRIMARY 

HEALTH CARE  BY APPLYING BLOCKCHAIN 

TECHNOLOGY 

Blockchain technology provides many benefits in healthcare, 

especially for primary healthcare physicians. This section 

introduces and discusses a proposal for a blockchain model 

for primary healthcare physicians (general practitioners). We 

start with an introduction of the overall system architecture 

followed by describing of components. Afterward, the details 

of the blockchain service and the authentication service are 

introduced. 

We used the approach introduced by Hang et al. [29] in their 

proposed medical blockchain platform for electronic medical 

records (EMRs). A short description of our proposed 

conceptual framework is given in Figure 1. A complete 

history of all primary healthcare data, covering the PHR 

(Personal Health Record), visits, prescriptions, billing, and 

IoT data, are managed by blockchain network technology. 

We propose a blockchain network that consists of two types 

of trusted validated peer nodes: big and small peers. Big peers 

consist of the servers from large primary healthcare 

providers, such as primary healthcare policlinics, which are 

more capable in computing and storage, providing the main 

infrastructure of data sharing. Also, the Health Fund and the 

Ministry of Health would be considered as big peers. The 

small nodes are the servers from small providers such as 

primary healthcare offices with one physician, which only 

store the actual patient data. The distributed ledger consists 

of a blockchain to store the immutable, sequenced transaction 

record in blocks and a data lake to maintain various 

healthcare data. The blockchain represents a transaction log 

that records all the changes that resulted in the data lake. 

Our blockchain-based primary healthcare system contains 

users with a different role: administrator, doctor, patient, 

pharmacist, and other healthcare staff. The central role within 

is reserved for patients. Access to the patient's healthcare data 

is enabled through any network peer node where their 

information is preserved. Patients set up the access 

permission of their data to any other physicians within the 

network. Granting access is obtained by specifying the smart 

contract's access control policy, which is deploying into the 

entire blockchain network to ensure the patient's privacy and 

data security. All the communications between the end-user 

and the proposed blockchain are encrypted and then digitally 

signed to ensure the system's security. 

The technical components of the proposed blockchain 

network in primary healthcare are given in figure 2.  

The end-users of the system (physicians, patients, nurses, 

healthcare staff, pharmacists, etc.) are able to submit 

proposals for a transaction to the blockchain network by 

using healthcare applications that invoke reservation. 

Applications can be the PHR application, payment 

application, and identity services provided by the blockchain 

network and other types of applications. A simple transaction 

can be defined as a transaction for creating, updating, 

deleting, or transferring patients' data that is performed 

among the connected peer nodes. 

In order to provide private and confidential transactions, the 

concept of a subnetwork is used [29]. With this concept, we 

separate every primary healthcare physician's office from the 

overall network into different private networks, which allow 

communication between two or more specified offices 

(offices for healthcare physicians) and other healthcare 

institutions.  

Suppose that some primary health physicians want to keep 

healthcare data private (not accessible by other primary 

health physicians or healthcare institutions). In such case, the 

corresponding physician's offices are able to create their own 

subnetworks, comprising the necessary PH office or PH 

polyclinic that requires data accessing.  
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Fig. 1: Conceptual framework for primary healthcare blockchain 

 

We use a trusted authentication manager for the enrollment 

of participants rather than an open permission-less system. 

The authentication manager for users abstracts all 

cryptographic mechanisms and provides certificate services. 

These services include users' enrollment services, identity 

validation and authentication identity check, signature 

generation and verification, as well as secured connections 

between participants or components of the blockchain. For 

the proposed platform we suggest usage of a modular 
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structure in its implementation. In this kind of 

implementation smart contracts can run within a container 

environment, ledger data can be stored in a variety of 

different storage technologies, and various identity 

management protocols can be supported as well.  
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Fig. 2: Proposed primary healthcare blockchain platform 

 

Authentication manager contains two sub-networks: a 

blockchain service network and a directory service, both of 

them storing a different types of information derived from 

healthcare data [30]. 

The manager of consensus provides the interface through 

which PHC offices (or different healthcare stakeholders) can 

connect to the subnetwork and is responsible for the order of 

transactions and also whether to insert them into the final 

block [29]. Each healthcare office in the proposed model 

consists of various peers (a single one or more, depending on 

the number of physicians). The peers are containing the smart 

contract and also data storage in order to endorse proposals 

for transactions or write blocks of transactions to the ledger. 

In our case, the distributed ledger records the transparent and 

immutable history corresponding to all actions that have 

happened to the blockchain network.  

The smart contract plays a vital role in performing the 

agreement among various stakeholders involved in the 

system when implementing the blockchain in primary 

healthcare. A smart contract has functions that are considered 

as a trusted distributed application that gains its confidence 

from the blockchain and the consensus among the peers. Most 

of the blockchain platforms are based on smart-contract, 

ranging from permission-less platforms such as Ethereum to 

permissioned platforms such as Quorum, Hyperledger 

Fabric, and R3 Corda [31]. 

Smart contracts need to be deterministic in order to reach 

consensus among all of the peers included. One of the biggest 

challenges to the wide-scale usage of the smart contract is 

coding in non-standard programming languages [29]. To 

implement the proposed system architecture, we suggest   

usage of smart contracts from Hyperledger Fabric, called 

chain codes, for implementing the logic application.  

The smart contract in the proposed system must contain 

various functions that allow users to interact with the ledger. 

For example, depending on their role, users can create, 

update, and query their personal healthcare information by 

submitting transactions to the smart contract. 

        Firstly, the patient must register in the trusted services 

offices by providing personal details (such as ID, Biometrics, 

and PIN), together with the public key of the patient. Since 

the registration process is a one-single-time process, patients 

submit their details using their mobile devices or web 

application.  
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Fig. 3: Identity registration and enrollment of user 

 

User identity registration and enrollment process is shown on 

figure 3. Firstly, the administrator submits the registration 

request to the enrollment CA service, which then issues a 

secret key for the enrollment process.  

The client then sends this enrollment request to the CA, 

passing the enroll ID and the password obtained in the 

registration process. In response, the CA passes the 

Enrollment Certificate along with the public key. When 

transaction occurs, the Enrollment Certificate is used to 

request the Transaction Certificate, and the transaction CA 

passes the Transaction Certificate along with the private key 

for signing up the transactions. 

Bellow on figure 4, we describe the transactional processes 

that has taken place during a transaction of choosing and 

changing a doctor (GP). The clients’ application must own 

credentials issued by the authentication manager and thus get 

the authorized permission for submitting proposals of 

transaction.  
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The authentication manager owns user IDs and authenticates 

clients who want to enroll in the network. Transactions start 

upon client's applications, by sending transaction proposals 

to peers and starting the communication between the network 

and client application. 

The peers can either be endorsers or committers. The 

endorsers simulate and sign transaction proposals respond 

granting or denying approval, while the committers validate 

transaction results before writing a block of transactions to 

the ledger. In our example, endorsers and committers can be 

patients, physicians or some clerk in healthcare Fund or 

Ministry of Health. 

The consensus occurs across the network, simultaneously 

(i.e. parallel) to signed transactions. Afterwards the 

corresponding data is ordered into a block and then delivered 

to all committer peers. Each of the committer's peers 

validates the transaction by verifying whether the read/write 

sets match the current world state. 

Once the committer peers validate, i.e., approve the 

transaction, that transaction is written to the ledger, and the 

world state is updated with the write data from the read/write 

set. Afterwards, the committing peers asynchronously notify 

the client application. 
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Fig. 4: Blockchain transaction process (choose or change doctor) 

 

The described theoretical system of performing the 

transactions can be used in almost all electronic transactions 

made by doctors at the primary level of health care, and 

especially within the services of choosing and changing a 

doctor (GP), as well as when prescribing and raising a drug, 

and many others. 

IV. DISCUSSION AND FUTURE WORK 

One of the vital ongoing obstacles in the current primary 

healthcare systems is the lack of authentication and 

authorization mechanisms.  

Our proposed framework offers high efficiency in storage 

overhead, without compromising security, privacy, and 

scalability. Moreover, it includes a high flexibility within. 

The healthcare data (i.e. information derived from patients), 

can be classified into an immutable or a mutable information. 

Mutable healthcare data can be separated from immutable 

data which afterwards will allow a readily data description 

with minimal overhead, while the security, integrity, and 

authenticity of data will be included in the immutable 

information. The immutable information includes the identity 

of the related users, the digest of the data, and the 

endorsement from healthcare providers. The mutable 

information includes the description, the tags, and the 

network location which facilitates data query and access. 

Authentication manager will manage access to both types of 

data, mutable and immutable. 

From the patients’ point of view, scalability is one of the 

biggest issues that requires consideration, because patients 

have to respond to each request of data-sharing and also add 

or reject requested data into a session for an authorization 

access. This can be facilitated by introducing so-called 

attribute-based data sharing and thus allow sharing historical 

healthcare data [32]. In this manner, the patient can share 

his/her data with a group of requesters (healthcare staff) 

marked up by the same set of attributes. For example, when 

some physician needs to access patient’s historical data, the 

patient shares his/her data with a group of physicians in one 

set of attributes. 

However, the practical implementation of blockchain 

technology in healthcare applications and especially primary 

healthcare applications is untested. For these reasons, future 

development includes implementing a functional prototype 

of the proposed architecture, described in Section 3. The 

proposed system model is based on an open-source 

community blockchain framework called Hyperledger 

Fabric, designed for enterprise usage from the outset. Future 

work includes implementing and testing the proposed system 

in a closed environment, developing most of the system's 

components, connecting with some outsourced components, 

demonstrating the system's up-scaling, and finally going 

towards actual implementation.   

V. CONCLUSION 

There are many conducive benefits from using and 

integrating blockchain technology into healthcare research, 

starting from data sharing and tracking to the needed 

transparency up to patients' privacy concerns. 

This paper outlines a novel theoretical approach to designing 

and implementing a decentralized platform to handle patient 

health data by using blockchain technologies. The core focus 

is given to the theoretical design of an efficient and secure 

data access mechanism for current primary healthcare 

systems using blockchain technology. 

The use of blockchain technology and its implementation 

in the primary healthcare system and healthcare systems, in 

general, is a quite challenging and promising challenge in this 

rapidly evolving era of privacy and security problems 

concerns. Moreover, the proposed model can be expanded to 

many other application scenarios, such as supply chain and 

digital identification, based on blockchain's designed model 

in primary healthcare.  

The limitation of this blockchain model mainly depends 

on the blockchain network size and the computer 

requirements specifications. Future research directions 

include expanding the network size to a large scale and 

deploying the proposed solution into the cloud architecture. 

Finally, the proposed framework of blockchain model for 

primary healthcare is suitable for countries with similar 

healthcare systems at a primary level like western Balkan 

countries. 
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Abstract - University Course Timetabling Problem (UCTP) 

deals with the task of assigning educational events (lectures, 

exercises, and lab exercises) and teachers to timeslots and 

classrooms or lab; to get a weekly schedule. The UCTP has 

gathered great research interests for many years. Many 

solution models and algorithms are published within the 

literature. Here is a given model for optimization UCTP with 

analysis of hard and soft constraints.  The mathematical model 

for a timetable scheduling problem was given and proposed 

pseudo-code for calculating timeslots and assigning teachers to 

timeslots. 

Keywords - timetabling problem, scheduling, constraints, 
model 

I. INTRODUCTION 

UCTP is taken into account to be an NP-complete or NP-
hard problem [1]. It appears to be a tedious job in every 
academic institution twice a year. The main goal is assigning 
a teaching event in a specified timeslot and classroom (lab) 
by considering the constraints of university stakeholders like 
students, teachers, and courses. The resources encompass the 
facilities and equipment’s of classrooms, experimental or 
computer labs. However, each classroom also has its own 
equipment like a video projector, number of chairs necessary 
for courses located in those classrooms or labs, blackboard or 
whiteboard, etc. Also, timeslots include daily and weekly 
timeslots which differ within the faculties [2].  

Traditionally, at the smaller faculties, this problem is 
solved manually where a proposed solution isn’t optimal. 
Even if a valid solution is found, it is likely to miss optimal 
or better solutions. These uncertainties have motivated many 
scientists to develop an automated solution for UCTP [3,4]. 

The constraints may be hard (mandatory) or soft 
(optional). However, some universities can have a large 
number of stakeholders. This condition increases the 
problem complexity. The constraint number also becomes 
larger and makes the problem even more complicated [5]. 

II. PROBLEM DEFINITION AND MODELLING 

UCTP scheduling is a process of assigning a set of 
courses and teaching staff to limited time slots and 
classrooms resources. We consider only curriculum-based 
course scheduling. Each course has been set with the 
teaching staff and therefore the enrolled student group. The 

assigning process must satisfy the hard constraint. On the 
opposite hand, some soft constraint, like considering the 
preference time interval of a teacher is going to be 
implemented in the timetable schedule [6]. 

The timetable could be a spreadsheet with all the info one 
has got to know regarding how particular events are 
scheduled to occur [7]. Information like events, time-slots 
and places all will be planned to timetable. It might seem 
simple but there are such a large amount of different features 
and limitation. Many researchers are trying to find the 
optimal solution for this problem. Timetabling appears in 
several fields including education, manufacturing [8], 
transport, logistic institutions, machine resources [9], 
planning human resources, software project scheduling [10], 
sports [11], etc.  

An educational timetable is often divided into three 
significant types; school timetabling, course timetabling, and 
examination timetabling problems [12]. This paper is going 
to be specializing in the UCTP. Fig. 1. 

 

Fig. 1. – Diagram of scheduling problems in education 
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There are two types of timetabling problems in 
universities which are course and examination timetabling 
problems. The differentiation between the two arrangements 
are, course timetable is used quite once over the semester and 
it’s restricted into days in a week while the examination 
schedule is planned mostly in advance for a certain time 
interval and is performed mostly several times a year. The 
number of examination schedule mainly depends on the 
faculties and is generally performed 5-6 times a year. 

A. Mathematical problem 

The curriculum-based timetable scheduling problem will 
be described in table I [14]. 

TABLE I.  DESCRIPTION OF ABBREVIATION 

Label Description 

C={C1, C2, …, Cm} 

Set of courses where each course is attended by 
a number of students from specified studies and 
taught by specified lecturers. A course could be 
given in more than 1 course hour and probably 
need computer equipment in the classroom. 
Where m is the number of courses. 

R={R1, R2, …, Rm} Set of availabe rooms. Where m is the number 
of rooms. 

T={T1, T2, …, Tn} Set of teachers, where n is number of teachers.  

S={S1, S2, …, Sk} Set of student groups. 

L={L1, L2, …, Lp} Set of timeslots, where p is number of timeslots. 

Day Set of days. 

Ctheory Set of theory classes. 

Cpractical Set of practical classes. 

Clec Classes that are taught by lecturer l, lL. 

Cstud Classes that have the same group student s, 

sS. 

Tmorn Timeslots consisting only the morning slots for 
each day. 

Teve Timeslots consisting only the evening slots for 
each day. 

Ts Set of late evening timeslots. 

Tbreak Set of lunch break timeslots. 

Pc,t Preference of having class c at timeslot t. 

Dmax The maximum number of courses a teacher can 
teach in a semester. 

Qmax The maximum number of students in each 
classroom. 

 

The general case of the UCTP can be consists of 
assigning lectures to defined periods, and no teacher or class 
is involved in more than one lecture in the timeslot. The 
optimization of course timetabling problem is present with 
mathematical formulation [14]: 

 (1) 

 (2) 

 (3) 

where xijk = 1 if class ci and teacher tj meet at period of 
time k, and xijk = 0  otherwise. 

Here are present constraints compose the basic search 
problem, and any valid timetable represents the optimal 
solution:  

The objective function maximizes the timeslot 
preference Pc,t  of signing classes. All teachers will provide 
different level of preferences for the timeslots:  

  (4) 

The maximum number of total subject a teacher can 
teach in a semester: 

 (5) 

The maximum number of student in each classroom: 

 (6) 

Avoid late evening class: 

 (7) 

Avoid lecture during break: 

 (8) 

Theory classes must be scheduled in the morning 
session: 

 (9) 

Practical classes must be scheduled in the evening 
session: 

 (10) 

Minimize the number of days having only one class 
meeting: 

 (11) 
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III. CONSTRAINTS 

There are two classes of constraints in analyzing the 
timetable scheduling problem: hard and soft constraints [15].  

A. Hard constraints 

Hard constraints are constraints that cannot be violated 
because if they were, the schedule would be infeasible. 
These constraints must be satisfied completely so that the 
generated timetable solution would be possible and without 
any conflict. Hard constraints are very similar in most 
universities and are explained in [16]. The most significant 
hard constraints are: 

 No student can have more than one enrolled course 

in a timeslot. 

 The room must be capable of satisfying the required 

features of the course. 

 The number of enrolled students in the course must 

be less than or equal to the capacity of the room. 

 No more than one course is allowed to be held 

during a timeslot in each room. 

 The student must be able to attend all mandatory and 

choose elective courses (lectures and exercises). 

 Students can be split into groups for lectures and 

exercises. 

 More teachers or teaching assistants can participate 

in the same course. 

 Teachers and teaching assistants may not be 

available in some part of the semester, or few days 

of the week. 

 The teacher or teaching assistant can’t teach two 

different courses at the same time. 

 It is possible to request that the teacher teaches the 

same course to more than one group of students.  

 Some classes need to be held consecutively (labs). 

 Some classes require particular rooms like 

experiments must be held in particular laboratories. 

B. Soft constraints 

Soft constraints have a violation cost of a small 
constraint which is relative to the constraint importance. 
Soft constraints are defined to make the timetable as best as 
possible. Few soft constraint violations mean that the 
schedule is better. There are so many different requirements 
which may be satisfied in timetable generation. Here are 
some of soft constraints [15]: 

 A student should not have a single course during a 

day. 

 A student should not have more than three 

successively courses or more than eight classes in 

one day. 

 A student and teachers should not have a course that 

is scheduled in the first and last timeslot on the same 

day. 

 Teachers should not have long free time between 

lectures. 

 Teachers and students should not have very late 

classes daily. 

 Lunch break should not be between the subject with 

lectures over two or more periods (hours). 

 The duration between the meetings of the lecturer on 

a day should be within the predefined minimum and 

maximum limits. 

 Balance number of daily lectures. 

 Minimized the number of working days for teachers.  

 Two classes of the same subjects should be 

continued in the timeslot. 

IV. OPTIMIZATION ALGORITHM OF UCTP 

The flowchart in Fig. 2 describes the basic framework of 
an algorithm used in this study [17]. Each phase in the 
development of the timetable schedule is given gradually. In 
the first phase, a certain exchange rate and the number of 
credits for each class are defined. Then the time interval of 
the course is determined as well as hard and soft constraints. 
The next step is calculations of daily timetables. If all the 
constraint is satisfied it generates optimal timetable, if not 
must define new timeslot duration, hard and soft constraints. 

 
Fig. 2. – Flowchart of timetable problem optimization 

Pseudocode for calculating timeslots per day is given in 
Fig. 3 [18]. The result of this algorithm is timeslots per day 
just empty slots which are further discussed in the results 
section in table II. Pseudocode of algorithm for assigning 
teachers and courses are given in Fig. 4 in which courses are 
divided into theory and practical [19]. 

The results for the above code will be a generation of 
timetable with the assignment of courses and teaching staff 
which is presented in the result section in table II [20, 21]. 
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Fig. 3. – Pseudocode for calculating timeslots per day 

 

 

Fig. 4 Pseudocode for assigning teachers to empty timeslots  

 

TABLE II.  RESULTS OBTAINED FROM PSEUDO CODE 

Number 
of time 

slots 

MONDAY 

Time slots Subjects Teachers Type 

1.  08:00-09:00 Software Engineering Marija Blagojevic L 

2.  09:00-10:00 Software Engineering Marija Blagojevic L 

3.  10:00-11:00 Software Testing Olga Ristic L 

4.  11:00-12:00 Software Testing Olga Ristic L 

5.  12:00-13:00 Lunch break   

6.  13:00-14:00 Lunch break   

7.  14:00-15:00 Software Testing Stefan Sosic LE 

* L-Lecture, LE-Lab Exercises, E - Exercises 

V. CONCLUSIONS 

University management needs to continuously manage 
resources like teaching staff, classrooms and course 
timetabling schedules. That is a complex problem because it 
cannot be increased or decreased. These management 
decisions are going to have a high influence on university 
cost and also how good timetable schedules will be. 

Analysis of how strategic decisions affect the 
timetabling quality is both important for improving these 
high-level decisions and for getting a better understanding 
of the UCTP structure. This can further provide insights into 
how the availabilities of these resources influence the final 
course timetabling solution. 

The paper proposed a model that can potentially solve 
these problems and optimize timeslots between a lecture in 
the timetable. This model applies to most UCTP and can be 
used to help to make better decisions. 

The contribution of this UCTP modelling can also be 
applied to future research in the time of a COVID-19 
pandemic where we used online teaching. The introduction 
of an additional restriction is related to the reduced number 
of student group per classroom. Also, online teaching can 
help to reduce the number of constraints that are set, while 
optimizing the number of daily classes and time intervals 
between classes. 
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Abstract—This paper presents advanced Apache Flink applica-
tion patterns for low latency distributed data stream processing.
These patterns extend the concept of statically defined data flows
and allow Flink jobs to dynamically change at runtime, without
downtime. The introduced patterns allow dynamic configuration
and change of the application logic and processing steps for
implementing complex business scenarios. Using a real-life use
case scenario and dynamic processing rules configuration, we
present the patterns for dynamic data partitioning, dynamic
window configuration, and dynamic data aggregation. They are
implemented using the high-level APIs for windowing and aggre-
gation and the low-level process function API. The patterns are
implemented using the concept of control/configuration stream
and broadcast stream and the carrier of the control information,
control message. The real-life use case scenario tackles the
problem of processing and analyzing air pollution data obtained
from different sensors located in many different locations, as well
as visualization of the data in third-party software.

Index Terms—Apache Flink, stream processing, big data,
stream analytics, distributed processing, visualization, software

I. INTRODUCTION

A. Stream processing

Stream processing is a computer programming paradigm
where the processing of the data is being done in motion, or in
other words, the computing on the data is performed directly as
it is produced or received. The stream processing is necessary
because the majority of data are born as continuous streams:
sensor events, user activity on a website, financial trades, etc.

The goal of stream processing is to create a system (so-
called stream processor) that will react on a continuous data
stream of events in the same moment when the system receives
them. Usually, the processing logic of these systems includes
triggering some actions, updating aggregations components, or
remembering the data event in some window frame for future
usage.

On the other hand, batch processing is a programming
paradigm where a collection of multiple data events (batch
of data), which was previously stored, is being processed in a
particular moment. The batches of data could contain millions

of records and therefore the querying of the data is a process
that could take a lot of time and resources. The focus of this
processing paradigm is the high throughput of processing the
data which usually comes with the price of high latency and
not even near to real-time results generation.

When it comes to applications with use-cases that are time-
sensitive and demand a latency bounded or near real-time
feedback, the stream processing paradigm is more preferable
because it allows the systems to react to each event with low
latency, collect small groups of events, process them, and gen-
erate a result. Examples of these use-cases are the IoT, smart
ecosystems, mobile operators systems where an enormous
amount of sensors are generating data every moment. This data
carries information that needs to be processed, analyzed and
accordingly to this analysis, corresponding feedback should be
given.

For processing large volumes of generated streaming data,
there are several proposed frameworks so far: Apache Flink
[1,2,3], Apache Spark [5], Apache Storm [6], etc. Apache
Flink [1,2,3] is an open-sourced framework for processing data
in both streaming mode and batch mode. It was originally
created as part of the Stratosphere [4] research project. Flink
provides fault-tolerant and large-scaled computations. Addi-
tionally, Apache Flink provides stateful stream processing with
easy high-level and user-friendly state management. However,
Apache Flink only supports statically configuration of the
operators through hard-coding into the source code or a
configuration within the application initialization via setting
program arguments when running the Flink job.

In this paper we propose software patterns for dynamic data
partitioning, dynamic window configuration, and dynamic data
aggregation, which overcomes the limitations that currently
exist in Apache Flink, allowing more freedom and options
when building stateful streaming applications.

B. Use case scenario

To explain the concept of dynamically configured stream
processing we have developed a simple application with the
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following use case scenario:
We are gathering a huge amount of sensor data from more

than 40 sensors that are set in different locations in Skopje,
North Macedonia and all of them are collecting different types
of measurements for the air pollution in the city. Each of the
sensors records the measurements at different time intervals
and sends them to a designated topic on the distributed
streaming platform Apache Kafka, i.e the sensors are data
stream producers. The sensor data is structured and it contains
information about:

• the sensor ID (string)
• the location of the sensor (longitude and latitude concate-

nated in a string)
• timestamp (date and time of the measurement)
• type (string that represents the type of the measured value

PM25, PM10, SO2, etc)
• value (number, the measured value from the sensor)
Our application serves as a stream processor that firstly

consumes some of the historic data from the sensors’ topics,
and then it continues with consuming the real-time sensors
measurements in the same moment when they occurred. This is
possible due to the offset configuration of the Kafka consumer.

The goal of the application is to enable the end-users of
the application to receive analysis and reports (statistics on
the measured values filtered by user-created rules which are
collected in different processing windows) on the data based
on their requirements (rules).

C. Limitations from statically configuration data processing
in Apache Flink

Apache Flink does not directly support dynamically config-
uration of the processors and their processing logic. It supports
statically configuration through hard-coding or via program
arguments when running the Flink job. This means that we are
not able to apply different window and aggregation strategies
to the different data streams that are processed in our system.
Even more, the data streams are processed according to the
same pre-defined windowing and aggregation strategies with
no possibility to change them without downtime (Fig. 1).

Fig. 1. Illustration of the static configuration of the operators graph imposed
by Apache Flink defualt API

To overcome these limitations, we suggest using two data
sources:

1) high throughput stream of the input (sensor) messages
consumed from a data source

2) low throughput stream of control messages consumed
from a different data source, that represents the stream
of user-defined rules and the windowing and aggregation
processing strategies.

Fig. 2. Illustration of the goal dynamical configuration of the operators graph

The control messages, together with the high and low-
level APIs of Apache Flink, will be used in the setting of
the dynamical configuration of the tasks and operators in the
stream processing as shown in Fig. 2.

II. OPERATORS IN APACHE FLINK

As shown in Figures 1 and 2, in our solution we are
using the following Flink operators to achieve the goal of the
application:

1) keyBy (data partitioning): This is one of the most
important operators in the Apache Flink framework. It
enables both physical and logical partitioning of the
data stream by a specified key. When using the keyBy
operator, the number of created logical partitions of the
data stream is the number of distinct keys. Keying a
stream shuffles the data records and the data records
with the same key are assigned to the same logical
partition. This guarantees that all data records with the
same key will be processed by the next operator on the
same physical node.

2) window (data windowing): This operator performs a
split of the data stream into a smaller collection of data
of finite size. Even though Flink supports a total of 4
types of windows, in this paper the main focus will be
on the timed windows. There are two main types of
time windows: tumbling and sliding. Windowing can be
applied to both keyed and non-keyed data streams. By
default, this is the most static operator and therefore it
was the most complex one for dynamical configuration.

3) aggregate (data aggregation): The main goal of data
windowing is to perform some kind of aggregation of
the data in the windows. Flink has build-in operators
for specific aggregation of the data like sum, maximum,
minimum, and reducing, but sometimes we need more
than one type of aggregation of the data or we need
some aggregation of the data that is not build-in.

Even though it is not shown in the figures above, we will
be leveraging stateful computations in Flink. In a state of a
Flink application, we can keep any kind of information like
a collection of previous events, some aggregated information
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about those events, machine learning models parameters, etc.
There are numbers of state types in Apache Flink, that can be
used for keyed and non-keyed streams. [3]

III. DYNAMICAL CONFIGURATION OF THE OPERATORS

To dynamically configure the operators, two different ap-
proaches are used:

• The high-level API of Apache Flink with a combination
of methods and interfaces that are available in the API

• Definition of new operators through the low-level Flink
API (the process functions), that allows more freedom
and options [7, 8].

The patterns that we will define extend the concept of stat-
ically defined data flows and allow Flink jobs to dynamically
change at run-time, without downtime. The introduced patterns
allow dynamic configuration and change of the application
logic and processing steps for implementing complex business
scenarios.

A. Dynamic State Configuration

The control stream is introduced to bring the information
for the changes of the processing logic that needs to be made
on the data records, while the state should store and keep that
information. To achieve this, the control stream is represented
as a broadcast stream and it is connected to the stream of
data records. That means that the stream of control messages
is broadcasted to all physical nodes and a replica of that
stream is connected to each parallel stream of data records.
Every control message that arrives is stored into a broadcast
state represented as a MapState. When a new control message
is created, it is distributed and saved (updated) in all paral-
lel instances of the operator using processBroadcastElement.
When a new data record arrives, it is processed according to
the processing logic specified in the broadcast state by the
control message. Instead of hard-coded processing logic, the
processing logic is performed by the dynamically configured
broadcast state.

Fig. 3. Visualization of the connection of the control and input data streams

In our application, as shown in Fig. 3, the control stream
will be connected as a broadcast stream to the input data
stream (the sensor data). Every control message that arrives
will be stored into a broadcast state from type MapState,
where the key is the ID of the user who created that particular

control message, and the value will be the corresponding
control message. Having this broadcast state will help us in a
broadcast process function, to check the match between every
input message and every user-defined rule that is stored in
the broadcast map state. For each pair of an input message
(sensor data) and user-defined rule from the control messages,
an object of class MatchedMessage will be created. The result
from this connection will be a data stream of MatchedMessage
objects where each matched message object contains:

• this input message that was matched
• the rule that was matched (extracted from the control

message)
• the ID of the user who created the control message

(extracted from the control message)

B. Dynamic Data Partitioning

The keyBy operator expects only one argument, a KeySe-
lector object. The KeySelector is a generic interface with one
function that extracts the key from a given object from any
class. By default, a hard-coded KeySelector is used, which
extracts specific fields from the data record. This means that,
if the program logic should be changed, or the data records
should be partitioned differently, the Flink job should be
stopped, the changes in the program to be made offline and the
code to be resubmitted for execution. However, to overcome
these limitations and to support the desired flexibility, we have
to extract the partitioning keys in a more dynamic fashion
based on some specifications. We propose this to be done by
using dynamic state configuration and the concept of control
stream explained in the previous section.

Fig. 4. Visualization of static (left) and dynamic (right) configuration of the
keyBy operator

In our application, on the data stream of the matched
messages, we will perform partitioning of the data by a key
that represents the concatenation of the user ID and rule ID
from the rule of the matched message. This was achieved
with the implementation of our KeySelector and it represents a
dynamical configuration with the usage of the high-level API.
This kind of partitioning of the data will guarantee that all the
sensor records (input messages) which satisfy the rule created
by the user will be processed on a separate partition and the
messages won’t be mixed with the messages that don’t satisfy
the specific rule.
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C. Dynamic Data Windowing

From all the operators that we are trying to configure dy-
namically, the window operator by its design is the most static
one in the Apache Flink framework. This operator requires one
of the four built-in window assigners. Each of those window
assigners represents an assigner for one of the four types of
windowing strategies that Apache Flink supports: tumbling,
sliding, session, or global. As previously mentioned our focus
will be on the timed windows (tumbling and sliding). For the
dynamical configuration of the data windowing, we will use
both approaches: definition using the high-level window API
and the low-level processFunction API.

1) High-level window API: There are 2 available time
windowing strategies (tumbling and sliding). Both window
strategies are applied to the data streams for every partition.
That is something that we wanted to change because every
user-defined rule that exists should have its windowing con-
figuration and that windowing configuration should be applied
to each partition and for every rule.

Fig. 5. Visualization of static (left) and dynamic (right) configuration of the
key By operator

The window operator expects only one argument, a window
assigner (object from the class WindowAssigner). We will
introduce our window assigner (class GenericWindowAs-
signer) that will work with the matched messages which were
created when we connected the control data stream with the
input data stream. Our window assigner will be able to extract
the windowing configuration from the user-defined rule that is
located in every matched message. The rule has the following
windowing configurations:

• the type of the windowing (textual field with valid options
tumbling or sliding)

• the size of the window (milliseconds)
• the slide of the window (milliseconds, applicable only if

the window type is sliding)

Also, our window assigner should be able to extract infor-
mation about the timestamp of the input message which is
contained in the matched message. To make the window
assigner generic and reusable for other projects every message
that enters in the window assigner should implement an in-
terface IConfigurableWindow, including the matched message
objects in our application. This interface has methods for
getting the elements that need to be windowed (for ex. the
sensor measurement in our use case) and all the windowing
configurations listed above.

Fig. 6. UML class diagram of the window assigner class. Note: The classes
filled with light yellow color are part of the Flink source code

As shown in the UML class diagram on Fig. 6 every window
assigner in Apache Flink, both the default ones and our
dynamical window assigner have 4 methods to implements.

• assignWindows - method that receives an element and
its timestamp. Based on those information, it assigns one
window (if the window type is tumbling) or multiple win-
dows (if the window type is sliding) where the element
belongs

• getDefaultTrigger - method that returns a default trigger
that will activate the window i.e. send all the collected
events/items in that window in the next operator or pro-
cess function. In the timed windows, the trigger depends
on that whether the window’s end time has passed the
current timestamp

• getWindowsSerializer - method that returns a serializer
for the window type that is being used.

• A method that returns boolean value true if the window-
ing is using the event time notion of time 1 and otherwise
false. In our case, the result is true because we’re using
event time in our case.

Our window assigner implements all of the above-listed meth-
ods in the following way:

• When creating it via a constructor, we share information
(a boolean argument) that represents the notion of time
(true means event time and false means processing time)

• For the first method (assignWindows) we have a Factory
class that based on the windowing type (available from
the IConfigurableWIndow interface), will calculate how
many windows the element belongs to as well as the
start and end time of those windows. The collection of
windows returned from the Factory is the result of this
method as well.

• Based on the boolean variable from the constructor of
the assigner, we are creating an event time default trigger

1Event time is the time at which the event has occurred on its producing
device. In our input messages, that is the timestamp field from the input
message. The opposite notion of time is processing time that represents the
time when the event was received in the application.
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(which triggers the window based on the fact that the end
of the window is before the pronounced watermark 2) or
a processing time default trigger (which is triggering the
window based on the fact if the end of the window is
before the current system time of the machine where the
application is running). The created trigger is a result of
the second method of the window assigner.

• In the third method we are returning an object of type
TimeWindowSerializer, because our dynamical window
assigner is meant to work only with time windows
(tumbling or sliding)

• In the fourth method we are just returning the boolean
value that we received through the constructor of the
assigner.

2) Low-level process API: All high-level implementations
of operators are based on low-level process function. Any
functionality which is not defined could be implemented
within a process operator. In this part, we introduce an
implementation of a window operator over a partitioned data
stream. In the proposed implementation as shown in Fig. 7,
we introduced our process function which is a composition of
the two main components that are used for data and windows
management:

Fig. 7. UML class diagram of classes part of the low-level dynamical
configuration of windowing

Window Manager. This component manages all windows
that should be triggered. They are stored in a tree structure.
This means that the windows are sorted in ascending order
by the maximum timestamp of the window (the end of
the window decreased by one). This tree structure is stored
into a managed ValueState in Apache Flink. The Window
Manager provides the creation and addition of the windows
and obtaining the windows which should be triggered.

Data Manager. This component stores all the input data that
should be windowed. The input data with assigned windows
are stored in a tree structure (TreeMap in Java) so that the
data will be sorted based on the key in the map which is
the timestamp of the input messages. To be able to extract
the timestamp the input data should implement the interface
IConfigurableWindow as in the high-level configuration. The
Data Manager provides the addition of new elements, the
obtaining and the deletion of elements that belong in a certain
window.

2When working in event time, the watermark is helping us to keep track
of the progress in time while processing the events

Also, as in the high-level configuration, in the processFunc-
tion (LowLevelWindowingProcessFunction) implementation,
we must keep information about the notion of time. In the
keyed process function we have one DataManager object and
one WindowManager object. The most important thing about
these two objects is that they have to share the runtime context
of the keyed process function because both of them have to
store the windows and the input data into a ValueState.

The workflow of the keyed process function is described in
the following steps which are applied on every new element
that enters the process function:

1) Window or collection of windows where the new ele-
ment should belong are created.

2) The created window or windows are stored in the
WindowManager.

3) The element that arrived is stored in the DataManager.
4) Based on the specified notion of time, the current time

of the stream processor should be determined.
5) All the windows which should be triggered i.e the

current time is past their end time are obtained from
the WindowManager.

6) All the data that belongs in the time intervals of the
windows from the previous step is obtained from the
DataManager and collected as a result into a collection
of data. Later this collection of data will be used for
the next operators (in our use case that is the aggregate
operator).

7) The data from step 6 and the windows from step 5 are
deleted correspondingly from the DataManager and the
WindowManager.

D. Dynamic Data Aggregating

Fig. 8. Visualization of static (left) and dynamic (right) configuration of the
aggregate operator

The last step of the data stream processing and analytic
scenario that we have presented in the introduction is aggre-
gating the data collected into the windows from the window-
ing operator/process. Similar to the dynamical configuration
of the window operator, high-level and low-level dynamical
aggregation configuration is proposed.

The high-level dynamic configuration (Fig.9) is achieved
with an implementation of the aggregate function interface
(RuleAggregationFunction) from which an object is created
and is sent as an argument to the aggregate operator.

The low-level dynamic configuration (Fig. 10) is achieved
with the implementation of a low-level process function (Ag-
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Fig. 9. UML class diagram of the classes part of the high level dynamical
configuration of aggregation

Fig. 10. UML class diagram of the classes part of the low level dynamical
configuration of aggregation

gregateProcessFunction) that processes the elements that be-
long to a particular window (collections of matched messages)
collected in the previous operator.

The mutual part of the low- and high level-dynamical con-
figuration is the RuleAccumulator class (Fig. 9 and 10). In both
scenarios, an object from this class is used to accumulate the
extracted numeric values from the matched message. With the
help of this class, we can successfully calculate the descriptive
statistics: minimum, maximum, average, count, first quartile
(Q1), median and third quartile (Q3).

IV. REAL-LIFE EXAMPLE

The dynamically configured stream processor that we have
designed can be used as a software component in other soft-
ware. For example, we have integrated the stream processor
with a web application that enables the user to send their rules
through a user-friendly interface. After the rules are sent the
user gets a link to his personalized real-time dashboard where
the events and event’s aggregations are visualized in the way
the user required that in the rule.

Fig. 11. Example of a dashboard created with the utilization of the stream
processor

The first plot in Fig. 11 is a time-series plot of the extracted
numeric values from all the matched messages that were
created from the user’s rule. The second one is a plot of
boxplots where each boxplot is generated from the statistics
aggregated for each time widows. The third plot is a bar plot
where each value is the count of messages that were part of the
corresponding window whose statistics are shown right above
the bar.

The benefit of using a dynamically configured stream pro-
cessor in this application is that the application can have
an unlimited number of users which will send an unlimited
number of rules and for each rule, a new dashboard will be
created while using the same stream processor.

V. CONCLUSION

In this paper, software patterns for dynamic data partition-
ing, dynamic window configuration, and dynamic data aggre-
gation in Apache Flink are presented. These patterns extend
the concept of statically defined data flows and allow Flink
jobs to dynamically change at runtime, without downtime,
allowing implementation of complex business scenarios. The
introduced software patterns are applied on real-life use case
scenario that tackles the problem of processing and analyzing
air pollution data obtained from different sensors located in
different locations, as well as visualization of the data in third-
party software.
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Abstract—Hands-on cybersecurity exercises offer students a
glimpse into the real world, and through increased engagement
improve their knowledge retention. This paper describes a vir-
tual environment which allows educators to create personalized
exercises at scale, encouraging students to apply learned concepts
in practice. By introducing gamification aspects, and promoting
teamwork, a competitive environment is created, further enticing
users to participate. Students’ achievement results show that such
an environment aids their learning process, a fact also backed by
a feedback survey performed at the end of a network security
course, where the described environment was first utilized.

Index Terms—cybersecurity education, training, virtual envi-
ronment, cybersecurity exercises

I. INTRODUCTION

The ever-increasing number of security related breaches
[1], coupled with an enormous workforce gap [2], stresses
the importance of including cybersecurity training in higher
education. To maximize the effectiveness of such training,
it should be applied not only to security related university
programmes, but across the wider IT curricula [3]. In this
way, even students that might not work primarily in cyber-
security related roles will be included, giving them a solid
understanding of the omni-present cyberthreats and means of
avoiding them. One of the most popular methods of teaching
cybersecurity is through hands-on exercises, which has been
shown to be beneficial to the students’ knowledge retention
rate and scientific achievement [4][5]. However, such exercises
require large hardware resources which might not be at every
student’s disposal. The recent Covid-19 pandemic and the
move towards online lectures, has only exasperated the prob-
lem, since students no longer have access to the laboratories
within their university campuses.

To overcome these obstacles, we have created a virtual
laboratory that was used by students attending a network
security course at our faculty. The purpose of this virtual
environment is twofold. Firstly, it serves as a playground
where the students work on their weekly laboratory exercises,
using personalized virtual machines. Secondly, it allows us
to organize an end-of-semester red team/blue team project
where each team has the opportunity to both defend their
own infrastructure, as well as attack and exploit the virtual
machines of the other teams. Through these incremental
laboratory exercises, together with their extensive preparatory
material [6][7], students are introduced with various software
tools that they can use independently during their final course

project, for which only basic guidelines are provided, thus
encouraging teamwork and mutual collaboration.

The aim of this paper is to describe the chosen architecture
of the virtual laboratory, share details about the exercises, and
report on feedback received by the participating students of
the course. The rest of the paper is structured as follows:
in section two we present related work relevant to the topic;
in section three we provide details about the implementation
of the virtual environment, describing its architecture, and
report on the exercises used during the course; in section
four we share the results of students’ feedback that we have
received as part of an end-of-semester questionnaire, as well
as encountered hurdles. We conclude the paper with section
five, outlining future plans and improvements to the platform.

II. RELATED WORK

There are numerous contributions to the topic of virtual
laboratories for education and training purposes. Generally, in
terms of the used infrastructure, the implementation is done
in one of two ways: either by employing the scalability and
ease-of-use of the cloud, or by using desktop machines or local
dedicated servers, thus increasing control, isolation, and user
privacy.

EDURange [8][9], DeterLab [10] and [11] are examples
of cloud based virtual environments implementing various
scenarios and challenges on different topics related to cyberse-
curity. The main problems with this cloud based approach are
terms of service breaches, as well as monetary cost. Many
cloud providers explicitly forbid activities that might pose
a risk to the service or any third-party [12]. Furthermore,
associated costs can reach hundreds of dollars even for very
small groups of students [11], which might be prohibitively
expensive for certain institutions.

A slight variation of the cloud concept are publicly acces-
sible cybersecurity training sites such as TryHackMe1, and
HackTheBox2, which allow anyone to access an isolated vir-
tual environment after the registration procedure is completed.
Unfortunately, in these platforms mutual user collaboration is
non-existent, since multiple users cannot share a single virtual
machine, or access a group of machines together. Furthermore,
the scenarios are generic, barring any user personalization.

1TryHackMe - https://tryhackme.com/ (Last accessed: 05.03.2021)
2HackTheBox - https://www.hackthebox.eu/ (Last accessed: 05.03.2021)
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The on-premise approach overcomes these challenges, pre-
suming that there is available equipment for its implementa-
tion, but more importantly, that the necessary time is dedicated
to environment setup, along with scenario customization. The
authors of [13] and [14] have both successfully taken this
approach. However, in the first scenario, remote access is
provided through a remote desktop protocol, limiting the
choice of tools that can be used during the exercises, while
in the second, access to the platform is possible only through
other laboratory workstations located on-premise.

Recent advancements in orchestration tools, as well as the
widespread availability of open-source virtual private network
(VPN) software, has motivated us to create a virtual laboratory
that will be capable of running personalized virtual machines
for each user, providing as seamless access as possible,
extending the network through virtual tunnels to the remote
workstations of the students.

III. IMPLEMENTATION

As a result of the Covid-19 pandemic, our faculty has com-
pletely shifted to remote classes, without any requirements for
physical presence by the students. Even though the adoption
of online teaching methods was completed successfully, chal-
lenges relating to the individual weekly laboratory exercises
have arisen. These exercises are of great importance to the
students and allow them to apply the concepts learnt during the
lectures in practice. Most of these exercises have previously
taken place in the faculty’s computer laboratories, where the
available hardware met the high requirements of the used
software. However, due to Covid-19 measures, the computer
laboratories are no longer accessible, leaving the students with
no other option but to perform all laboratory exercises locally,
often on subomtial hardware, and without interaction either
with the educators or with their colleagues.

In order to mitigate these issues, we have decided to imple-
ment a virtual environment on campus, repurposing some of
the now unused machines from the computer laboratories. This
environment would be remotely accessible by the students, and
apart from providing the necessary computing capacity for
the individual exercises, it would also allow us to implement
interactive and collaborative challenges, encouraging team-
work. Even though we are aware that the setting up of such
an environment requires high initial effort, both in terms of
infrastructure configuration and security, we recognize that this
could also be exploited towards educational purposes. Many
infrastructure and security courses deal with such topics and
the architecture of this virtual laboratory would be the perfect
opportunity to showcase a production-like environment to the
students, along with all of its different components.

Contributing to these goals, we have identified five formal
objectives that we would like to meet and that are essential to
the virtual environment: 1) network isolation with strict mon-
itoring and limited internet access for vulnerable machines;
2) versatility and scalability of the environment; 3) ease of
administration; 4) ease of use and seamless remote access

Figure 1: Network diagram for the virtual environment

for students; 5) use of latest technologies and best security
practices [15].

A. Environment Setup

Figure 1 shows a graphical representation of the network
topology of the completed environment. In the subsections
that follow we provide detailed explanation for the reasoning
behind each decision and how it has contributed to the meeting
of the previously outlined objectives.

1) Network Isolation with strict monitoring and limited
internet access for vulnerable machines: Sharing computing
resources among different students, especially when known
vulnerable software is being run, requires strict network isola-
tion from the production network, ensuring its integrity. To
this effect, extensive network security measures have been
implemented. All of the physical hosts used in our virtual
environment are connected to a manageable switch on which
dedicated virtual local area networks (VLANs) are configured,
completely separate from the regular campus network. A
single VLAN is dedicated to management, and it is used both
for interconnectivity between the hosts themselves, as well as
for a bastion virtual machine, used by the educators to manage
the environment and provision new virtual machines for the ex-
ercises. The instantiated virtual machines used by the students
are placed in the remaining VLANs. More than one VLAN is
required for this purpose, since some exercises require two or
more VMs per student and granular firewall rules are needed
to limit their connectivity, making the scenario more realistic.

Internet access is provided by an OPNSense firewall appli-
ance3, running virtualized on one of the compute nodes. Even
though there are multiple open-source firewalls that could be
used for this purpose, we have selected OPNSense because
of its application programming interface (API), allowing us
to programatically manage multiple aspects, without accessing

3OPNSense - https://opnsense.org/ (Last accessed: 05.03.2021)
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the web interface. In this way we can easily restrict internet ac-
cess to the virtual machines, and configure the necessary rules
using the same orchestration tools for machine deployment.
Depending on the scenario, either no internet connectivity is
possible from the students’ virtual machines, or access only to
particular destinations is allowed, for example package mirrors
for downloading new software from a distribution’s official
repositories.

The status of both the physical hosts, as well as the
supporting virtual machines such as the bastion and the
firewall appliance shown in Figure 1, is monitored at all times
using the open-source Zabbix4 monitoring system. A dedicated
Zabbix instance is installed remotely, on the faculty’s cloud.
Automatic discovery is done of all student virtual machines
and alerts are set up to detect any abuse of the infrastructure,
such as very high CPU usage for long periods of time, or high
disk utilization. This monitoring setup is also reused during
the final team projects, where network checks are configured
to validate the availability of each VM, and conformity to the
established rules.

Traffic between the virtual machines as well as to the public
Internet is monitored using a NetFlow collector, which is also
installed in the faculty’s cloud. As a result of this setup,
detailed information about each traffic flow is available, along
with aggregate statistics such as traffic volume, most common
destinations, and top sources, allowing us to detect anomalous
behavior.

2) Versatility and scalability of the environment: Even
though the presented virtual environment was first used for a
Network Security course as a sandbox for laboratory exercises,
the idea is to make it as versatile as possible, giving the
possibility to be reused in the future, for different courses.
For this reason, we have selected ESXi as the hypervisor to
be installed on each physical host, and to achieve central
management, a virtualized instance of VCenter Server is
deployed. We have opted for a VMware environment because
of the extensive API provided to programatically manage it,
as well as the availability of open-source tools to automate the
provisioning of new virtual machines. Of course, other open-
source alternatives can be used too, with notable examples
being Proxmox 5 and XCP-ng 6.

Using the chosen architecture, it will be possible to expand
the computing capacity available to the virtual environment in
the future, by simply adding additional physical machines to
the 10 already present, and joining them to the same compute
cluster, thus ensuring its scalability.

3) Ease of administration: During the software selection
process great care was taken to ensure that all of the chosen
components offer well defined APIs, or at least can be ex-
tended to do so, allowing us to completely automate both the
creation of the VMs as well as the associated firewall rules,
limiting the VMs’ network connectivity. Unfortunately, even

4Zabbix - https://www.zabbix.com/ (Last accessed: 05.03.2021)
5Proxmox - https://www.proxmox.com/en/ (Last accessed: 05.03.2021)
6XCP-ng - https://xcp-ng.org/ (Last accessed: 05.03.2021)

though OPNSense does have an API that can be used, not all
provided features have been covered by it yet. As a result, we
have created a Python library that emulates the HTTP requests
sent when configuration is done via a browser, allowing us
to completely automate both the user provisioning process,
VPN enrollment, and rule creation – something not entirely
possible through the API itself. For the VM provisioning,
two different approaches are used, depending on the type
of the scenario. In cases where a basic virtual machine is
needed, with minimal additional configuration or preinstalled
software, the Ansible orchestration tool is utilized, which uses
the VCenter API to instantiate a new virtual machine for each
enrolled student. Alternatively, exploitable virtual machines
with known vulnerable software installed are created using
the open-source SecGen [16] tool, which has support for
VMware environments, and allows automatic provisioning as
well. More details about the usage of SecGen and the vul-
nerable virtual machines that it helped deploy are given in the
subsection Scenarios. This approach can be very easily adapted
to work in different contexts and create virtual machines for
other courses.

4) Ease of use and seamless remote access for students:
Even though majority of the course participants were in their
third year of studies, there were also instances of younger
students, so no prior knowledge with virtual machines or
remote access technologies was assumed. For this reason, the
connection to the virtual environment had to be as easy as pos-
sible, without burdening the users with infrastructure specifics.
This approach allows us to introduce this environment to even
younger students in the future as well. In terms of grading and
instruction distribution, we opted to integrate with existing and
well established faculty systems, mainly the Moodle learning
management system (LMS) which is used across all courses
at the faculty, and is familiar to every student.

Remote access to the virtual environment is made possible
through a VPN server running on the virtualized OPNSense
firewall. Individual profiles are created for all enrolled stu-
dents, and the configuration file together with the private
and public keys required for authentication to the VPN are
uploaded as a personal feedback to a Moodle activity for
each user. With this approach, it is ensured that students can
only access their own VPN profile, without the possibility of
impersonation, as well as provide the means to redownload the
profile directly from the LMS in case it is lost. Each user is
assigned a known static IP addresses within the VPN subnet,
allowing us to automatically create the necessary firewall rules
whenever a new exercise is published. The choice for a VPN
solution instead of some other remote desktop approach was
done so that students could install attack tools and penetration
testing distributions locally on their own computers, and then
use these to attack the vulnerable machines provided as part
of the exercises.

5) Use of latest technologies and security best practices:
The elaborate network setup described previously, apart from
ensuring the integrity and security of the platform itself, fulfills
another purpose as well. During the Network Security course
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we cover topics related to firewalls, intrusion detection systems
(IDS), intrusion prevention systems (IPS), network monitoring,
and automation. This infrastructure allows us to demonstrate
such systems in practice, by showcasing them in the context
of the virtual environment. This has a positive effect on
the students, since they incrementally learn about the inner-
workings of a system that they have already had experience
with, allowing them to easily grasp the concepts behind each
tool. It also servers as an inspiration regarding what tools and
practices can be used for their final course assignment.

B. Scenarios

During the course, there are weekly laboratory exercises
which gradually introduce students to practical tools related
to the topics covered in the lectures. All of these exercises
also directly contribute to the students’ ability to complete the
final project, outfitting them with the necessary knowledge
to individually install and configure complex defensive and
offensive systems.

The creation of the virtual machines used during these
activities is performed by the educators using the open-source
SecGen tool, which comes with a wide range of preconfigured
scenarios containing different types of vulnerable software,
ready for exploitation. Each vulnerability is represented by a
so called module, and new modules can be manually created
by providing the source files for a vulnerable software whose
installation and setup can be done by the Puppet orchestration
tool, natively supported by SecGen. Multiple modules com-
prise a single scenario, which can be customized per user
with unique system parameters and flags, which can then
be used for validating the challenge solution, and limiting
plagiarism. Unfortunately, even though there is a large library
of existing scenarios, some of them are not fully functional due
to software deprecation or unreachable download locations.
As a result, we have created our own scenarios both for the
laboratory exercices and the final project, by reusing some of
the existing SecGen modules, and extending them by using
other orchestration tools, thus adding additional features.

Table I: Laboratory exercise description

Name Virtual VMs No. Duration
Environment setup 0 1 week
Password cracking 1 1 week

SELinux X 1 end of semester
WireGuard setup 2 2 weeks

CloneZilla backup and restore X 2 end of semester
Metasploit exploitation 1 1 week

1) Laboratory Exercises: An overview of the laboratory
exercises is given in Table I, providing details about the cov-
ered topics, number of virtual machines, and deadlines. Two of
the exercises, SELinux and CloneZilla, are intentionally done
locally by the students, to better introduce themselves with
virtual machine deployment and virtualization software. Both
of these exercises have minimal hardware requirements, and
could be completed on computers with even less than 4GB of
memory, so none of the course participants should have any

difficulty in terms of hardware performance. Familiarity with
host based virtualization tools would also allow students to
install penetration testing distributions locally, enabling them
to explore additional software on their own. Additionally, by
using the provided VPN profiles, they can utilize their own
hardware as an extension to the virtual laboratory. In this way,
elaborate monitoring setups can be set up for the final course
project.

The laboratory exercises gradually increase in their com-
plexity, and assume no advanced knowledge in either system
administration or use of command line tools. The aim of
the first exercises is to introduce the students to the concept
of virtual private networks, and to help them establish an
initial connection to the virtual laboratory using their personal
VPN profile. It is crucial that every student can seamlessly
connect, since this is a prerequisite for the completion of
the other exercises as well as the final project. In our case,
no major problems were encountered, any by the second
exercise, all students were successfully connecting to the
virtual environment either from their host operating systems,
or from penetration testing distributions running in virtual
machines on their own systems.

The second exercise practically demonstrates the drawbacks
of weak passwords, and how they can be cracked using the
right tools in short amounts of time. This is also the first
time that students are introduced to the concept of capture
the flag challenges, where they need to obtain a unique string
called a flag for each exploited vulnerability, and submit this
flag for automatic verification via the Moodle platform. In this
way, by utilizing gamification through the concept of flags
that can be exchanged for points, the exercises are made more
interesting for the participants. It also introduces a whole new
competitive aspect, especially during the final projects, where
teams compete with one another for the capture of each others’
flags.

The SELinux and Metasploit exercises aim to present robust
tools for defense, and offense, respectively, both being widely
used in the real world. These tools also underpin many of the
students’ strategies during the final project.

Even though by the fourth exercise all of the students are
using a VPN regularly, its aim is to explain the underlying
technology that they have utilized during the previous labo-
ratory exercises, by walking them through the setup process
of such an infrastructure from scratch. Finally, the use of
standardized images and image-based backups is promoted as
means for faster provisioning of new machines, as well as a
recovery mechanism after an attack. Having a backup plan is
always important, and this topic fits nicely among the other
offensive and defensive techniques presented to the students.

2) Final Project: In contrast to the well documented lab-
oratory exercises, the final project is a team activity, where
students can choose their teammates by themselves. Each team
is provided with a single virtual machine containing multiple
vulnerabilities that can be chained together to acquire root
access. No additional information is provided to the teams,
apart from basic information on how to connect to their VM.
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In order to provide a level playing field among the teams,
two distinct phases are organized, where each team has the
opportunity to both showcase their offensive skills, attacking
the virtual machines of the other colleagues, and improve
their defensive skills, by preventing exploitation of their own
infrastructure. During the first, blue, phase each student has
access only to the their team’s virtual machine, and this time
is used to survey the installed software, and devise an action
plan for defense. Students are encouraged to collaborate by
themselves, and to reuse the knowledge gathered during the
laboratory exercises, setting up additional tools that might pre-
vent unauthorized access by other users. During the red phase,
all network access restrictions are lifted, and the environment
becomes a free-for-all tournament between the teams, each
one trying to exploit as many vulnerabilities as possible, thus
capturing unique flags from their counterparts.

During both phases, users are empowered to come up
with comprehensive plans which they outline in their final
report. There are no restrictions to the tools and methods
employed, as long as: i) users do not patch, uninstall or
in any other way make inaccessible the vulnerable software
running on their machine; ii) purposely execute denial of
service attacks; iii) alter the flags on their virtual machines;
iv) define firewall rules resulting in blanket traffic restrictions
for whole network ranges. Instead, users are encouraged to
employ extensive traffic monitoring to their VMs, and try
to distinguish malicious from regular traffic to the installed
services, selectively blocking it. Log deletion, along with other
actions such as banner changes that can be used to either
cover the attackers’ tracks or show off that a victim’s machine
has been compromised, are allowed, as long as it does not
impact the original functionality of the server. This provides
bragging rights to the teams, making the whole project even
more competitive and personal.

Monitoring of the vulnerable services deployed on each VM
is performed during the whole duration of the project, with
immediate notifications sent to the educators, informing them
of any rule breaches. Repeating offenders are disqualified.

IV. RESULTS

This was the first time that an on-premise virtual laboratory
was created for the students of the Network Security course
at our faculty. It allowed us to implement interactive and
personalized cybersecurity challenges, while at the same time
relieving students from running resource intensive virtual
machines on their own computers. This had a great impact
on the level of involvement in both the laboratory exercises
and the final end of year project. The usefulness of the
proposed approach is further confirmed by the results of the
questionnaire that students have been asked to fill at the end
of the semester. Four of the included questions were directly
related to the organization of the laboratory exercises and the
final project:

1) I found the laboratory exercises interesting, and they
helped me learn new things. (Five point Likert scale)

2) What is your preferred deadline for the laboratory ex-
ercises? (Individual deadlines for each exercise; End of
semester, for all exercises; No preference)

3) What is your opinion on the virtual environment? (It
appropriate, providing great working conditions; It was
complex, and hindered my course activities; I did not
use the virtual environment; No opinion)

4) I found the final project interesting, and it helped me
learn new things (Five point Likert scale)

The course had a total of 63 participants, 36 of which have
completed the questionnaire, accounting for more than half of
all enrolled students. Keeping in mind that the course is not
yet officially finished, and there are additional opportunities to
complete the final exam, users are still able to submit feedback.
In the remaining of this section we present the results, noting
that the given percentages represent the fraction of the students
that have responded to that particular question, instead of all
users who have taken the questionnaire. None of the questions
were mandatory, so some of them have less than 36 responses.
As a result, not all percentages might add up to 100.

Figure 2 shows the results of questions 1 and 4, for both
of which a five point Likert scale was used. The first question
was answered by all 36 respondents, while the fourth by
33. Positive sentiment towards both the organization of the
laboratory exercises and the final project is evident, with 66.67
per cent and 54.54 per cent of the respondents, respectively,
completely agreeing with the statement. However, contrary to
our assumptions, 66.67 per cent of the users who have sub-
mitted an answer to the second question have stated that they
prefer an individual deadline for each exercise that they had to
do on their own computers, instead of a single end-of-semester
deadline, allowing them to finish the exercises at their own
pace. On the third question, regarding the virtual environment,
of the 35 responses, 30 (83.33 per cent) have stated that it was
appropriate, providing great working conditions, 3 (8.33 per
cent) that they found it too complex, and 2 (5.56 per cent) did
not use the environment at all.

For the duration of the whole semester, the hardware re-
sources contributed by the 10 bare metal machines taking part
in the cluster were sufficient for all exercises, and no major
issues were encountered. Power was cut twice to the location
where the machines were hosted, but this event was taken
into account during the initial setup, and automatic power-on
was enabled both of the physical machines, and all virtual
machines, so no manual intervention was needed. During the
final project, two rule violations using the monitoring setup
were detected and the team members were officially warned,
after which no more rule breaches occurred.

The submitted reports by each team showed that 6 out of
the 10 participating teams have successfully exploited at least
one other virtual machine, and 2 of the remaining 4 have
at least successfully detected no less than one exploitation
attempt. What is very encouraging is that the majority of the
participants have successfully applied the concepts described
during both the lectures and laboratory exercises and have
come up with elaborate defensive mechanisms, including
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Figure 2: Responses to questions one and four of the feedback questionnaire

installation of intrusion detection systems and log monitoring,
thus justifying the approach taken during the semester.

V. CONCLUSION

We have successfully implemented a virtual environment
that is being used for cybersecurity exercises during the
Network Security course at our faculty. By repurposing ex-
isting physical machines no longer utilized as a result of
the Covid-19 pandemic and the associated closure of the
computer laboratories on campus, we have created a scalable
infrastructure, ready to be reused in future courses as well.
This approach provides a more interactive learning experience
for all students, while also overcoming compute capacity
issues for students with older hardware. Using automation and
orchestration tools, the provisioning time has been reduced to
a minimum, making it a viable option for courses with large
numbers of participants. The extensive network monitoring
and traffic filtering performed using open-source tools ensures
that the virtual environment is completely isolated from the
main faculty network, thus providing a sandbox where even
vulnerable software can be run without impact to external
systems. Access using widely available open-source VPN
software makes it possible for students to access this virtual
infrastructure from any device in their possession, and at the
same time giving the possibility of reusing the environment in
different contexts, not solely for cybersecurity exercises.

In the future we plan the final project reports to be accessible
to the educators at all times, providing the possibility to
individually track each teams progress, and once the as-
signment is completed, share the reports among the other
participants. In this way, each team can reflect on their own
contribution, and how their actions were seen through the
eyes of the other teams, providing a whole new aspect to the
activity. Furthermore, we also plan to introduce even more
interactive exercises, such as a king of the hill scenario [17],
where students are asked to progress with capturing and then
defending a set of virtual machines.
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Abstract— Data centers store large quantities of data on 

thousands of hard disk drives (HDD) connected into redundant 

arrays to prevent data loss in case of drive failures. Hard disk 

drives are prone to failures due to wear of their 

electromechanical components, defects, and external 

influences. This paper analyzes failure rates for several HDD 

models based on the SMART data set from the large data 

center. Obtained results show annualized failure rate and 

useful HDD life which represents the point from which failure 

rates increase due to mechanical wear. 
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I. INTRODUCTION 

Data centers facilities are used to store an ever-growing 
amount of data. Instead of using traditional offline data 
storage, these data centers provide instant access to the store 
data thanks to the advancements in ICT technologies. 
Datacenters rely on the hard disk drive for storage, proven 
storage technology present for six decades. Even this mature, 
this technology is constantly evolving, improving the storage 
density. When compared to solid-state drives hard drives 
provide greater capacity, power price per stored data, and 
superb write endurance when compared to SSD, making 
them the prime choice for use in data centers [1,2]. Thanks to 
constant technological improvements, hard disk drive 
technology provides answers to the ever-growing demand for 
drive capacity even in the future. Currently, HDD 
manufacturers use SMR (Shingled Magnetic Recording) 
technology which overlays multiple tracks one on top of 
each other, significantly increasing storage density when 
compared with traditional perpendicular magnetic recording 
which creates guard bands between neighboring tracks. 
Future technologies rely on energy assistant magnetic 
recording such are HAMR (Heat Assisted Magnetic 
Recording) and MAMR (Microwave-Assisted Magnetic 
Recording) which will further increase storage density on 
hard drives. 

Hard disk drives (HDDs) are the only electromechanical 
component in the computer system and due to their 
mechanical design are more susceptible to failure than other 
computer components. Since HDD is used as the primary 
storage of user data its failure leads to permanent data loss. 
Regular users need to perform regular data backups to 
prevent loss of data due to HDD failure. Datacenter used the 
RAID 6 scheme which uses data redundancy and could 
operate even if two HDD in the array fail, achieving very 
high reliability.  

SMART (Self-Monitoring, Analysis and Reporting 
Technology) is used to monitor various indicators during the 
HDD operation, such as drive temperature, power-on hours, 
the number of load/unload cycles, the number of damaged 

sectors [3]. These SMART indicators can be used to indicate 
a possible imminent drive failure, when some of these 
exceed manufacturer set thresholds. Thus user can perform 
necessary actions to create backup in order to avoid loss of 
data. SMART parameters can be used only to detect 
predictable failures which are caused by processes which 
slowly degrade drive performance due mechanical wear and 
gradual degradation of storage surfaces. Indicators of these 
processes can be monitored to determine when such failures 
are becoming more likely. Other classes of failures are 
unpredictable failures which represent sudden drive failures, 
which occur due defective electronic components or sudden 
mechanical failures caused by improper handling or external 
force. 

In this paper we analyzed failure rates for several HDD 
models based on the SMART data set from Backblaze data 
center. Obtained results show annular failure rate and useful 
HDD life which represents the point from which failure rates 
increase due to mechanical wear. 

II. FAILURE RATE 

The failure rate represents the statistically determined 
probability of failure of a component in a unit of time. Since 
it is a unit that has a very small value, it is usually presented 
in the form of a reciprocal value of MTBF (Mean Time 
Between Failures), which represents the time between two 
failures of a particular component in the system [4]. Typical 
MTBF parameter values for today's hard disk drives range 
from 100,000 for disks intended for personal computers to 
2,500,000 for high-performance disks intended for servers. 
These data are obtained based on statistical measurements 
whereby a certain population of disks is tested under the 
conditions declared by the manufacturer (number of working 
hours per year, number of load/unload cycles, maximum 
read/write load). MTBF is determined as the quotient of the 
total number of hours of operation of the disk population, 
divided by the number of failures that occurred during the 
test. For example, if a population of 10,000 disks would run 
1000 h, and in that case, four disks would fail, the MTBF 
would be 10,000x1,000 / 4 = 2,500,000 hours. 

Such high MTBF values, as 2.5 million hours, could lead 
to the conclusion that the hard disk can, on average, run 
continuously for 285 years without failure, but this parameter 
does not predict the lifespan of an individual hard disk. The 
true meaning of this parameter is valid if the warranty period 
of the disk is 5 years for enterprise drives, which would 
mean that if the hard disk is replaced with a new one every 5 
years, in 285 years there will be one failure of such a disk. 
Given the continuous development of computer components, 
it is questionable whether after 5 years the same disk model 
will be available with which it will be possible to replace the 
previous one to reach the declared MTBF. Recently, the 
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AFR (Annualized Failure Rate) parameter has been used, 
which is an indicator of the probability that the hard disk will 
fail during one year of use. AFR parameter can be calculated 
when MTBF is divided by 8766 hours present in one year, as 
shown in (1). This parameter also does not predict the 
lifetime of an individual disk but is useful for predicting disk 
failure rates in large data centers. Based on this parameter, it 
is possible to predict the number of failures of the disk 
population and plan the purchase of replacement disks 
accordingly. 

𝐴𝐹𝑅 =
𝑀𝑇𝐵𝐹

8766
    (1) 

The rate of disc failure changes over the lifetime of the 
disc population, and it follows the trend of the bathtub curve. 
Fig. 1. shows, bathtub curve which can be divided into 
periods: infant mortality, useful life, and wear-out period. 
The first period known as infant mortality has an increased 
rate of disc failure due to defects occurring during production 
that manifest at the very beginning of life. Most of these 
defects are detected by extensive tests in the manufacturer's 
plant, where defective discs do not pass quality control and 
are not delivered to users. The flat part of the curve 
represents the period of operation of the disk, which usually 
coincides with the period of warranty. During this period, the 
disk failure rate is constant and significantly lower than in 
other periods and is most often the result of external 
influences. The last phase of the disk life is the wear-out 
phase, in which there is a sudden increase in the failure rate 
due to the wear of the magnetic disk components. The 
beginning of this phase is an indication that it is necessary to 
start the process of replacing disks preventively to avoid data 
loss due to successive disk failures. 

 

Fig. 1. Bathtub curve [5] 

III. RESULTS 

Backblaze is a cloud storage and data backup company, 
founded in 2007 targeted at both business and personal 
markets. It started sharing SMART statistics of the HDDs 
operating in their data center in 2013, publishing the 
SMART statistics data quarterly every year [6]. Data is 
published in form of .csv (comma separated values) files, 
where each file represents a collection of all drive parameters 
for a particular day of the year. These parameters include the 
date, serial number, model, capacity, failure indicator, and 
the number of SMART parameters presented in raw and 
normalized form. These files were imported into the 
SQLITE3 database, for easier access, where data used in this 
research is extracted using SQL queries. In our research, we 

analyzed failure rates for several Western Digital (HGST) 
and Seagate HDD models with capacities of 4 GB, 8 GB, 
and 12 GB, which operated in period from 10th April 2013 to 
31th December 2020. This data includes date, serial number, 
model, failure indicator, and raw value of SMART 9 
indicator which contains information about drives power-on 
hours. All models are enterprise-class drives intended for 
24/7 operation (8760 operating hours per year) with a five-
year warranty, except models ST4000DM000 and 
ST8000DM002 which are desktop-class drives intended for 
8/5 operation (2400 operating hours per year) with a two-
year warranty. The number of drives used in the research and 
their average age is shown in Table 1. 

TABLE I.  HDD MODELS USED IN SREARCH 

Model Capacity No. drives Av. age 

HMS5C4040ALE640 4 GB 8.718 4,09 

HMS5C4040BLE640 4 GB 16.345 4,10 

ST4000DM000 4 GB 37.005 4,45 

ST8000DM002 8 GB 10.220 4,16 

ST8000NM0055 8 GB 15.038 3,37 

ST12000NM0007 12 GB 38.738 2,34 

 

For each drive model used in this research, we performed 
an SQL query on the database which found the instance for 
every serial number of the certain model which had a 
maximum value for drives power-on hours. When power-on 
hours of all instances of certain models are added, we 
obtained total operating hours of drive population for that 
model. Also using another SQL query we counted the 
number of all instances of certain drive model which had 
failed, by observing failure indicator attribute set to one. 
MTBF parameter for every drive model is obtained when the 
total operating hours of the hard disk drive population are 
divided by the number of failed drives, and results are shown 
in Table 2. 

TABLE II.  MTBF OF DRIVES USED IN RESEARCH 

Model Oper. hours Failures MTBF 

HMS5C4040ALE640 312.251.116 170 1.836.771 

HMS5C4040BLE640 587.612.662 274 2.144.571 

ST4000DM000 1.443.678.938 4.106 351.602 

ST8000DM002 372.458.895 440 846.497 

ST8000NM0055 444.588.697 607 732.436 

ST12000NM0007 795.282.167 1.788 444.788 

 

According to obtained results, we can observe that the 
MTBF parameter for Western Digital (HGST) drive models 
is close to the manufacturer stated MTBF of 2500000 hours 
for these enterprise drives. Seagate desktop drives 
ST4000DM000 and ST8000DM002 surpassed the typical 
MTBF set for desktop drives to the 300000 hours, even they 
are used in 24/7 operation which they are not intended to 
operate. On the other hand, Seagate enterprise drive models 
ST8000NM0055 and ST12000NM0007 achieved fairy poor 
MTBF for the enterprise-class drives, which is three to five 
times shorter when compared to Western Digital drives. 

Furthermore, based on the queried data we analyzed 
failure rates of these models during the population lifetime. 
For each failed drive in this population, we determined the 
number of operating drives that exceeded its power-on hours 
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when the drive had failed. Based on the ratio of one failed 
drive and the number of drives that continue to operate we 
calculated the failure rate for the hard disk drive population. 
Fig. 2 shows failure rates for two models of Western Digital 
(HGST) enterprise drives. Both drives had a constant failure 
rate which started to increase due to wear of drive 
components in the fifth year of operation which determines 
the usual lifetime of these two models. Fig. 3 shows failure 
rates for Seagate desktop models. Both drives had constant 
failure rates which started to increase due to wear of drive 
components in the fifth and sixth year of operation which 
determines the usual lifetime of these two models. 

 

Fig. 2. Failure rate of Western Digital (HGST) enterprise drives 

 

Fig. 3. Failure rate of Seagate desktop drives 

 

Fig. 4. Failure rate of Seagate enterprise drives 

Finally, Fig. 4 shows failure rates for two models of Seagate 
enterprise drives. Both drives had a constant failure rate 
which started to increase due to wear of drive components in 
the third and fourth year, but it was much less when 
compared with previous drive models. The reason for this is 
the lack of more data, since these two drive models operated 
on average three years in the data center, compared to four 
years for other drive models. 

In the end, the AFR parameter is calculated as a sum of the 
failure rate of a certain drive model during one year. Since 

AFR can be calculated quite coarse due to the small number 
of operating years, we first calculated the monthly failure 
rate and then calculated AFR as moving average on twelve 
consecutive monthly failure rates. Results in Fig. 5. shows 
that two models of Western Digital (HGST) enterprise drives 
have the lowest AFR, around 0.5% failed drives per year. 
We can observe the early infant mortality period during the 
first year of operation which gradually decreased from 1% at 
the beginning to 0,5% in the first year and remained constant 
for four years of operation. AFR stated to increase near the 
end of HDD lifetime which is around the fifth year.  

 

Fig. 5. Annualized failure rate drives 

As expected for two of the Seagate desktop models AFR 
were significantly higher than for WD enterprise drives, 
especially for the ST4000DM000 drive which has an average 
AFR of 2.5% which in the last two years started to decrease 
to 1%. The reason for this high AFR is because these desktop 
drives are not intended for 24/7 operation as they are used in 
the data center, but they are intended to be used in desktop 
computers, and drives are rated for 2400 operating hours per 
year. The other two Seagate enterprise drives had AFR 
which was a bit higher than 1%, except abnormally high 
AFT for drive model ST12000NM0007 which peaked at 
2.5% AFR in the second year, and then returned to a value of 
1%.  

In the end, we compared the calculated value of AFR 
base on equation 1 and the value which is determined as a 
mean value of AFR during drive lifetime. Results presented 
in Table 3. show that calculated AFT is consistent with AFR 
obtained by measurements for all drive models and results 
differ up to 19%. 

TABLE III.  CALCULATED AND MEASURED AFR OF DRIVES  

Model MTBF 
Calculated 

AFR 

Measured 

AFR  

HMS5C4040ALE640 1.836.771 0,48 0,44 

HMS5C4040BLE640 2.144.571 0,41 0,51 

ST4000DM000 351.602 2,49 2,30 

ST8000DM002 846.497 1,04 1,04 

ST8000NM0055 732.436 1,20 1,18 

ST12000NM0007 444.788 1,97 1,85 

 

IV. CONCLUSION 

In this research, we performed the analysis of the failure 
rate for several hard disk drive models operating in a data 
center. The result showed that typical AFR ranges from 0,5% 
to 1% for enterprise drives which is equivalent to 1 failure 
per year in population from 100 to 200 drives. Results have 
also shown that the useful life of a hard disk drive is around 
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five years of continuous operation. Further research will be 
focused on SSD failure rate when these data will be publicly 
available from large datacenters.  
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Abstract— Our everyday life is increasingly influenced by 

technological improvements. This generation is mostly affected by 

the daily use of smartphones, tablets and other types of mobile 

devices. These devices have a huge number of different 

applications, which are available through the digital distribution 

platforms, i.e., App Store for users of Apple products and Google 

Play for users of Android products. Users often want to have 

utilitarian and practical benefits from applications, presented in a 

visually pleasing and high-quality user-interface which is easy to 

use. Although most applications are available for free and are 

often used as non-profitable promotional marketing tools, a large 

number of applications use a business model to generate profit. 

This paper will be based on the study of the advantages and 

disadvantages of different monetization strategies and business 

models and their use and impact on the applications that serve 

them. It will also includes original research, which indicates the 

willingness of users in Macedonia to pay for mobile applications 

and the reasons which fuel their decisions to do so. The gathered 

data suggests that there is room for improvement and potential 

growth when it comes to the usage and implementation of 

monetization strategies, in particular within the Macedonian 

society. Relevant targeted ads, affordable apps with significant 

value for money features and flexible subscription models are just 

some of the areas which can be improved on.  

Keywords—Monetization, Mobile Development, Applications  

I. INTRODUCTION  

Over the course of just a few years (2016 to the present), 

there has been a 113% growth in revenue from mobile app 

downloads, in-app marketing and in-app purchases with the 

revenue potentially reaching almost $190 billion by the end of 

2020 [1]. While this revenue growth of 113% seems impressive, 

it just serves to prove how much more users are connected to 

their devices, and feel generally more freedom and security 

when it comes to the consumer power that can be invested in 

them. 

 

 

Fig. 1. Downloads of applications presented in billions [1] 

The market leader is the first social network that 

breached the barrier of one billion registered user accounts, i.e., 

Facebook, which by the end of 2019 had 2.41 billion monthly 

active users [2]. It is estimated that more than 2 billion people 

use some kind of social network application, and this number is 

constantly growing because the companies that develop 

applications are adapting to the requirements, i.e., offering 

greater stability, security, multilingualism and an increasingly 

simple way to use. In addition, popular social networks have a 

great ratio between the number of users and the duration of 

using the applications during the day. Mobile games offer a 

wide range of mobile application downloads and stand out as 

the most popular category for application developers. For 

example, almost 25% of all mobile applications are gaming 

applications – 2.5 times more than business applications [1]. 

The most common applications developed fall into the gaming 

category, however only 65% of smartphone users have at least 

one such application on their device. On the other hand, more 

than 90% of all smartphone users have some type of a social 

networking or chat application, web browser or entertainment 

app installed on their devices. It is clear that the demand for 

gaming applications is not in line with its supply. There are 2.71 

billion smartphone users in the world today. This means that in 

the world of wireless connections, 35.13% of the world's 

population today has a smartphone. According to GSMA real-
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time intelligence data [3], there are currently over 5.28 billion 

people with mobile devices worldwide. This means that roughly 

68% of the world's population has a mobile device (mobile 

phone, tablet or IoT device – Internet of Things – with a mobile 

phone). In addition, there are currently over 9.82 billion mobile 

connections in the world, which exceeds the current world 

population of 7.77 billion, according to estimates by UN digital 

analysts [3]. Each application can have hundreds of metrics that 

it follows for different needs. There are revenue metrics that are 

primarily focused on application profitability, statistical metrics 

that check how often and in which part of the day the 

application is used the most, what is the age of users, etc. Of 

these, the ones that will be mentioned in this paper are: Cost-

per-click (CPC), Cost per thousand impressions (CPM), 

Customer Acquisition Cost (CAC) and Customer Lifetime 

Value (LTV) [4].  

II. MOBILE CONNECTIONS AND EMERGING MARKETS 

There are millions of mobile applications on iOS and Android 

operating systems installed on people's smartphones and 

tablets. And it all started in 2008 with only a few thousand. This 

immense growth in the app industry has been fueled by 

smartphones, tablets, smartwatches and other innovative 

wearable hardware, the continued shift from laptops and 

desktop computers to smartphone use, and the rise of the middle 

class in Asia, especially China. The substantial growth of 

mobile applications has also been followed by a growth of 

dedicated software engineers, primarily focused on mobile 

development, with the total number of mobile application 

developers potentially surpassing the 14 million mark by the 

end of 2020 [5]. According to the data on the penetration of 

smartphones and the number of users in each market, China is 

leading with half of its population having the most smartphone 

users, i.e., 775 million. The United Arab Emirates has the 

highest smartphone penetration, 82.2% of its population owns 

a smartphone, while Bangladesh has the lowest percentage – 

5.40% [6]. When we look at how many people have 

smartphones in the world, most of the growth and 

breakthroughs in the mobile market can be attributed to the 

ever-increasing adoption of smartphones led by Apple, 

Samsung and Huawei.  

 

Fig. 2. Time spent on mobile device and phone from 2014-2021 [6] 

Consumers in the United States spent more time with 

their mobile devices than watching television in 2019. This can 

be noticed on Fig.2 and, even though this seems strange, it has 

gradually become a reality. Of the time spent not watching 

television, 71% is spent using smartphones, while the rest is on 

tablets and other devices. The average adult in America spent 3 

hours and 45 minutes on a smartphone in 2019, or an 8-minute 

increase from 2018. According to current data for 2020, this 

figure is now close to 3 hours and 49 minutes a day, even 20 

minutes more than the time spent watching television. Thus, the 

distinction between web and applications disappears as web 

experiences emulate applications. The downside is that we have 

to realize that the competition is really intense. According to 

research conducted by Mansour Iqbal [6], people tend to spend 

most of these hours on several applications (such as Facebook, 

Facebook Messenger, Instagram, WhatsApp), while others are 

destined to compete for attention. By 2021, the total number of 

smartphone users worldwide will reach 3.8 billion, slightly less 

than half of today's world population. This growth is mostly 

attributed to the recent rise in mobile device adoption in India 

and China. 

A. Emerging markets 

Southeast Asia is taking the lead in the global growth 

of the Internet, with a furious pace, while its digital citizens are 

increasingly relying on the greater accessibility, convenience 

and security of mobile applications in their daily lives. In fact, 

most people spend an average of five hours a day on their 

smartphones. This opens up a huge number of options for 

businesses and investors to make serious profit. According to 

some metrics, Southeast Asia's mobile economy far exceeds 

that of more developed Western nations; for example, phablets 

(large screen mobile devices) manage 73% of the mobile device 

market in Southeast Asia, compared to only 48% in the United 

States [7]. The emerging economies have an ability to create 

huge opportunities for advertising applications, opening up 

channels for growth and monetization. There is a next wave of 

emerging economies defining the trajectory of application 

economies, with Southeast Asia leading the way as the fastest 

growing Internet region in the world. Asia-Pacific is the fastest 

growing mobile phone market as the combination of better 

telecommunications infrastructure, high volume marketing and 

the rise of cheaper smartphones have contributed to the 

explosive growth and adoption of the app installation market in 

the region. As mobile phones become increasingly relevant to 

the global market, new devices from companies such as 

OnePlus, Xiaomi and Huawei are increasingly made available, 

offering similar features as more expensive Android and Apple 

devices, but at a much more favorable price.  

III. MARKETING 

 With every trick in their book, the applications try to 

attract the attention of the users and bring them into the sales 

funnel. And those in the market who have a budget do not shy 

away from spending money on paid advertising. This leads to 
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more competition for popular keywords, resulting in more 

bidding for that keyword. This means that the ad displayed in 

an application will have a higher CPC / CPM for advertisers, 

which in turn will mean more revenue from the user if the ad is 

clicked or even viewed. 

A. Fraudulent traffic 

However, when ads are used in mobile applications, 

there is room for defrauding the advertisers through them. 

Mobile application advertising fraud targets the advertisers and 

any users of mobile advertising. The purpose of this type of 

fraud is to steal the planned budget for advertising the 

application. Ad fraud can take many forms, from fake 

impressions and app launches to click-injections and click 

spam. This type of fraud is on the rise, and a contributing factor 

is that the increased content of mobile phones offers more space 

for advertising and demand from the audience, which develops 

a kind of vacuum used by fraudsters. The advertising and 

marketing community is facing a major threat of losing money 

due to the increasing number of scams through mobile 

applications. Advertising fraud is projected to spend 44% of 

paid advertising traffic in 2020, costing the market $100 million 

a day in 2022 [8]. For this reason, tackling ad fraud is of the 

highest importance, as all sectors and digital ad formats are 

affected. Advertising fraud not only affects advertiser budgets 

but also, most importantly, their important KPIs, such as in-app 

purchases, LTV and other important metrics.  With all this in 

mind, an increasingly important indicator of the performance to 

be monitored in 2020 is the ratio of valid versus invalid traffic 

in the application. Knowing this rate, advertising budget 

spending can be targeted at real users instead of illegitimate, 

fake users. 

 

Fig. 3. Rate of fraud in traffic – App Store 

 

Fig. 4. Rate of fraud in traffic – Google Play 

 According to an analysis conducted by Interceptd [9], 

the number of ad frauds has been steadily rising for years. This 

analysis was conducted with the help of 12,000 mobile 

applications from many different types of app categories and 

different countries and over 40 million installations. They found 

that while ad fraud is on the rise, and it is the second-largest 

organized crime after narcotics, the Android platform is still a 

little more affected by fraud than the iOS platform. However, 

the rates are relatively similar when comparing Android versus 

iOS, with Android having 27.3% of fake ad traffic, compared 

to 22.1% for iOS. Interceptd predicts that by 2022 the 

advertising industry will lose an average of $30 million per day 

on the iOS platform and as much as $70 million per day on the 

Android platform [10]. 

 

IV. MONETIZATION 

 

 Paid apps are a great way to make money. Ad revenue 

varies depending on how much advertisers are willing to 

advertise on the application. Creating a paid application is great 

because the app creator decides how much s/he wants to charge 

for the application and the user has to pay the full amount if s/he 

wants to download it. But no one wants to pay for unknown 

goods. It is very difficult to get people to give their money, let 

alone pay for an unknown application. Because of this, many 

applications offer a trial version that usually has fewer features 

and capabilities than the one charged. At the beginning when 

the mobile app market was open, most of the mobile apps were 

charged and it was the only monetization model. Today there 

are still several categories of applications for which the Paid 

Applications model is more profitable than others. These are 

mostly apps that provide unique features such as utilities, 

productivity, photography and video, and navigation apps [6]. 

In 2016, total revenue generated from sales in mobile 

applications and in-app advertising reached $88 billion and this 

figure could reach $200 billion in 2020 [2]. This growth of over 

200% shows that there is a lot of room for monetization in the 

application industry for which application developers can claim 

a share. The difference in the number of free and paid 

applications on the Google Play market and the App Store at the 
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end of 2019 is significant. Out of all the Google Play 

applications, 96.2% are free, while this number is 90.8% on the 

App Store. Because of this, developers' application 

monetization strategy is increasingly turning to models that 

cover free application space. Also known as premium apps, 

traditional paid apps cost users a one-time download fee from 

the Play Store or App Store. While a paid application can be 

any amount of money, the most common price range is between 

$0.99 and $9.99. 

V. SURVEY 

 In order to find out the degree of impact of mobile 

applications in our environment, and also to understand how 

users react to the monetization methods used in applications, a 

survey was conducted with 114 participants [4]. The main 

intention of the survey was to get some general insight in 

regards to the user’s eagerness to participate in mobile-related 

activities, and by formulating concise questions and analyzing 

their answers, specific information on the impact of 

applications in the Macedonian society was obtained. 

Furthermore, this survey was intended to scratch the surface in 

regards to the mobile applications and their monetization 

practices in Macedonia, and as such, it has a good basis for 

expanding in the future with more specific questions regarding 

gender distribution, user income etc. This survey managed to 

give a picture of the potential values of some metrics such as 

the metric for daily active users – through which it can be 

partially measured by the result of the degree of daily use of the 

mobile phone. In addition, it determined what the average CAC 

would be and the degree to which users respond to paid or 

sponsored ads in applications. Also, it let us observe the 

potential value of the average user of an application, which can 

be determined by the amount of money that the user is willing 

to pay in order to download or subscribe to an application, or to 

pay in order to remove advertising material from the 

application.  

This survey reviewed the potential consumer power of 

mobile application users in Macedonia, their preferences when 

it comes to the type of applications that they use most often, the 

degree of their interaction with applications and their patience 

when it comes to marketing campaigns with which their interact 

on a daily basis. Reviewing the results of the questions asked in 

the survey, I managed to get a clearer, positive picture when it 

comes to users of mobile applications in Macedonia. 

 

Fig. 5. What is the age of the participants? 

Of the respondents, the most common age group were 

those between 26-30 years with 53.5%, followed by the groups 

of 31-40 years with 21.9% and 19-25 with 21.1%. In this 

modern society, where access to information is huge, it is very 

likely that users are familiar with the fact that mobile 

applications are monetized, and so as many as 86.8% of 

respondents were aware of that fact. In terms of daily use of 

applications, 43% of respondents use mobile applications for 1-

3 hours, 30.7% use them for 3 to 5 hours, and 21.9% use them 

for more than 5 hours. During this time, the most commonly 

used types of mobile applications are social networks – 91.2% 

(100% of respondents are users of social networks), messaging 

applications – 49.1%, games – 35.1%, shopping applications – 

28.1% and news applications – 21.1%. In order not to ask the 

question of what kind of applications are downloaded more, 

free or paid applications, where the obvious answer would be 

known, the question whether the respondents ever paid for an 

application was asked instead. As many as 35.1% of 

respondents paid to download an application versus 64.9% who 

did not pay. 

 

 

Fig. 6. What is the average price of the subscribed apps? 

Of those who have paid for an application, 60% have 

paid for 2 to 5 applications, 32.5% have paid for one and 7.5% 

have paid for more than 5 applications. The average price of 

paid applications is $1 to $5 and is represented by 87.5%, and 

0.99 dollars in 7.5% of cases. Applications priced at $6 to $10 

or more are up 2.5% each. These data are just an additional 

confirmation of the fact that as many as 90.5% of respondents 

are willing to pay up to $10 to download an application (up to 

$5 – 60.8%, from $5 to $10 29.7%). 
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Fig. 7. How much are you prepared to pay to use an app?  

Regarding the respondents who have not downloaded 

the application, the reasons that stand out and that would 

persuade them to pay for the application are: the unique content 

of the application – 71.6%, the favorable price – 41.9%, the 

positive reviews from users – 35.1 % and quality design – 

25.7%. As for the respondents who have paid for an app, the 

types of apps they have paid for are in the games, social media, 

shopping, and news app category. Of those surveyed, 35.9% 

have subscribed to one or more applications. Only one 

application has 61% subscribed, 2 to 5 applications – 36.6%, 

and subscription to over 5 applications – 2.4%. In terms of the 

amount of monthly fee paid by respondents, in 48.8% of cases 

the amount for subscription is up to $5, 26.8% is from $5 to 

$10, 17.1% is from $10 to $20 and over $20 a month 

subscription in 7.3% of cases. 

 

 

Fig. 8. How many apps are you subscribed to?  

The respondents consider 44.7% of the content of the 

ads to be irrelevant, while 66.7% of the respondents do not even 

open the ads that appear to them. During the day, 44.7% of users 

face these types of ads more than 5 times, 29.8% face 3 to 5 

times and 23.7% of never up to 3 times. Knowing these data, 

we should not be surprised by the fact that as many as 89.5% of 

respondents have uninstalled an application precisely because 

of the overuse of ads. 

 

 

Fig. 9. How many times per day do you encounter mobile ads?  

 

Fig. 10. Do you think that the ads are relevant to your needs?  

As many as 91.5% of respondents are willing to 

subscribe to an application in order to remove ads if the fee is 

up to $5. This rate is very high and the price is favorable, so by 

implementing such a business model, the application could earn 

revenue while retaining users. 

VI. CONCLUSION 

 Applications no longer serve only as promotional 

tools, but their performance now determines whether a 

company will be successful or not. The focus is continually 

shifting from large to smaller screens, and this is becoming 

more apparent the longer time is spent on mobile devices. 

Websites are being adapted to suit mobile screens, the number 

of applications is increasing and thus their quality, reliability 

and the degree of trust we place in them. The level of trust in 

the applications allows us to share confidential personal and 

business data with them, to make payments and at the same time 

to feel safe in doing so. Until recently, quality mobile phones 

were considered a luxury and their price in the global market 

was higher, but the development of new mobile phones with 

affordable prices and quality contributed to the opening and 

expansion of the application market. In addition, the increase in 

the number of free applications allowed a sharp increase in the 

user bases of the applications and a chance to develop 

promotional channels and monetization methods. Analyzing all 

the data can help us find out what is the impact of monetization 

in Macedonia and which monetization strategies would best suit 
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this region. A survey with 114 participants was conducted, and 

from it encouraging results were obtained, regarding the users’ 

mindset and way of thinking. Users’ purchasing power varies, 

but there are some commonalities in the way mobile app users 

think. The need, unique content and good user experience are 

factors that can persuade a user to subscribe or pay for an 

application. Implementing an adequate hybrid model of 

monetization strategies in an application with such factors and 

which is tailored to the needs of users and the region in which 

they are located can lead to a successful monetization story. 

Users in Macedonia have increasing confidence in the 

applications and, given that the application market in 

Macedonia is still developing and growing, and a number of 

promotional channels and monetization strategies are not 

integrated, it provides space for the implementation of such 

strategies and channels, and the development of profitable 

applications. 
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Abstract—Morphosyntactic tagging is the process of assigning
morphosyntactic descriptions to the words in a given text.
Assigning morphosyntactic tags to Macedonian text is challenging
for multiple reasons, including the large tagset size, relatively free
and flexible word order and the smaller amount of available re-
sources. In this paper, some existing methods for morphosyntactic
tagging will be applied to Macedonian and evaluated on accuracy,
training and tagging time using the Multext-East corpus. It will
be shown that trigram tagging, tiered tagging and CRF-based
tagging achieve the highest accuracy and could be basis for future
implementations of Macedonian MSD tagging.

I. INTRODUCTION

Morphosyntactic tagging is the process of assigning mor-
phosyntactic descriptions to the words in a given text. The
morphosyntactic description of a word is language-dependent,
and includes the part of speech of the word, as well as
more detailed grammatical categories, like gender, case, tense
and aspect. It’s a problem that’s closely connected to part-
of-speech tagging, but is much more challenging due to
the level of detail involved. Morphosyntactic tagging is a
significant preprocessing step in many natural language pro-
cessing applications, and is especially important for highly
inflective languages, like the Slavic languages in general and
Macedonian in particular, where the part-of-speech on its own
isn’t useful enough for most further applications.

The biggest challenges for morphosyntactic tagging of
highly inflective languages, to which Macedonian belongs,
are the large tagset size, relatively free and flexible word
order and the smaller amount of available resources. Highly
inflective languages exhibit a large tagset because there are
multiple mutually dependent grammatical categories for most
parts-of-speech, where all combinations of these grammatical
categories are possible for a given part-of-speech. Many of
these categories also depend on the other words in the sentence
and combine multiple categories in a single morpheme [1].
The errors made during morphosyntactic tagging depend on
the tagger used, however, this problem is well-illustrated in
[2], in which it’s shown that most of the errors for Croatian,
which, like Macedonian, is a South Slavic language, occur on
the detailed grammatical categories, especially gender, number
and case. While Macedonian has a smaller tagset than most
Slavic languages, the number of possible morphosyntactic tags
is still large enough to pose a challenge to existing morphosyn-
tactic taggers. However, it’s also important to note that the

disappearance of the grammatical category case for most parts
of speech (with the exception of pronouns) in Macedonian
reduces both the number of possible tags overall and the
number of ambiguous words. On the other hand, Macedonian
has a large and varied number of verb conjugations, with
tense, aspect, person, type, gender and number being only
some of the more important grammatical categories, which
adds additional complexity and ambiguities to the problem.
Ambiguities in Macedonian can appear both across parts-of-
speech (e.g. third person singular neuter nouns and adverbs)
and within them, though this doesn’t happen as often.

Another problem that poses a difficulty in developing a mor-
phosyntactic tagger for Macedonian is the lack of resources
available for the training of statistical methods, which con-
sistently perform better than rule-based taggers. The smaller
available datasets also mean that the number of unknown
words, which are more difficult to tag correctly, will be
larger and that morphosyntactic tags that don’t appear in
the training set are more likely to exist in the text to be
tagged. This is often mitigated my adding a morphological
analysis component and using a word-form lexicon as a part
of the tagger. However, the size of the lexicons available
for under-resourced languages also tends to be smaller. The
smaller training sets combined with the large tagset size also
negatively affect the performance of taggers that use more than
just the current word for morphosyntactic tagging, leading to
a larger number of combinations with fewer training samples
of each.

Most morphosyntactic taggers rely on the surrounding con-
text of the word to help with assigning the tag of the current
word. This is generally a good strategy, since the grammatical
categories of a word often depend on the categories of other
words in the sentence. This is also the case for Macedonian.
However, Macedonian also has a fairly free word order, and
it’s often possible to express the same sentence with multi-
ple grammatically correct word orderings. A broader context
would need to be considered to cover a significant amount
of word orderings in a sentence, which can be inefficient and
further reduces the number of available training samples. That
doesn’t mean that context is not a useful feature to consider
when assigning morphosyntactic tags to Macedonian text -
for example, if a noun follows an adjective, it will still have
the same number and gender as that adjective, it just isn’t as
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reliable as indicator as in some other languages with a more
fixed word order, like English.

Methods that have been successful for similar languages
include HunPos, which is a trigram tagger, originally devel-
oped for Hungarian, but has also shown promising results
for Croatian and Serbian [3]. Morphosyntactic taggers based
on Conditional Random Fields, such as CRFSuite, have also
shown promising results for Slovenian [4]. Tiered tagging has
shown good results for Romanian [5]. Other methods that
have shown good results for other Slavic languages include
the averaged perceptron tagger, deep learning and combining
multiple taggers by letting them vote on the tag to be assigned
to each word.

In this paper, some of these existing methods for mor-
phosyntactic tagging will be applied to Macedonian and eval-
uated on accuracy, training and tagging time and an overview
of the errors made by the taggers will be given. The methods
used here were chosen based on their availability to the author.
The taggers were trained and tested on the Multext-East v6
corpus [6], [7], which contains the annotated novel 1984.
The Macedonian corpus consists of around 6000 sentences
and 100000 tokens. The text is segmented in sentences and
tokenized, and each word is annotated with its lemma and
morphosyntactic description. The part of speech of the word
is encoded in the first position of the morphosyntactic tag,
followed by the grammatical attributes that are applicable for
each category. The number of additional categories ranges
from 0 (for abbreviations) to 9 (for verbs).

The rest of this paper is structured as follows. In section
2, an overview of the methods that have been used on
related languages is given. The tagging experiments using
these methods on Macedonian are described in section 3.
Section 4 contains the results of these tagging experiments
and a discussion of the given results. Finally, a conclusion
and directions for further research are given in section 5.

II. RELATED WORK

Currently, there is no previous research on methods for
morphosyntactic tagging of Macedonian. Existing research on
part-of-speech tagging shows that using a maximum entropy
cyclic dependency network delivers the best results for the
same corpus at 97.5% [8]. This approach uses a bidirectional
dependency network, explicitly taking into consideration the
context from both the previous and next word, as well as a
wide range of additional lexical features [9]. Since there is
no previous work on Macedonian, methods that have been
successful for other South Slavic languages were used as the
starting point for the current research.

For Serbian and Croatian, the trigram tagger HunPos
achieves an accuracy of 87.7% and 85.56% on the full MSD
tag respectively [3], using the Multext-East tagset on corpora
from different domains. HunPos is based on Brants’ tagger
[?], which uses a second order Hidden Markov Model to
label words with their MSDs. It models the tags as states and
the words as outputs, using the two previous states (tags) to
compute the transition probabilities, and the current state/tag to

compute the lexical probability for each output/word. The TnT
tagger handles unknown words by employing suffix analysis.
HunPos [10] is an open-source extension of TnT, which was
developed for Hungarian and which achieves comparable re-
sults to TnT for this language. One difference between HunPos
and TnT is that HunPos uses both the current and previous
tag to compute lexical probabilities. While [11] focuses on
non-standard varieties of the languages, it shows that taggers
based on Conditional Random Fields and bidirectional LSTM
networks perform much better than HunPos on these non-
standard varieties, which makes these taggers also viable
candidates for MSD tagging of the standard varieties of South
Slavic languages. The two types of taggers perform almost
equally on Serbian and Croatian, whose non-standard varieties
are closer to the standard language, while for Slovenian,
the bidirectional LSTM network performs slightly better. It’s
important to note that the results achieved here are also better
than the ones reached by HunPos on the standard varieties,
however, HunPos, and trigram taggers in general are much
faster.

A tagger based on Conditional Random Fields has also been
used on the standard Slovenian language [4] and showed an
accuracy of 86% when trained on a corpus of 100000 tokens,
which is comparable to the size of the corpus used in this
paper. Ref. [4] also shows that this accuracy can be improved
by using a larger corpus and an inflectional lexicon, however,
for corpora consisting of fewer than 200000 tokens, the
addition of a lexicon doesn’t lead to a significant improvement
and doesn’t pay off in relation to the performance hit.

Perceptron-like algorithms have also shown good results
in previous work and will be considered here. The averaged
perceptron tagger [12], represents the word sequences as a
feature set and averages the estimated parameters, has achieved
an accuracy of 95.75% for the full MSD tag for Czech [13].
The Czech language faces similar or bigger problems than
Macedonian in terms of tagset size, ambiguities and free word
order. However, it’s also important to keep in mind that it
has a much larger amount of available resources. Another
perceptron-like algorithm, which extends Collins’ algorithm
by using bidirectional guided learning [14] showed results
comparable to the ones of the best-performing tagger for
Macedonian POS tagging [8], which is an additional reason
to consider perceptron-like algorithms for full MSD tagging
of Macedonian.

Another method that has lead to good results for other
languages of the Multext-East corpus is tiered tagging. The
approach here is to first determine a reduced tagset and then
assign tags from his reduced tagset to all words that need
to be tagged. The full MSD is then determined in a second
step, where the number of possible tags for each word that are
extensions to the reduced tag is usually one. This method has
achieved an accuracy of above 90% for both Slovenian and
Czech, as well as Romanian, Hungarian and Estonian [5].

Combining taggers has often been proposed as a way to
improve tagging accuracy. Combination approaches include
serial combination, letting multiple taggers vote on the correct

54 

The 18th International Conference on Informatics and Information Technologies - CIIT 2021



tag and training an additional classifier to pick the correct
tag from multiple. The tagger represented in [15] uses mor-
phological analysis, followed by a rule-based component and
a statistical HMM tagger. It was tested on a Czech corpus
and while including the rule-based component only shows a
slight improvement, adding hand-written rules could be more
useful for languages with fewer available resources. Ensembles
of taggers that vote on the MSD tag have been tried for
multiple languages. For Polish, a combination of a brill tagger,
a memory-based tagger, a tiered and a CRF-based tagger
has shown an accuracy of 92% when using voting weighted
on the overall performance of the taggers and the per-class
performance for each grammatical category [16]. Another
combination method that has been proposed uses information
about the predicted tags of two taggers as features and lets a
new classifier learn in which cases each tagger is more likely
to be correct [17]. The result presented in the paper is behind
the state of the art now, so only the other two combination
methods will be considered further.

III. EXPERIMENTS

Various existing implementations for MSD tagging were
used on the available corpus to see which approaches perform
best and should be looked into for further development and
adaptation to the Macedonian language. Additionally, some
combinations of multiple taggers were also tested in order see
to what extent this improves the result, and whether combining
taggers is reasonable in relation to the additional running time
of these algorithms.

The baseline tagger used for comparison assigns the most
likely tag to each word, that is, the tag that is most often
assigned to the given word in the training set. One problem that
appears here is the handling of out-of-vocabulary words that
don’t appear in the training set. Two versions of the baseline
tagger were implemented. In one of these implementations,
unknown words are assigned the most common tag overall, in
this case Sps (simple preposition). This isn’t the best strategy,
since a large number of prepositions are likely to appear in
the training set, while unknown words are more likely to be
open-class words such as nouns, verbs and adjectives. The
second baseline implementation uses a suffix tagger to assign
tags to unknown words with an approach inspired by [18].
This implementation assigns the most likely tag out of all
tags assigned to words with the same suffixes as the unknown
word. The probabilities for the known words are computed
using the formula

P (t|w) = C(w|t)
C(w)

(1)

where C(w|t) represents the number of times the word w has
the tag t in the training set and C(w) denotes the total number
of times the word w appears in the training set. For unknown
words, the formula

P (t|w) =
∑n−2

i=2 C(wi,n|t)∑n−2
i=2 C(wi,n)

(2)

is used, where wi,j denotes the substring from i to j of the
word w, or this suffix tagger counts the number of times each
substring of the unknown word appears in the training set with
the tag t.

Another experiment included running a transformational
Brill tagger which applies a list of derived transformational
rules to the result of another tagger. The Brill tagger used was
the one provided by NLTK [19] and it was applied on top of
the baseline tagger. The tagger was tried using multiple sets
of feature templates. The best performing features included

• the MSD tags of the two previous words
• the next two words
• the current word
• the MSD tag of the current word

While this tagger doesn’t lead to a significant improvement,
it can show us the rules it extracts, which can be useful for
further analysis and feature extraction for other taggers. Most
of the rules are based on the previous MSD tag and next
word, while words with a distance of two rarely appear in
the transformation rules. This could indicate that a smaller
context might be better than a wider one when determining
the MSD for Macedonian words.

Another tagger that was tested was the averaged perceptron
tagger. The implementation provided by NLTK was used in
this experiment as well. The algorithm was only ran using the
default features in this implementation. These include

• the suffix of length 3 of the current, previous and next
words

• the MSD tags of the previous two words
• the previous two words
• the next two words

These features were calibrated to perform well on English
and might not be the best option for other languages. While
many of the features used are reasonable for Macedonian, it
might be possible to get better results using different features,
specifically by including prefixes and using a wider or a
smaller context.

HunPos is an open-source trigram tagger and was used in
its original form. This tagger estimates the probability of the
current tag based on the previous two tags, and the emission
probability based on the current and previous tag. It uses suffix
guessing for unknown words.

Tiered tagging was another approach used to assign MSD
tags to Macedonian text. In tiered tagging, only the part of
speech is tagged in the first step, while in the second, the
tagger finds the intersection between all possible full MSD
tags for the POS assigned to the word in the first step, and
all possible MSD tags for he given word. The decision to
only use the part-of-speech in the first step was made for
simplicity and because previous research [5] shows that finding
the ideal subset of tags for the first step is a computationally
intensive process. Other than the choice of tagset for the first
step, the tagger used to learn these tags is also crucial to
the performance of the tagger, as this limits the accuracy that
tiered tagging can achieve. Here, the taggers used in the first
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step were the averaged perceptron tagger and the maximum
entropy bidirectional dependency network. The result of the
intersection between the full MSD tags and the possible tags
for each word is usually unambiguous - only around 500 words
in the test set had more than two possible tags.

However, a big problem for this tagger are out-of-
vocabulary words. These contributed the most to the errors
of this tagger. A few approaches to tagging unknown words
were used in the tested tiered tagging implementations. One
of them was to use the same suffix tagger used in the baseline
tagger. Another method was combining this suffix tagger with
the tag determined in the first step by taking the intersection
of all possible tags with the same suffix as the given word and
all possible MSD tags for the POS tag assigned to the word.
This tagger is also sensitive to errors in the training set. For
example, the word edna appears in the corpus with both wrong
tags, such as Ag-ms-n and correct tags, one of which is Ag-fs-
n. If the first step determines that the word is an adjective, both
of these would be possible options for the full MSD tag of
this word, even though only Ag-fs-n is correct. Since mistakes
are less common than correct tags, statistical taggers won’t
be too strongly affected by some words in the training corpus
being wrongly tagged. But in tiered tagging, even one mistake
will add the wrong tag to the set of possible tags, which can
lead to a wrong result. This motivates the addition of a set of
simple disambiguation rules that determine the correct tag if
the intersection of all MSD tags for the given part of speech
and all possible MSD tags for the given word contains more
than one element. The addition of disambiguation rules leads
to this tagger being language-dependent and not reusable for
other languages, but it does successfully reduce the number of
errors. Another solution to dealing with errors in the training
corpus could be using the most common tag in ambiguous
cases, however, this wasn’t tested in the scope of this paper.

CRFSuite was used in two different ways. One approach
was to use the CRF tagger provided by NNLTK with the
default features. These include

• the current word
• capitalization features
• punctuation
• whether the word contains a number
• suffixes of the current word with up to length 3

Experiments were also ran by directly using CRFSuite with
multiple feature sets. The features used included various
combinations of capitalization features, prefixes up to length
2 and suffixes of length up to 4, the surrounding context of
the previous one or two words and next one or two words and
the possible MSDs for the current word. The best performing
features were

• the current word
• the previous word
• the next word
• capitalization features
• suffixes up to length 4
• prefixes up to length 2

The features were inspired by [4]. The experiments showed
that adding the MSD hypotheses doesn’t lead to an improve-
ment, and using a wider context leads to worse results than
using a smaller context. The features provided by NLTK
produced significantly worse results compared to the other sets
of features used, which was expected, since the NLTK features
were selected to perform well for English.

Combining multiple taggers can often lead to a better result
compared to a single tagger. Here, different combinations of
two or more taggers were used to see whether the increase
in accuracy justifies the increased time needed for training
and testing. In most cases, the combined result of the taggers
for each word was the tag that he majority of the taggers
assign to that word, either by simple voting or by weighting
the votes with the accuracy of the tagger. The taggers that
were included in these combinations included the HunPos,
CRFSuite, Averaged Perceptron and tiered tagger. The taggers
where chosen based on their high individual accuracy. While
the combinations always exceeded the baseline accuracy, they
sometimes performed worse than some of the individual
taggers, for example in cases where two taggers predicted the
wrong tag and one predicted the correct one. Accordingly,
the weighted voting scheme preformed better than the simple
voting scheme. It’s important to note that he taggers used
often make the same mistakes, leading to the possibility of an
increased improvement over individual taggers if the taggers
involved are more different. One other combination that was
used was using the tiered tagger for tagging known words and
the CRFSuite tagger for tagging unknown words, based on
their respectively best performance on these classes of words.

IV. RESULTS

The taggers were tested on a 67/33 split of the corpus. The
best performing taggers overall were the combined taggers
when using weighted voting. Some of these taggers achieved
an accuracy of 94% or higher, while the highest accuracy
among the individual taggers of 93.5% was achieved by
HunPos, followed closely by the tiered tagger which achieved
an accuracy of 93.2% in the case when the suffix tagger
determines the possible extensions to the POS tag assigned in
the first step and disambiguation rules are used in ambiguous
cases. The baseline tagger achieved an accuracy of 88%
when unknown words were tagged with the most common
tag overall, and 90.48% when including a suffix tagger for
unknown words. The highest overall accuracy was achieved by
combining the tiered and CRFSuite taggers, using the tiered
tagger for known and CRFSuite for unknown words. This
tagger achieved and accuracy of 94.5%.

While the tiered tagger performed best with the added
extensions, unknown words posed a significant challenge to
it. Simply using the suffix tagger that was also used for the
baseline lead to an accuracy of only 90.9%, where 97.5%
of the known words were tagged correctly, but only 61%
of the unknown. The tagger used in the first step also
made a difference - the latter accuracy was achieved with
the Averaged Perceptron tagger, while the highest accuracy
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TABLE I
TAGGING ACCURACY FOR INDIVIDUAL TAGGERS

Tagger Token accuracy Sentence accuracy Accuracy on known tokens Accuracy on unknown tokens
Baseline 90.48% 36.72% 95.8% 50.81$

Brill 91.52% 40.43% 96.98% 50.81%
Averaged Perceptron 91.17% 40% 94.82% 63.98%

HunPos 93.5% 48.82% 97% 67.37%
Tiered tagging 93.22% 46.68% 97.54% 61.1%

CRFSuite 92.9% 46.18% 95.61% 72.72%

was achieved using a Maximum Entropy Cyclic Dependency
Network, which achieved an accuracy of 97% in the first
step. HunPos, on the other hand, performed much better on
unknown words, reaching an accuracy of 67.4%. CRFSuite
was much slower than the previously mentioned taggers and
achieved the third-best accuracy among individual taggers of
92.5%. It’s especially notable that the accuracy on unknown
words was 72%, which is the highest accuracy achieved on
unknown words by any of the taggers.

Table I shows the token and sentence accuracy for each
individual tagger, was well as the accuracy on known and
unknown tokens. The only tagger with a noticeably longer
training time was CRFSuite.

Most taggers made more errors on the part-of-speech than
the full MSD tags. The most common or second most common
mistake for all taggers was mistagging simple coordinating
conjunctions as simple particles or the other way around.
Other common mistakes on part-of-speech came from tagging
relative and general pronouns as adverbs or vice-versa, as
well as tagging relative pronouns as subordinating conjunc-
tions. The latter mistake is one that is helped by using the
context, and accordingly, it was much more common for
the baseline tagger than all other taggers. The Brill tagger
primarily corrected mistakes in tagging conjunctions, particles
and pronouns across part-of-speech categories, while few rules
corrected mistakes made on the detailed MSD tags. Most
taggers also had trouble correctly tagging third person singular
neuter adjectives and adverbs. On the detailed MSD, most
mistakes overall were made on noun gender, verb aspect and
adjective type and degree. Verb tense was also an issue for
some taggers, especially the averaged perceptron tagger, but
still less of an issue compared to aspect. While mistakes
on pronoun POS were among the most common for most
taggers, all of them made only a few mistakes on the detailed
MSD for pronouns. Here, the biggest problem was the case,
or specifically tagging personal pronouns for direct object
(denoted as accusative case in the tag) and indirect object
(denoted as dative case in the tag).

V. CONCLUSIONS AND FUTURE WORK

The overall best-performing individual tagger was the tri-
gram tagger HunPos. While other methods perform better on
part-of-speech only tagging, this trigram tagger achieves the
highest accuracy on full morphosyntactic descriptions. Con-
tinuing research in this direction could be useful, especially in
adapting the transition and emission probabilities to best fit the

needs of the language. While tiered tagging shows promising
results, it’s important to keep in mind that it has trouble
dealing with unknown words. It also only uses the surrounding
context in the first, statistical step, but context can also be
useful for determining the detailed MSD. In this case, the
inclusion of a rule-based disambiguation element helped with
this problem and increased the accuracy of the tagger at the
expense of making it language-dependent, however, unknown
token accuracy remained low. CRF-based taggers are also
promising for further research, but it’s important to keep the
long training time in mind. Combining these individual taggers
with a weighted voting scheme always leads to better results
without significantly increasing the training time of individual
taggers. Finally, while deep learning wasn’t explored in this
paper, it has shown good results for other languages and could
be another potential future step in the research of learning
morphosyntactic descriptions of the Macedonian language.
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Abstract— The paper presents research about the use of
linear regression model for the analysis of the interrelation of
the grades by subject in 1st semester to a final grade of year
(after 2nd semester) in secondary school education level. The
authors used linear regression to create equations for
description relation between grades as independent variables
and rating (final grade) as a dependent variable. Final grade
calculates as an average of all subjects' grade. The research
was based on the set of data related to the success of
Persian-Bosnian College students, Bosnia and Herzegovina.

The research results are four equations whose predictors
(independent variables) are 1st semester grades and response
(dependent) variable are a final grade by 2nd semester of 1st
year, 1st semester of 2nd year, and 2nd semester of 2nd year,
respectively. Also, research results are equations whose
variables are grades with the highest correlation coefficients,
which is lower than 0.1 in the first iteration. These equations
are created if some first iteration correlation coefficients are
lower than 0.1. For all models and iterations, training is
performed on the training dataset and prediction on the test
dataset. The efficiency of method prediction is measured by the
diagnostic plot for the training dataset and by the confusion
matrix for the test dataset.

This research should help educational institutions to predict
students' success, i.e., the final grade of semesters of 1st and
2nd year based on subjects' grades in 1st semester of 1st year.
Based on this prediction, educational institutions can make the
teaching processes more efficient and be more attractive for
future students.

Keywords— Secondary school, student's success prediction,
linear regression model

I. INTRODUCTION

The secondary level of the education system in Bosnia
and Herzegovina aims to prepare students for entry into the
labor market or higher education. Secondary schools are
predominantly public, but several private secondary schools
exist, too. All schools, private or public, have to conduct the
education process according to a set of rules and regulations
issued by ministries of education. The primary quality
indicator is students' success and school management policy
to help students to achieve better success [1].

Management of secondary schools is under a
considerable challenge to prepare students for entry into a
highly competitive, dynamic, high-tech, complex, and
interdisciplinary global labor market and higher education
environment. They can respond to that challenge by
equipping their students with appropriate knowledge, skills,
and competences [2].

One of the significant changes in the education market of
Bosnia and Herzegovina is the continuous activity of high
school managers to achieve a better position in the education
market. The market struggle is caused not only by
competition between public and private schools but also by
the presence of a lot of organizations that offer various
informal programs. Although this type of education cannot
be compared with formal education, it is a fact and, as such,
must be considered [3-4]. For example, these organizations
offer a comprehensive list of short-term specialized courses
to citizens [5-6]. Such learning delivery platforms put
pressure on institutions providing formal education to
upgrade their curriculum continually and finally define a
more flexible educational process. The goal is to maintain
systems' standards concerning learning outcomes.

II. LITERATURE REVIEW

O. D. Oyerinde et al. present research proposes a
framework to administer the prediction of Students
Academic Performance using Learning Analytics
techniques. Multiple Linear Regression was used with the
aid of the Statistical Package for Social Sciences (SPSS)
analysis tool. The analysis showed that students who
perform well in mathematics courses have better chances of
acquiring excellence in other Computer Science courses. [7]

S.J.H. Yang et al. present research about predicting
students' academic performance using multiple linear
regression and principal component analysis. Authors
combined MLR with principal component analysis (PCA) to
improve the predictive accuracy of the model because
traditional MLR has certain drawbacks; specifically, the
coefficient of determination (R2) and mean square error
(MSE) measures and the quantile-quantile plot (Q-Q plot)
technique cannot evaluate the predictive performance and
accuracy of MLR. [8]

M. Gadhavi et al. present research about student final
grade prediction based on linear regression considering
Massive Open Online Course (MOOC) and open education
systems. As authors say, students have the flexibility to learn
anything with ease as the learning content is easily available.
But this facility can make student complacent. Therefore, it
becomes difficult to predict student performance in advance.
The authors collected the marks of internal exam
components of one subject to predict the final grade in that
subject. The internal marks are normalized to 100
(percentage) to have accurate results. The model provides
predicted grade of final examination subject and helps
students to know how many marks in the internal
examination are required to get particular grade [9].
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H. Darman et al. present research about using a multiple
linear regression model is developed to predict the students'
score in Final Exam using their assessments' score. The
response variable in this model is the students' score in the
Final Exam, and the predictor variables are the assessment
components (Test 1 and Test 2). A regression model has
been developed with the aid of the Statistical Package for
Social Sciences (SPSS) analysis tool. The analysis has
shown that the students who perform well in Test 1 and Test
2 have better chances of getting good scores in the final
exam, and vice versa. The value of R-square indicates at
least one of the predictor variables contributes to the
prediction of the students' performance in the final exam.
Meanwhile, the rejection of H0 suggests that there are
significant relations between final exams' scores and the
independent variables (Test 1 and Test 2) [10].

W.Z.Khan et al. present research about creating multiple
regression model for predicting the students' performance is
adequate for independent variables of the aptitude test score,
time spent in physical training, and time spent in TNA
modules. As authors say, the model makes it possible to
predict moderately the possibility of attrition in the
engineering program. Authors concluded that early detection
of students at academic risk is a useful instrument that can
help to design mentoring strategies right from the end of
admission process [11].

III. LINEAR REGRESSION MODEL

Regression analysis is a statistical technique for
investigating and modeling the relationship between
variables. That is a supervised learning method, which is
employed to model and analyze the relationship response
(dependent) variable to one or more independent regressor
or predictor (independent) variables. Regression analysis is
used to build a prediction model, i.e., the best fitted model
with minimum squared errors of the fitted values and further
applied to data for continuous value predictions. Besides
simple and multiple linear regression, there are many types
of regression. When the relationship is nonlinear, that is
nonlinear regression.

An essential aspect of regression analysis is data
collection. Any regression analysis is only as good as the
data on which it is based. A good data collection scheme can
ensure a simplified and a generally more applicable model.
A poor data collection scheme can result in severe problems
for the analysis and its interpretation.

IV. PROBLEM DEFINITION

In the process of the curricula development and
implementation, the decisions what is to be taught, for what
reasons, and how learning should look like are crucial for
the success of curricula. In order to ensure successful
achievement of planned learning outcomes, the curricula
have to be carefully designed and implemented.

The way parts of the curricula are designed, their
complexity and volume, and their sequence within curricula
are defined by the Ministry of education, which is a
competent state institution.

That is why the authors raised the question: is it possible
by using linear regression analysis to determine equations
for describing the relation between grades by courses
(subjects) of 1st semester of 1st year and final grade of
another semester of 1st and 2nd year.

The educational process is divided into two parts. 1st and
2nd years make the first part and subjects are the same for
all students in both years. 3rd and 4th years are considered
as a second part, and subjects depend on students' choice.
Research is performed using data from 1st and 2nd year
only.

V. METHODOLOGY

Within the research, the set of data related to the success
of students of Persian-Bosnian College is used. The final
grade of every semester is the average of subjects' grades.
There is not any kind (especially not mathematical equation
for calculating) relation between subjects' grades of 1st
semester of 1st year and final grade of other semesters.

Aims of research are to:

● define the relation between grades from 1st semester
of 1st year and final grade of 2nd semester of 1st
year and final grade of 1st and 2nd semester of 2nd
year

● using linear regression model create an equation for
description relation between grades as predictors
(independent variables) and final grade as a
response (dependent variable)

The research consists of 4 cases. Aim of all cases is to
determine the linear regression model between subjects'
grades of 1st semester of 1st year and final grades of all
other semesters. The analysis was performed on 1st, and 2nd
year because curricula are the same and consist of the same
subjects (courses). Curricula of 3rd and 4th year are
different, and they divide by scientific branches.

The analysis was performed in R programming language
using packages: RSQLite and dplyr.

Accuracy, precision, recall, and F-measure are
parameters used within research to determine the models'
efficiency.

VI. RESULTS

Figure 1 shows the process flow. The process is starting
with data preprocessing. After the pivot table is created, and
the missing value is imputed, the appropriate table from the
database is connected, and data is attached to the data frame.
Data frame is divided to train and test data. Using a training
dataset linear regression model is created. The created
model is evaluated, and if the model is good enough, it is
used for prediction on test data. Prediction results are
evaluated by creating confusion matrix and calculating
accuracy, precision, recall, and F-measure.

Fig. 1. Diagram process flow

A. Data preprocessing
About 15 years ago, the Ministry of education, science

and young of Canton Sarajevo had implemented EMIS
(Educational Management Information System). One
segment of the system is a database about students, their
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grades by subjects, etc. It is possible to extract part of the
data and export it to an excel file.

Database pbk_predict is created using 2 excel files, and
both consist of 7 sheets. One sheet contains user data, and
other sheets contain database system data.
students-2002-2011.xlsx datasheet has personal data about
students. It has 282 rows, i.e. personal data about 282
students. students-grade-table-2002-2011.xlsx datasheet has
15 columns and 11394 rows. One columns is final grade of
subject (course). pbk_predict consists of two tables, student
and rating. The student contains students' personal data. It
has 6 fields (columns). The rating includes grades during
students' secondary school education, from 1st to 4th year. It
has 12 fields (columns). The database is created using
SQLite. Four columns are used: student_id, subject_id,
semester, and grade of table rating.

Preparing data has consisted of two transformations. The
first transformation is to create new tables (year_1 and
year_2) with concatenating columns subject_id and semester
to new column subj_semester. The second transformation is
to create a pivot table. The next step is to create tables for
the 1st and 2nd semester of 1st year with a number of null
values (counting) and summarize grades. The number of
subjects is 13, so it did not count. After these tables, it is
created tables with average values by student_id as a final
grade. If the number of NULL values by grades of subjects
is greater than 1, final grade did not calculate (assigned a
NULL value).

Finally, it is created table year_1_rating as combination
of columns of tables: year_1_pivot, year_1_sem_1_rating
and year_1_sem_2_rating. This table content grades by
subjects and final grades of the 1st and 2nd semester.

Using the same rules table, year_2_rating is created. The
difference between year_1_rating and year_2_rating is
values of final grades. In table year_2_rating, final grades
are grades of 1st and 2nd semester of 2nd year.

Final table for 1st year has 146 rows (data for 146
students) and final table for 2nd year has 116 rows (data for
116 students). Persian-Bosnian College is private school and
students pay fee. So some students can't pay fee for next
year and leave school. Analysis is based on number of rows
in final table for 2nd year.

B. R analysis
Covariance and correlation between variables in the data

frame are calculated. That is very important for predicting
quality because of possible multicollinearity between
predictors (independent variables).

Values of covariance and correlation matrix showed that
multicollinearity between predictors (independent variables)
does not exist.

All cases have 13 predictors (independent variables).
First step for all cases is to create new data frame c1s1
(year_1_semester_1) from data frame year_1_rating. Data
frame consists of grades by subjects of the first semester and
final grade by semester. The ratio of training and test set
created and, it formed two data frames, training, and test
dataset. Using the R function lm linear regression model is
created, and results are export to a text file. The model is
used for prediction on the test dataset.

C. Case 1
● All subjects of 1st semester of 1st year as predictors

The reason to perform this case is to check the quality of
prediction by linear regression because the final grade is
average of subjects' grades, and it is expected to exist a
relation between subjects' grades and final grade.

Results show subjects s11_a, s14_a, s16_a, and s5021_a
are subjects with p-values smaller than 0.1, and they will be
used in the next iteration where we define new linear
regression model consist of these subjects' grades as
predictors.

Regression equation

year_1_sem_1_rating ≈ -0.32999 - 0.08252s3_a +
0.08359s5_a + 0.05383s6_a + 0.22184s11_a -
0.01124s12_a + 0.09356s13_a + 0.11720s14_a +
0.01113s15_a + 0.28020s16_a + 0.02302s19_a -
0.05284s623_a + 0.05952s773_a + 0.19485s5021_a

Fig. 2. Diagnostic plot of the model case 1.a

The upper-left plot show residuals versus fitted values.
The red line is a smooth curve regarding residuals. Dots of
red line have low deviation regarding the regression line
(dotted gray line). The upper-right plot shows the normal of
residuals. Considering that all residuals lie close to the gray
dash line, residuals are normally distributed. The bottom-left
plot is used to measure the square root of the standardized
residuals against the fitted value. The red line is relatively
flat, so the assumption is correct, i.e., the variance of
residuals does not change the distribution substantially.
Bottom-right plot shows standardized residuals versus
leverage. Considering that the red line is close to the dashed
line with no points over 0.5 in Cook's distance, this is
excellent fit regression. That is the expected result.

Prediction is performed on the test dataset, i.e., data
frame prediction_c1s1. The confusion matrix checks the
quality of prediction.

Fig. 3. Confusion matrix case 1.a

TABLE I. ACCURACY, PRECISION, RECALL, AND F-MEASURE CASE 1.A

Accuracy Precision Recall F-measure
0.8333333 0.8823529 0.9375 0.9090909
Based on values of accuracy, precision, recall, and

F-measure model is rated as excellent.
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● Subjects with p-values smaller than 0.1 as predictors

Aim of case 1.b is to define linear regression model final
grade of 1st semester of 1st year against grades by subjects
of case 1.a with p-values smaller than 0.1. This case is
performed for two reasons. The first of them is to check will
the new model be better than the model in case 1.a and
second is to create a linear regression model based on a
lower number of predictors.

Regression equation

year_1_sem_1_rating ≈ 0.16735 + 0.25400s11_a +
0.23297s14_a + 0.16128s16_a + 0.23814s5021_a

Fig. 4. Diagnostic plot of the model case 1.b

Red lines on all plots are flat. Points distribution on the
upper-right plot is excellent, so this is an excellent fit
regression. This case shows that it is possible to reduce the
number of predictors and get regression functions.

Prediction is performed on the test dataset, i.e., data
frame prediction_c1s1_b. A confusion matrix checks the
quality of prediction.

Fig. 5. Confusion matrix case 1.b

TABLE II. ACCURACY, PRECISION, RECALL, AND F-MEASURE FOR
CASE 1.B

Accuracy Precision Recall F-measure
0. 85 1 0.85 0.9189189

Compare to case 1.a all parameters have a little bit
higher value.

D. Case 2
2.a All subjects of 1st semester of 1st year as predictors

The Data frame consists of grades by subjects of 1st
semester and 2nd semester final grade as a response
variable.

Subjects s3_a, s5_a, s14_a, and s15_a are subject with
p-values smaller than 0.1, and they will be used in next
iteration where we define a new linear regression model
consist of these subjects' grades as predictors.

Regression equation

year_1_sem_2 ≈ -0.330863 + 0.166142s3_a +
0.218584s5_a - 0.066248s6_a - 0.018742s11_a -
0.032982s12_a - 0.034234s13_a + 0.307173s14_a +

0.207498s15_a - 0.005584s16_a + 0.034357s19_a +
0.145414s623_a + 0.061005s773_a + 0.042094s5021_a

Fig. 6. Diagnostic plot of the model case 2.a

Red lines on all plots are flat. Points distribution on the
upper-right plot is excellent, so this is excellent fit
regression.

Prediction is performed on the test dataset, i.e., data
frame prediction_c1s2_a. A confusion matrix checks the
quality of prediction.

Fig. 7. Confusion matrix case 2.a

TABLE III. ACCURACY, PRECISION, RECALL, AND F-MEASURE FOR
CASE 2.A

Accuracy Precision Recall F-measure
0.8888889 1 0.8888889 0.9411765
Based on values for accuracy, precision, recall, and

F-measure model is rated as excellent.

● Subjects with p-values smaller than 0.1 as predictors

Aim of case 2.b is to define linear regression model final
grade of 2nd semester of 1st year against grades by subjects
of case 2.a with p-values smaller than 0.1.

Fig. 8. Diagnostic plot of the model case 2.b

On the upper-left plot red line is relatively flat. Red line
and points on other plots are excellent, so this is excellent fit
regression

Regression equation

year_1_sem_2 ≈ 0.46883 + 0.14779s3_a + 0.21388s5_a
+ 0.27257s14_a + 0.21156s15_a
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Prediction is performed on test dataset, i.e. data frame
prediction_c1s2_b. Quality of prediction is checked by
confusion matrix.

Fig. 9. Confusion matrix case 2.b

TABLE IV. ACCURACY, PRECISION, RECALL, AND F-MEASURE FOR
CASE 2.B

Accuracy Precision Recall F-measure
0.9473684 1 0.9473684 0.972973
Compare to case 2.a, all parameters except precision

have a higher value.

Based on the accuracy, precision, recall, and F-measure
model is rated as excellent and almost perfect.

E. Case 3
● All subjects of 1st semester of 1 year as predictors

Aim of case 3.a is to define the linear regression model
between the final grade of 1st semester of 2nd year and
grades by subjects of 1st semester of 1st year.

New data frame c2s1 (year_2_semester_1) is created
Using data frame year_2_rating. The new data frame is
consisted of grades by the subject of 1st semester of 1st year
and 1st semester of 2nd year final grade.

There is not subject with p-values smaller than 0.1, and
they will not be performed next iteration with a new linear
regression model consist of these subjects' grades as
predictors.

Fig. 10. Diagnostic plot of the model case 3.a

The red line on the bottom-left plot is relatively flat in
range 1-4 of fitted values. Generally, the red line in the
bottom right plot is partially flat regarding the dashed line.
On the plot exists two Cook's distance values (0.5, 1), but
there is no point which lies outside of Cook's distance, so
this is very good fit regression.

Regression equation

year_2_sem_1 ≈ -0.009362 + 0.090047s3_a +
0.126428s5_a + 0.393115s6_a-0.226720s11_a +
0.273442s12_a - 0.191545s13_a - 0.063349s14_a -
0.119358s15_a-0.102640s16_a + 0.110209s19_a +
0.075932s623_a + 0.226710s773_a + 0.344334s5021_a

Prediction is performed on test dataset, i.e. data frame
prediction_c2s1_a. Quality of prediction is checked by
confusion matrix.

Fig. 11. Confusion matrix case 2.b

TABLE V. ACCURACY, PRECISION, RECALL, AND F-MEASURE FOR CASE 3.A

Accuracy Precision Recall F-measure
0.7 0.7777778 0.875 0.8235294

Prediction level is high, so the model is rated as very
good because accuracy and F-measure have high values.

F. Case 4
● All subjects' grades of 1st semester of 1 year as

predictors

Aim of case 4.a is to define linear regression model final
grade of 2nd semester of 2nd year against grades by subjects
of 1st semester of 1st year.

New data frame c2s2 (year_2_semester_2) is created
using data frame year_2_rating. The new data frame is
consisted of grades by the subject of 1st semester of 1st year
and 2nd semester of 2nd year final grade.

There is not subject with p-values smaller than 0.1, and
they will not be performed next iteration with a new linear
regression model consist of these subjects' grades as
predictors.

Fig. 12. Diagnostic plot of the model case 4.a

In the upper-left plot, dots of red line have low deviation
to point 4, and the rest of the line has a significant deviation.
Residuals in the upper-right plot lie close to the gray dash
line, so residuals are normally distributed. The red line in the
bottom-left plot is relatively flat, so the assumption is
relatively correct. The one half (right-hand) red line in
bottom-right plot is close to the dashed line with no points
over 0.5 in Cook's distance. This a very good fit regression.

Regression equation

year_2_sem_2 = 0.27715 + 0.09510s3_a-0.07768s5_a
+ 0.44994s6_a-0.36485s11_a +
0.38642s12_a-0.20816s13_a-0.14319s14_a +
0.11910s15_a-0.12594s16_a-0.16321s19_a +
0.12764s623_a + 0.34502s773_a + 0.44359s5021_a
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Prediction is performed on test dataset, i.e. data frame
prediction_c2s1_a. Quality of prediction is checked by
confusion matrix.

Fig. 13. Confusion matrix case 4.a

TABLE VI. ACCURACY, PRECISION, RECALL, AND F-MEASURE FOR
CASE 4.A

Accuracy Precision Recall F-measure
0.6 0.6 1 0.75

Accuracy has a medium value. The distinction between
precision and recall values are high. The recall is 1, but
precision has medium value. F-measure has a relatively high
value. The prediction level is medium, so the model is rated
as good.

VII. EXPERIMENTAL RESULTS DISCUSSION - PROOF OF

HYPOTHESIS

All models' residuals are small. Medians of all models
are close to 0. Distinctions 3Q and 1Q are low (≈ 0.01), and
the absolute value of distinction 1Q and 3Q to the median
are low (lower than 0.01). F-statistics are predominantly
excellent. P-values of all models are lower than 0.1. The
degrees of freedom are relatively small. Multiple R-squared
and adjusted R-squared are close to 0.

The diagnostic plot checks models of quality for all
cases for training and confusion matrix for the testing phase.

The diagnostic plot consists of 4 plots: residuals vs.
fitted values, standardized residuals, square root of
standardized residuals, and standardized residuals vs.
leverage. Fitted values are grade in the range of 1 to 5.

The first plot is residuals versus fitted values plot. The
red line on the plot is a smooth curve regarding residuals,
and the dotted gray line is the regression line. Regression is
better if the red line has a low deviation regarding the gray
line. In cases 1 and 2, red lines have low deviation regarding
the gray line, i.e., the red line is close to the gray line, so
regression is excellent. In cases 3 and 4 red line has a low
deviation in the range of 1 to 4. In the range of 4 to 5 red
line has a high deviation, especially in case 4.

The second plot or Normal Q-Q plot shows the normal
of residuals. It helps us determine if our dependent variable
is normally distributed by plotting quantiles from our
distribution against a theoretical distribution. If all residuals
lie close to the gray dash line, residuals are normally
distributed. In all cases, residuals lie close to the gray dash
line.

The third plot is used to measure the square root of the
standardized residuals against the fitted value, i.e., the
scale-location plot shows whether our residuals are spread
equally along with the predictor range. If the red line is
relatively flat, the assumption is correct. In all cases, red
lines are not so flat, but values are in the range of size 1 or
lower, so it is concluded that assumptions are correct, i.e.,
the variance of residuals does not change the distribution
substantially.

The fourth plot shows standardized residuals versus
leverage. The leverage is a measurement of how each data

point influences the regression. The last plot contains the
Cook distance line, too. Cook's distance is a measure of how
influential an instance is to the computation of a regression.
Cook's distance is generally used to detect outliers. Cases
1, 2, and 3 have not points which are outside Cook's
distance, where case 3 has a point which is close to Cook's
distance line. Case 4 has points that are outside Cook's
distance line, but these points are relatively close to Cook's
distance line.

Accuracy, precision, recall, and F-measure values of all
cases, except case 4, are high. Based on these values, all
case 1, 2, and 3 is rated as excellent, and case 4 is rated as
good.  

Presented research shows that parameters of efficiency
of most cases (Case 1.a, 1.b, 2.a, 2.b, and 3) have very high,
high, or relatively high values. Parameters of efficiency of
Case 4 are medium, and the model is rated as good so that
model can use for prediction. The important factor of
research is dataset size. Dataset has 126 rows, so training
dataset in all cases have 88 rows. Even the number of rows
is low, linear regression models in most cases have relatively
high to very high prediction. Case 1.b and 2.b show that it is
possible to create a model with few (not all) subjects from
1st semester of 1st year as predictors and predict final
grades.

VIII. CONCLUSION

In this paper, results prove that linear regression can be
trained to provide a platform for predicting the success of
students based on their grades achieved on 1st semester of
1st year, i.e., at the beginning of secondary schooling. If we
consider that each learning outcome builds over several
different subjects, linear regression can also be used to
check the definition of learning outcomes in a given
curriculum.

Research is limited to predicting student success in first
and second year in high school. The generalization to other
years and types of schools is not possible. According to the
high school curriculum, all students in the first and second
years of high school attend the same subjects. In the third
and fourth years, students’ study in separate programs. Other
types of schools educate students for different kinds of
professions. For example, one school educates students for
electricians, civil and mechanical technicians, and education
of each profession types realize by the separate curriculum.
In this case, the research plan for predicting students'
success of each profession type should be set up differently.

Future research can be related to predicting students'
success of third or fourth year in high school based on
success in the first semester of the first year. Also, future
research will expand the current model with other prediction
methods as well as additional datasets from the different
educational institutions on the current level and on other
educational levels.
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Abstract—The mathematical modelling in epidemiology has 

high importance. All the infectious diseases can be modeled and 

represented with mathematical models in order to predict their 

behavior. In this paper we use the SEIRS-D model for 

describing the situation with COVID-19 virus. Also, we apply 

this SEIRS-D model in AnyLogic Simulation Modeling 

Software. The COVID-19 virus is described depending on 

various factors as: time for recovery, reproduction number, 

time for incubation.  

Keywords—SEIRS-D model, COVID-19 virus, AnyLogic, 

math modeling, simulation. 

I. INTRODUCTION  

 During the human history there were many pandemics and 
epidemics caused by different viruses and all of them had high 
influence on the people lives. In the new modern world in 21st 
century the virus which was named Covid 19 caused 
pandemic in whole world. The global pandemic, popularly 
called the coronavirus pandemic (Covid 19) has leave a lasting 
mark on people’s life. It is the biggest global crisis in the world 
in the last tens of years. The number of infected is growing 
daily, to date there are about 111 million infected since the 
beginning of the pandemic in February 2020. This pandemic 
poses a serious threat to the development of the economy, the 
further life of  people and the survival of institutions, [1]. 

SARS, EBOLA, MERS and avian influenza, these 
diseases are responsible for the cause of many deaths in many 
countries worldwide therefore we can see the strength and 
power of the word epidemic. The latest pandemic to hit the 
world, the latest virus that unfortunately  humanity has ever 
heard of, appeared in December 2019 in Wuhan, Hubei 
Province of China, there are a lot of victims who did not have 
the strength to fight against it. As a result of the tragic death 
cases that occurred because of the COVID-19 virus, The 
World Health Organization (WHO) announced COVID-19 
pandemic on 12 March 2020, when 125.600 confirmed cases 
were reported from 118 countries and regions from all over 
the world, [2]. 

Due to the rapid progression of COVID-19, the World 
Health Organization has decided to recommend to 
governments around the world to take strict restrictive, drastic 
measures to slow the spread of this disease known as COVID-
19 and flattering the epidemiology curve down to the lowest 
treatment capacity of the health system in each country. On 
the other hand, must keep in mind that the health system is 
only one part of the larger systems in each country and 
therefore affects the functioning of all other systems. 

 Sadly, because of the pandemic the economy system is 
dealing with a lot of consequences, the governments hand no 
choice but declaring an emergency state “and had issued 
regulation with drastic measures for education, business, 

sports, culture and people. As an example, many countries, 
hotels, restaurants, hypermarkets, schools, universities, 
theatres, churches, and stadiums were closed. There were 
created new and special rules such as social distancing for 
communities and people, avoiding meetings in groups, 
wearing masks and gloves in public places, and isolation at 
home Lockdowns and online working from home became 
almost normal, [3]. 

The coronavirus was first discovered in the 1930s, when 
domesticated chickens were infected with an infectious 
bronchitis virus that caused an acute respiratory infection 
(IBV). The infection was marked by listlessness and gasping, 
and the mortality rate ranged from 40 to 90%. Furthermore, 
the contagious virus that caused the outbreak was cultivated 
and isolated. During the 1940s, two new animal 
coronaviruses, the mouse hepatitis virus (MHV) and the 
transmissible gastroenteritis virus (TGEV), were discovered; 
however, the relationship between the three fascinating 
viruses remained unknown. 

In 1965, the first human coronavirus was discovered, with 

the key symptom being a common cold. The connection 

between human and animal viruses was investigated, and the 

viruses were given names. Several types of coronaviruses can 

infect humans. This virus that causes SARS first appeared in 

China in 2002, and then rapidly spread to 28 other countries, 

affecting thousands of people until 2003. SARS symptoms 

ranged from mild to extreme, including headaches, fever, and 

even respiratory issues such as coughing or shortness of 

breath. The other virus that emerged was MERS, which first 

appeared in Saudi Arabia in 2012, with those who live in or 

have visited the Middle East being the most affected. While 

the MERS virus has been shown to be less infectious than its 

ancestor, it has also shown an additional symptom in the 

enclosed patients: kidney failure. HCoV, NL 63, and other 

coronaviruses are examples of coronaviruses. [4] 

Since 2019, a tissue or blood sample may be used to 

diagnose the coronavirus. A lab technician performs the test, 

which entails taking a sample from the nose or throat. The 

virus can be detected in the blood, or by a PCR test, and the 

infection is most detectable between the fourth and eighth 

days of infection. This method can also be used to identify 

other earlier forms of the coronavirus, such as MERS-CoV 

and the SARS virus, because the virus can be detected by a 

PCR test. Isolation of human coronaviruses is another 

problem that has proved to be difficult, [5]. 
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II. SEIRS-D MODEL 

Mathematical and statistical modeling tools are very 
important for providing epidemiological parameters of 
infectious diseases such as infection or transmission rate, 
recovery rate, incubation period, isolation rate, quarantine 
rate, disease-induced death rate. [6].  
 Models use mathematical equations to estimate how many 
cases of a disease may occur in the coming weeks or months. 
They help researchers simulate real-world possibilities in a 
virtual environment. Mathematical models of infectious 
diseases are a helpful tool for analysis of the diseases’ spread, 
for future forecasting of the diseases’ course and as a guide of 
the governments for planning and organizing the health 
system for infectious disease control. 

Stochastic epidemic models are models designed to help 
us understand the dynamic of infectious diseases. The 
criticality of a stochastic epidemic model is a threshold in 
transmission rate such that a subcritical epidemic mostly tends 
to die out quickly and a supercritical epidemic tends to prevail 
in the population. Over the past few years as we can see, the 
behaviors of near-critical epidemics have drawn a lot of 
attention. [9] 

In epidemiology there are many mathematical models 
which are used for infectious diseases analysis, [10]. In the 
past year, many researchers who analyze the infection diseases 
used the mathematical modeling to analyze COVID-19 in 
different countries and regions through the world, [11-15].  

SEIR model which consists of susceptible, exposed, 
infected, and recovered state is very used model. In the 
epidemiology, the researchers used it for modeling of many 
infectious diseases like transmission of tuberculosis [16], 
modelling of Hepatitis B, [17]. 

SEIR model can be modified in many ways, so there are 
SEIRS model, SEIR-D, SEIRS-D etc., depending on the states 
which are included in it. Scientists use the SEIR-D model for 
a variety of purposes, most of them nowadays related to the 
Corona: for modelling the spread of COVID-19 [7,8,18,19]. 

SEIRS-D model is modified version of SEIR-D where the 
possibility for transition of the recovered people in the 
susceptible state. SEIRS-D is the most effective model for 
explaining how an epidemic is spreading. The SEIRS-D 
model is consisting  on the assumption of a totally susceptible 

population at time 0t    at the starting point of the pandemic. 

In the SEIRS-D model, the global population of N individuals 
are splitted in 5  categories: susceptible S, exposed E, infected 
I, recovered R, death D, but the recovered people can be 
moved in susceptible state again. 

Therefore, ( ) ( ) ( ) ( ) ( )S t E t I t R t D t N+ + + + = . N

is the total population which is considered. It must be accent 
that this model is not dynamic model i.e., the rate of birth and 
the death rate from other reasons different than COVID-19 
virus are not included in the model. The SEIRS-D model aim 

is to explain the variation of  ( ), ( ),S t I t ( ), ( ), ( )R t E t D t . 
The SEIRS-D model is represented on figure 1.  

 

Figure 1. SEIRS-D Model 

The difference between SEIR-D model and SEIRS-D 
model is that in the second one the recovered population can 
be infected again, with some rate. 

The SEIRS-D model is given by the system of the 
following differential equations: 
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The parameter β is the transmissions rate, the parameter α  
is an incubation rate i.e., the rate by which the latent patients 
becoming infectious. Therefore, the incubation time is 

1
incubation


= .  While the parameter γ is a recovery rate and 

the recovery time is cov

1
re ery


= . The parameter   is the 

rate by which the recovered people return to the susceptible 

group due the loss of immunity and 
1

.immunity


= The 

parameter  is a rate of death. 
 

/ , / , / , / , /dS dt dI dt dR dt dE dt dD dt denote the 

change in the susceptible, infected, recovered, exposed, died 
compartments, respectively.  

The basic reproduction number 0R



= is a very 

important parameter in the model because it allows us to find 
out the secondary cases produced by one person in a field. If 

0 1R  the pandemic will disappear spontaneously, while 

with 0 1R    it will continue spreading, [7]. 

 

III. SEIRS-D MODEL IN ANYLOGIC SIMULATION 

MODELLING SOFTWARE FOR COVID-19 

MODELLING 

 

In this section is given a simulation of the SEIRS-D 

model in AnyLogic Simulation Modeling Software.  

It is considered sample of 10000 population. At the initial 

moment the number of infected cases is 1, i.e., ( )0 1I = and 

the number of the exposed cases ( ) ( )0 20 0 20E I= = . At 

the beginning as susceptible is taken the total population of 

10000.  
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The simulation of the number of infected, recovered, death 

and exposed is done depending on the different reproduction 

number, different incubation period of the virus and different 

needed time for recovering.  

On Figure 2, is given the situation with the number of 

recovered, deaths, infected, exposed and susceptible people 

from the 10000 population. At this case, it is assumed that the 

incubation period 5.1incubation = , the recovery time is

cov 18.8re ery =  and the reproduction number is 0 3.3R = . 

The immunity period is assumed to be 90 days. This high 

reproduction number shows that one person can infect 3 other 

people. That describes the situation when no control action is 

taken in order to reduce the transmission of the virus. Because 

of that there are 540 deaths from the total population of 10000 

people. At the x-axis is represented the time period in days 

and at the y-axis is represented the number of people. 

 

 

 

Figure 2. Simulation for 0 3.3R = . 

On Figure 3, is given the situation with the number of 
recovered, deaths, exposed and infected people from the 
10000 population. In order to give clear visualization, the 
number of susceptible which is much larger than the numbers 
of the other states, is not given in this figure. At this case, it is 

assumed that the incubation period 5.1incubation = , the 

recovery time is cov 18.8re ery =  and the reproduction 

number is 0 0.96R = . The immunity period is assumed to be 

90 days. In this case, we supposed that there are many control 
actions like restrictions of people movement at public places 
and social contacts. Because of that the reproduction number 
is 0.96, and as consequence of that restrictions the number of 
deaths from considered population of 10000 is reduced from 
540 to only 5 death people. 

This simulation shows that the restrictions is needed and 
necessary if we want to control the virus transmission. The 
number of deaths and the number of infected will be reduced, 
if the social contacts and keeping distance will be introduced. 

 

 

Figure 3. Simulation for 0 0.96R = . 

In order to show that the incubation period also influence 
to the COVID-19 situation, simulations for different 
incubation period are done at Figure 4. 

 

a) 3incubation =  days 

 

b) 7incubation =  days 

 

 

c) 10incubation =  days 

Figure 4. Simulation for different incubation period. 

 

From Figure 4 it can be concluded that the number of 

infected and number of deaths depends on the time of virus’ 

incubation. Because of that, as consequence of the new more 

infectious mutations of the COVID-19 virus, which have 

smaller time of incubation, the number of deaths and infected 

people is bigger. For population of 10000 people, for which 

the simulation is done, the number of infected people is 1136, 

1076, 982 for incubation period of 3, 7 and 10 days, 

respectively. For the same population, the number of deaths 

is 572, 514, 479, for incubation period of 3, 7 and 10 days, 

respectively. The assumed time for recovery is 18.8 days, and 

the immunity period is 90 days, according to the most papers 

which are cited in the introduction. The different assumed 

incubation periods provide different basic reproduction 

number. So, the reproduction number is 0.53, 1.24, 1.78. 

The situation with infected and death people of COVID-19 

virus depends on many other factors. One of that factors is 

the course of disease, which is connected with time for 

recovery. That means that if is offered adequate treatment for 

the COVID-19 infected people with good therapy, the 

infected people will recover faster, so the time for recovery 

will be decreased and the number of infected and death 

people will be decreased also. So, the hospitals and the health 

system will not be fraughted.   

At the next figure, the graphics show the dependence of the 

number of deaths and infected in relation with time of 

recovery i.e., the course of the disease.  
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a) cov 7re ery =  days 

 
 

b) 
cov 14re ery =  days 

 

c) cov 21re ery =  days 

Figure 5. Simulation for different time of recovery. 

 

From Figure 5 it can be concluded that the number of 

infected and number of deaths depends on the recovery time. 

But, as consequence of the new more infected mutations of 

the COVID-19 virus, which cause more complications at the 

infected people, the number of deaths and infected people is 

bigger. For population of 10000 people, for which the 

simulation is done, the number of infected people is 152, 720, 

1270 for recovery time of 7, 14 and 21 days, respectively. For 

the same population, the number of deaths is 118, 471, 555, 

for incubation period of 7, 14 and 21 days, respectively. 

These simulations for different time for recovery are done 

with assumed immunity period of 90 days and incubation 

period 5.1 days, according to the most of research papers 

which are cited in the introduction. The basic reproduction 

number is 0.96.  

IV. CONCLUSION 

In this paper, we considered a simple mathematical 

SEIRS-D model, in order to investigate the transmission and 

control of the coronavirus disease (COVID-19) from human 

to human. We use the ordinary differential equations to obtain 

the SEIRS-D model. We use the data given in references, like 

incubation period, average period for recovery, basic 

reproduction number and immunity period. 

It is important for governments and health ministries in the 

world to understand and predict the number of infected 

citizens for health concern arrangement of the citizens and for 

planning a restrictions measures to control virus spread rate.  

The implementation of SEIRS-D mathematical model in 

Anylogic Simulation Modeling Software provide simulations 

and predictions for the number of infected, recovery people 

and deaths. These simulations can be applied for every 

country, considering the basic reproduction number, initial 

infected people, recovery time and immunity period. In the 

conditions when the vaccination process is at the beginning, 

the predictions of the number of infected people with 

COVID-19 virus is very important for organizations and 

control measures in order to prevent the strain of the hospitals 

and all health system in one country. 
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Abstract—Named Entity Recognition (NER), an outstand-
ing technique for information extraction from unstructured
texts, is lately becoming the central problem in the field
of Natural Language Processing (NLP). In the last few
years, multiple Python libraries, like SpaCy, NLTK and
FLAIR, accomplished state-of-the-art performances for this
problem. As NER is developing into a powerful technique,
its real-live applications are becoming more and more
numerous: from customer-message categorization to ease of
document analysis in greater corporations. In this research,
we use a ML-based system with the help of the FLAIR
library in Python, which has already provided optimal
results for NER in few world-class languages (English, Ger-
man, Russian, French etc.), for financial entity recognition in
financial texts written in Macedonian language. For the NER
task on 13 distinct labels using our dataset in Macedonian
language on the proposed ML model we have obtained F1-
score of around 0.75.

Index Terms—NER, Entity Recognition, FLAIR, NLP,
Machine Learning

I. INTRODUCTION

Today we have access to a huge number of textual doc-
uments, mostly available in an unstructured form (internet
portals, social networks, web apps). These documents
can be used for automating business processes which
eases the overall work of one company or institution.
However, working with textual data in its original form
is a challenging task since it is unstructured, specific to
its author, and, in some cases, ambiguous because of the
existence of words with different meanings in different
contextual uses, also known as polysemy.

When talking about NLP and extracting information
from text, most of the time, we mean NER or PoS
(Part-of-Speech) tagging of texts. Both methods treat the
text as a sequence of words assigning linguistic tag (or
label) to each word. To accomplish this task, the current
state-of-the-art models use Bi − LSTM (Bi-directional
Long Short Term Memory), although other methods like
the language Transformers with Attention Layers are
widely used too [1].

NER involves processing a text and identifying cer-
tain occurrences of words or expressions as belonging
to particular categories of Named Entities (NE) - (A
Mikheev, M Moens, C Grover - 1999) [2]. The main

goal is to assign a predefined class (or label) to the
words, depending on the concept they describe and they
belong to. There are several approaches to build such a
model, like, lexical approach, rule-based systems, ML-
based systems (deep learning) and hybrid systems.

In our work, we will stick to the Deep Learn-
ing based models with the FLAIR library from
ZalandoResearch. This paper covers gathering and
structuring data from Macedonian on-line portals, build-
ing a corpus from it and using it for the NER la-
beling problem. In total, 13 labels are used, ”PER-
SON”, ”PUBLICATION”, ”COMPANY”, ”NUMBER”,
”PRODUCT”, ”EVENT”, ”PERIOD”, ”LOCATION”,
”AMOUNT”, ”SECTOR”, ”MEDIA TYPE”, ”POLITI-
CAL ENTITY”, and ”PERCENT”.

The rest of the paper is organized as follows. In section
II we explain the constituent part of the language model
architectures offered by FLAIR. The word embeddings
used for the Macedonian NER Model are described in
section III, whereas the data description and the used
approach for the training of the model is shown Section
IV. In Section V we evaluate the obtained model from
Section IV and we present and explain the results. Section
VI concludes this work.

II. LANGUAGE MODEL ARCHITECTURES (FLAIR)

Using Machine learning to understand natural lan-
guages is becoming excessively used tool in business
process automation. Training the neural networks with the
minimum amount of data in shortest period of time is
a crucial task for these tools. A tool that achieves this
goal is Zalando Research’s FLAIR [3] which currently
offers state-of-art solutions for multiple classical NLP
tasks, such as, NER and PoS (Part-of-speech) tagging
and text classification with pre-built language models for
more than 20 languages.
FLAIR is PyTorch-based framework which is pretty

intuitive for use in Python for training your models
using the embeddings they offer. It uses an approach for
modeling natural languages with deep, recurrent neural
networks which helps it learn powerful and contextual
information for a language by a given corpus, which is
often huge. This type of representation contains a lot
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of semantic and syntax information, crucial for the NLP
problems. FLAIR, as a sequence labeling architecture,
which operates upon a Neural Language Model.

Along-side corpus, we also have sentence as a
basic data structure, which is an input, represented as a
sequence of characters in a pre-trained language model.
From this model, for each word, we obtain an embedding
(contextualized or static) which is later used as an
input for a Bi − LSTM − CRF (Bi-directional Long-
Short-Term Memory - Conditional Random Field) Model.

A. LSTM

As mentioned before, Language Models are usually
very sensitive to its ”surroundings”, like the author, the
state of the data and most importantly, the domain of
the data. In the past, statistical methods such as the
Hidden Markov Models and Conditional Random Fields
were widely used for the classical NLP tasks, but they
required a lot of ”manual” feature extraction and data pre-
processing and yet, they were so task-specific, that it was
very hard to adapt one model to a new domain.

In the recent years, the RNNs took the ”hot-spot” in
the NLP world. They are recognized as very powerful
networks, being able to capture the dependencies in the
data over a longer period of time. This turned out to be
problematic due to the fact that these networks are using
the backpropagation algorithm which is very prone to the
vanishing gradient problem [4]. Some of the proposed
solutions include changing the activation function from
sigmoid to ReLU , like the case with Convolutional
Neural Networks (CNNs) which are also used in NLP
tasks, especially for capturing the morphology of one
word. In this paper, we focus of the LSTM variant of
the RNNs.

The LSTM’s architecture consist of a cell with three
multiplicative gates (regulators), as shown in Figure 1.
The cell is responsible to keep the hidden state for some
period of time so it can track the dependencies of the
chronologically ordered data. The 3 regulators - the input,
output and forget gate, are responsible for the flow of
information through the cell, which information to forget
and which to pass forward.

Mathematically, the state of the LSTM Unit at a fixed
time t is written by the following equations [4]:

ft = σg(Wfxt + Ufht−1 + bf )

it = σg(Wixt + Uiht−1 + bi)

ot = σg(Woxt + Uoht−1 + bo)

c̃t = tahn(Wcxt + Ucht−1 + bc)

ct = ft � ct−1 + it � c̃t

ht = ot � tahn(ct)

Fig. 1. The architecture of a LSTM Unit. The 3 sigmoid functions denote
the gates (Forget, Input and Output), xt is the input (word embedding
in our case), ht is the hidden state of the cell and ct is the cell state
vector. (The figure is recreated based on the article [5])

The capital letters denote matrices, whilst the lower case
letters are vectors. xt ∈ Rd is the input vector for the
LSTM unit, ft, it, ot ∈ Rh are the activation vectors for
the forget, input(update) and output gates respectively,
c̃t ∈ Rh is the cell input activation vector and ct ∈ Rh

is the cell state vector, W ∈ Rhxd and U ∈ Rhxh are
the weight matrices and b ∈ Rh is the bias. The weight
matrices and the bias are set at first to their initial values
and they are later learned (optimised) in the training
phase. d and h are the dimensions of the input vector
and the number of hidden states respectively.

1) Bi-LSTM: One word in a sequence labeling task
is not only dependent on the words that occurred in
the past, but also on the upcoming words. The previous
LSTM architecture’s hidden state was only taking into
consideration the past occurrences which is not enough to
shape the whole context. The idea behind the Bi-LSTM
is, in addition to the forward model training, to train a
separate backward model with the exact same architecture
and later concatenate both hidden states in one state that
encodes both the past and the future in one sequence.

B. GRU

The Gated Recurrent Unit or GRU is a lite variant of
the LSTM network as it works on the same principal, but
it lacks the Output Regulator (as seen on Figure 2). It
has fewer parameters which makes it more suitable for
smaller, unbalanced and rare data sets. The update gate
of the GRU has a similar function to the Input and Forget
gates of the LSTM, deciding which past information will
be kept for the future. The Reset gate, on the other
hand, is responsible for deciding on the amount of past
information that will be forgotten. One fully gated unit
has the following parameters [6]:

zt = σ(Wzxt + Uzht−1 + bz)

rt = σ(Wrxt + Urht−1 + br)

ĥt = tahn(Whxt + Uh(rt � ht−1) + bh)

ht = (z − zt)� ht−1 + zt � ĥt,
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zt is the update gate vector, ht is the output vector, ĥt
is the candidate activation vector and rt is the reset gate
vector.

Fig. 2. The architecture of a GRU Unit. The sigmoid functions denote
the gates (Reset and Update), xt is the input (word embedding in our
case) and ht is the hidden state of the cell. (The figure is recreated based
on the article [5])

C. CRF - Conditional Random Field

Until now, we have discussed about bi-directionality
and how to encode the surrounding of a word in order to
extract its full context. However, we might make further
improvements if we take into consideration not only the
words around the observed one, but also their own labels.
When speaking about NER, it is very intuitive that most
of the time we see certain group of labels together. On
the other hand, we are pretty sure that a tag t1 can never
be followed by a tag t2 (e.g. I-PER cannot follow B-LOC
[7]), so, if we train our model with these rules, better
results could be achieved. The most appropriate tool that
can achieve this goal is the CRF-decoder.

The CRF is a discriminating statistical modeling tech-
nique based on uni-directional graphs used to calculate
the conditional probability of values (tags) on designated
output nodes that takes into consideration the distribution
of neighbouring nodes’ values when assigning a tag [8].
Suppose we have a random variable X consisting of
words that need to be labeled and a random variable Y
with the corresponding label for each xi ∈ X and this Y is
a subset of the set Y that is the space of all possible labels
in our world and P (Y |X) is the conditional probability.
Then, according to [9], we will define the CRF as a graph
G = (V,E), s.t. Y = (Yv)v∈V , or with other words, our
subset of labels Y is denoted by the vertices of G and we
say that (X,Y ) is a conditional random field when, given
X , the random variable Yv satisfies the Markov property
(the conditional probability distribution of current state,
depends only on the previous state) with respect to the
graph:

P (Yv|X,Yu, u 6= v) = P (Yv|X,Yu, u ∼ v),

s.t. the ∼ symbol denotes adjacency between two vertices,
or with other words the state Yi, given its neighbours, is

conditionally independent from all the other states in the
graph G.

Our experiments only confirmed the importance of the
Conditional Random Field, namely, from the results in
Table I, we can observe that using the RNN alone, we
obtained almost 0.1 lower F1-Score compared to the case
where, additionally, the CRF was used, both for LSTM
and GRU.

TABLE I
IMPACT OF THE USAGE OF THE CONDITIONAL RANDOM FIELD

LAYER TO THE SCORE OF THE NER MK MODEL.

NER - Mcedonian Language
RNN F1-Score(macro) F1-Score(micro)
GRU + CRF 0.77 0.75
LSTM + CRF 0.73 0.70
LSTM 0.68 0.65

III. WORD EMBEDDINGS

We can consider word embeddings as the basic concept
in NLP. Each word in the corpus must be converted
to a tensor with the help of these (mostly) pre-trained
models in order to be understandable for the machine.
In FLAIR, each Embeddings class inherits from the
TokenEmbedding or DocumentEmbedding interface.
Both the interfaces require implementing the .embed()
method for converting a Sentence object or a list of
Sentence objects to a tensor. We can divide these Word
Embeddings into two categories: static and contextualized.

A. Static Embeddings

Static Embeddings have the same representation
for each word that has the same form, no mat-
ter of its semantic meaning i.e., they do not take
into consideration the distribution of words used, be-
fore and after the target word we are modeling
the embedding for. Static embeddings included in
FLAIR are WordEmbedding, BytePairEmbeddings,
CharacterEmbeddings, FastTextEmbeddings and
OneHotEmbeddings.

B. FLAIR Contextualized String Embedding

Contextual string embeddings are considered a break−
through for the contemporary processing of natural lan-
guages. They combine few very important aspects in this
field : (1) the possibility to be pre-trained on large unla-
beled corpora; (2) they catch the semantic meaning of a
word and enable different representations on polysemous
words depending on the context; (3) it models the words
as a sequence of character, which cancels the problems
when a word is not in the given dictionary or simply, it
is not spelled right [10].

Most of the time, obtaining the word embedding in a
form of a vector (or tensor) is done using the LSTM ver-
sion of the recurrent neural network. More sophisticated
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embeddings like BERT use language model transformers
with special Attention layers.

They work on a character-level and their main goal is
to find a sufficiently good prediction of the distribution
P (c0:T ) for a sequence of characters (c0, c1, ..., cT ) =
x0:T . With the training of the model, it is obtained
P (ct|c0, ..., ct−1) or the prediction for the distribution of
the next character, given the distribution of the previous
ones. The joint distribution of the whole sentence can be
represented as the product of the predicted distributions
of all the characters, conditioned from the distributions
from their predecessors:

P (c0:T ) =

T∏
t=0

P (ct|c0, ..., ct−1)

At LSTM’s architecture, the conditional probability,
P (ct|c0, ..., ct−1) is approximately, function of the output
of the network ot.

P (ct|c0, ..., ct−1) ≈
T∏

t=0

P (ct|ot; θ)

where θ is the vector of all the parameters of the model.
The hidden gem of FLAIR’s embeddings is perhaps the

wholesome utilisation of the hidden layers of the LSTM
network. In addition to the forward model, a backward
model is also trained in a complete identical way, but
complete opposite direction.

P r(ct|ct+1, ct+2, ..., cT ) =

T∏
t=0

P r(ct|ct+1, ..., cT )

P r(ct|ct+1:T ) ≈
T∏

t=0

P r(ct|ort , θ),

s.t. r stands for reversed order and ort is again a function
of the output of the LSTM network that, in a way, encodes
all the data that the model has seen to the given character.

For both cases, a fully connected softmax layer is
used which outputs a normalized vector whose dimensions
represent the probability of having the certain character
next in the sequence.

We can see that the forward model captures the seman-
tic meaning of a sentence up to the point of the observed
character, and the backward language model captures the
exact same thing, but starting from the end of the sentence
up to that character. The main idea is to concatenate both
models to obtain the semantic information and the context
of the whole word and its surrounding by stacking the
outputs of the forward and backward model:

wecharLM
i =

[
ofti+1−1
orti−1

]
.

C. BERT Embedding
BERT stands for Bidirectional Encoder Representations

from Transformers. Its aim, just like the previous model,
is to build a pre-trained model from unlabeled data using
the deep bi-directional representations from both sides of a
word [11]. Although similar, conceptually, as discussed in
[12], it differs in the architecture with the FLAIR LMs in
a way that FLAIR’s LM concatenates the representations
for the forward and the backward model, while BERT
deeply incorporates the bi-directional context.

The structure of a BERT model consists of an encoder
that is a stack of recurrent units (like LSTM or GRU) to
process one element of the input sequence (in the word
embedding case - 1 character) and to forward the obtained
information and a decoder consisting of recurrent units,
where each one generates a prediction of an output yi,
one at a time with a time step i.

1) Encoder: The encoder is a stack of N identical
recurrent unit layers, usually 6, 12 or 24 with separate
weight vector. Furthermore, each of those layers consists
of two subunits, the Self −Attention sublayer [13] and
a Feed − Forward Network. The input of the of the
encoder is the initial embedding of the word (token, seg-
ment and position embedding) and is usually constructed
to facilitate the Fine Tuning task for other NLP problems.

The input firstly passes through the Self-Attention layer
so that the model can look up for other semantically and
syntactically connected words in the sentence. The output
of this sublayer is then passed as an input to the feed-
forward network.

2) Self-Attention Sublayer: Self-Attention is a concept
of finding the relation between particular words in a
sentence i.e., if we have the sentence ”The quick brown
fox jumped over the lazy dog”, the aim is to teach an
algorithm that the first ”the” and ”brown” refer to ”fox”
and the second ”the” and ”lazy” to ”dog”.

From the perspective of an algorithm, the Self-Attention
is a process consisting of 6 steps [14]:
• Constructing Query, Key and Value vectors for each

of the encoder’s input – During the training phase, 3
matrices are optimised θQ, θK and θV , and each of
the inputs is multiplied with one of these matrices to
obtain the corresponding vector with fixed length.

• Calculating a score – If we are calculating an em-
bedding for a word in a sentence, say the word
number 1, then we are calculating the dot product
QueryV ector · KeyV ector for this word against
the remaining words in the sentence. The score for
the observed word with itself is always the greatest,
because we are doing a dot product between the same
vector and obtaining its squared norm. The higher the
score, the stronger the connection.

• Divide the score – The 3rd step is to divide the score
with the square root of the dimension of the Key
vectors in order to obtain a more stable gradient.
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• Normalize – The output from the previous step is
now passed through a softmax function in order to
make all the dimensions positive and normalize the
score vector.

• Multiply score with value vector – We multiply the
value vector with the softmax score in order to get rid
of irrelevant connections with tiny softmax scores.

• Sum – The last step is to sum all the weighted value
vectors and obtain the self-attention output for the
observed word as

Attention( ~Q, ~K, ~V ) = softmax(
~Q ~KT

√
dk

)~V .

3) Decoder: Just like the encoder, the decoder consists
of the same N number of units divided into the same
subunits. The input for each of the decoder units are the
Self-Attention vectors K and V , used for determining the
appropriate focus of the decoder in the input sequence.
The output of the decoder, which is a vector of floats, is
then passed to the final fully connected Linear Unit which
transforms it to a much wider vector having one dimen-
sion for each word in the vocabulary. The output of this
layer will give us a vector of probabilities corresponding
to the words in the vocabulary such that the cell for the
word with the highest probability is chosen.

D. Stacked Embeddings

Most of the time, there is a need of combining
more embeddings, which in FLAIR is enabled by the
StackedEmbeddings class. It is initialized with a list
of the desired embeddings, stacked on one another,

wei =

[
wecharLM

i

westatici

]
,

and later on, they function as a regular Embedding
class, i.e., they inherit the TokenEmbedding interface
and define the .embed() method. Apart from FLAIR
Forward-Backward and BERT embedding, Flair also in-
cludes PooledF lairEmbeddings, ELMoEmbeddings
and TransformerWordEmbeddings which include a
few classical variants of pre-trained transformers, such as
RoBERTa, XLM , etc.

TABLE II
IMPACT OF THE EMBEDDING TYPES ON THE SCORE OF THE

NER MK MODEL.

NER - Mcedonian Language
Embeddings F1-Score(macro) F1-Score(micro)
FlairEmbeddings+
BERT

0.77 0.75

FlairEmbeddings+
BytePair+ BERT

0.67 0.64

WordEmbeddings+
BytePair+ BERT

0.63 0.59

Remark 1. Although there is a statement from
ZalandoResearch that the best results for NER are

obtained by combining contextual and static embeddings,
our model worked better when only the contextual em-
beddings were taken into consideration.

IV. NER MODEL - MACEDONIAN LANGUAGE

The experiment for the NER model built for the
Macedonian language consisted of obtaining the data
set, which included scraping it from the WEB, labeling
and conversion to CoNLL format used by FLAIR, and
than, building and testing few different models, further
discussed later on.

A. Data

The data that used in this experiment was scraped
from Macedonian web pages for on-line news, time.mk
and greed.mk. We considered news from Macedonia,
the Balkan and the world belonging mostly to finance,
economy, politics, life, chronicle, culture, technology and
scene. Part of the data was obtained using fetchRSS in
a csv format, while the the other part was scraped using
the BeautifulSoup library in Python. The labeling of the
data was done using the doccano software. At the end, we
obtained 13 relevant classes of news, each one containing
sufficiently big number of instances for training.

FLAIR uses all of the CoNLL formats for data repre-
sentations in textual files. Each token is given in a new,
separate row with its appropriate label and tag, that can be
B−tag, I−tag and O−tag (BIO stands for Beginning,
Inside, Outside [15]). When a given token does not have
any label, it is marked with the O tag. When a token is
part of some entity, it is marked with either the I tag or the
B tag, so that if that particular token is the beginning of
the entity, it is assigned the B-tag (as shown in Figure 3).
The I-tag is only used when a given token has the same
entity as the previous one without any O tags between
them (multi-token entities). There are also extensions to
this format, such as the BIOES format.

Fig. 3. IOB-tagging example.

1) Data Tokenization: Another very important aspect,
when it comes to processing a text, is the sentence
tokenization. The correctness of the distribution of the
labels in the text is directly conditioned on the type of the
tokenizer used to split the sentences into separate words
i.e., tokens. Tokenizers can be as simple as splitting sen-
tences on white spaces, but there also exist more advanced
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and contemporary models like the SpaCy, NLTK and
Segtok tokenizers.

Choosing the tokenizer mainly depends on the nature
of the problem we are working with and the granulation
of the tokens we expect to achieve. Some NLP problems
that are tightly dependant on the grammatical composition
of the words i.e., text summarization, where the output is
a sequence of words that we expect to be grammatically
correct, may not work well if we perform tokenization by
simply splitting on white spaces. These kind of problems
require pre-trained language models as tokenizers which
are able to split the sentence depending on its grammatical
formulation. Let us consider the string aren′t. If we use
a simple split on white spaces, this remains as a single
token. Otherwise, two separate tokens are and n′t are
obtained.

For our particular task, named entity recognition for
Macedonian language, we compared the two different
approaches when it comes to text tokenization: the simple
split lines function on white spaces and the Segtok
tokenizer, which is the default tokenization technique used
by the FLAIR framework. One interesting conclusion we
came to after obtaining the results is that the later worked
the best, but only when we filtered the punctuation-only
tokens that were not part of any label. Otherwise, the
simple split lines did a better job than Segtok itself.
Considering that punctuation is quite important part of the
labeled tokens for the NER problem, we used the simpler
tokenization approach.

B. Training

The training phase was mostly experimenting with
the embeddings, the type of the RNN and the hyper-
parameters of the model.

Taking into consideration the similarity of the Macedo-
nian language with the other Slavic languages (Serbian,
Russian, Slovenian, Czech etc.), the idea was to stack
all these WordEmbeddings together with the BytePairEm-
beddings for the Macedonian language in order to get
satisfying results. However, not only that the results were
unenviable, but the training process took to much time as
a result of the huge dimensions of the input embeddings.

The next step was to get a subset of the pre-
vious languages (the South Slavic group) and com-
bine them with contextualized string embeddings like
FlairEmbeddings and BERTEmbeddings, which slightly
improved the results, but as mentioned before, the
best results were obtained when only the contextual-
ized multi-language embeddings were taken into con-
sideration, in our case FlairEmbeddings(’multi-forward’),
FlairEmbeddings(’multi-backward’) and BERT (as shown
in Table II).

When it comes to the type of the RNN that should be
used in a NER Language Model, there is one question that
should be asked – How big is the data set? The differences

between LSTM and GRU are already discussed, so we can
conclude that when having a huge and complex data set,
the LSTM is expected to get better results. When the data
set is smaller and rare, then the GRU variant is expected
to perform better in most of the cases. For best results,
the safest variant is to check both LSTM and GRU!

The most reliable hyper-parameter in any ML model is
probably the learning rate, the step used in the gradient
descent algorithms for optimising the loss function. The
most common and recommended value for this param-
eter in the NER tasks is 0.1, which proved true in
our experiments. Increasing the learning rate would only
increase the number of epochs it takes the loss-function to
converge, and decreasing it would make the loss function
to converge too early and leave the model with way less
information about the data. Other useful hyper-parameter
that can be used is the reproject embeddings parameter,
which adds a trainable layer on top of the fully connected
layer for re-projecting the word embeddings. Often there
is a problem with an unbalanced data set and selective
learning, or simply, catching a certain class of labels is
more important then an other. For any of these cases,
the weight of each tag can be set independently with
the loss weight parameter. There are several other hyper-
parameters not mentioned because they were left as the
defaults or simply the FLAIR recommendation was taken
into account.

The discussed model is trained with 110 epochs over
a network with hidden size of 256 layers, starting with a
learning rate of 0.1. From Figure 4 we can conclude that
the model learned the most information with the learning
rates of 0.1, 0.05 and 0.025. As shown in Figure 5, the
F1 of the training set starts to converge at epoch 80.

Fig. 4. loss vs. learning rate

V. RESULTS AND EVALUATION

The main task of this model was to label words in
unseen sentences with one of the 13 previously mentioned
classes. From the results, as shown in Table III, the classes
with more static surroundings like the ”PERCENT” and

76 

The 18th International Conference on Informatics and Information Technologies - CIIT 2021



Fig. 5. f1 vs. epochs

”AMOUNT” were not a problem for our model at all. The
reason for the good results is that the labeled segments
from the ”PERCENT” class contain the % sign or the
word ”percent” with very high probability. The same
applies to the labeled segments from the ”AMOUNT”
class which most certainly contain currency as a word or
a symbol. The more challenging class, that still performs
well, is the ”NUMBER” class. The main issue with the
labeled segments from this class is that they are mistaken
with the ”PERIOD” class containing numeric time ranges.
Labeling entities with the ”EVENT” class gives the worst
results since it events in texts are very stochastic in nature
and they usually do not have fixed distribution of sur-
rounding words like the ”PERCENT” and ”AMOUNT”
class. As we mentioned before, a possible way to improve
the results for certain classes with unsatisfactory results
is to increase their weight, but in this case resetting the
weights only affected the results of the model negatively
i.e. the amount of the improvement we achieved for the
”EVENT” class was not worth the decrease of the overall
model’s score.

TABLE III
DISTRIBUTION OF TP, FP AND FN FOR THE TESTING SER IN THE

CLASSES.

NER - Mcedonian Language
Label TP FP FN
AMOUNT 9 0 4
COMPANY 78 22 33
EVENT 71 58 78
LOCATION 110 21 26
MEDIA TYPE 16 3 9
NUMBER 117 40 23
PERCENT 3 0 0
PERIOD 94 18 20
PERSON 116 20 14
POLITICAL
ENTITY

32 8 7

PRODUCT 59 32 26
PUBLICATION 19 7 7
SECTOR 10 4 5

For a comparison, the same corpus with data in
Macedonian language was fed to a BERT Transformer
with Attention Layer model, sharing the same hyper-
parameters. As shown in Table IV, The FLAIR model
gave better results for the observed parameter space,
however, this may be due to unexplored parameter space

in our implementation, as we focused more on achieving
better results with FLAIR’s bi-directional language model.

TABLE IV
COMPARISON OF FLAIR AND BERT MODELS.

NER - Mcedonian Language
F1-Score(macro) F1-Score(micro)

FLAIR 0.77 0.75
BERT 0.55 0.52

As Macedonian language is part of the South group of
the Slavic spoken languages, we found it challenging to
see what information our model can extract from another
language of the same group. Due to the similarity, we
chose to make this experiment with a Serbian corpus
with data obtained from on-line Serbian portals. Most
of the common classes like ”PERSON”, ”LOCATION”
and ”POLITICAL ENTITY” were detected with high
accuracy, having f1 scores of 0.83, 0.8 and 0.66. However,
the ”EVENT” class did not perform well in this case too.
The micro f1-score for the whole corpus is 0.61 and the
macro f1-score is 0.48. The bit gap between these two
values is due to the small size of the testing data set and
the absence of sufficient number of data points to test on.

We also tried to check how a multi-lingual model would
behave when fed with data from two completely different
languages belonging to different language families, like
Macedonian and Albanian. As expected, FLAIR’s multi-
lingual model did a great job in combining these two,
such that there were no obstructions from one language
to another in the training phase. This turned out to be a
great technique when dealing with corpora with inefficient
amount of data, as the whole process acts in a kind
of a data augmentation way. The Macedonian corpus
was supported by the Albanian and vice versa, which
eventually helped the loss function to converge faster,
since we had more training data and increased the test
scores for both the languages.

VI. CONCLUSION

With the rapid displacement of the real world towards
the machines and the Internet, there is a rapid increasing
of the need for changing the way we do the everyday tasks
from manually to automatically. The Natural Language
Processing algorithms are designed to go through and
process huge amount of texts and extract information from
it, that can be not foreseen with the naked eye of a human.
The Named Entity Recognition is only one branch from
the wide palette, that is helping us to focus on the right
grain in the send of words. When building such a model,
one should always be aware in which domain and by who
that model is going to be used. FLAIR is one modern solu-
tion to this problem, that minimises the manual work with
the data and optimises the results, but most importantly
of all, it supports and eases the development of models
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for smaller languages (as Macedonian is) with little to no
resources available. Furthermore, we used corpus from a
language from the same language group as Macedonian
and obtained satisfactory results for the same classes as
for Macedonian, proving how powerful the concept of
multi-lingual language models is. We believe that this
Named Entity Recognition model is an important point
for the Macedonian language processing and information
extraction and that, it will encourage further researches
in the field of NLP, as well as broaden the amount of
available labeled data in Macedonian.
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Abstract— Web technologies give us the opportunity to 

significantly improve applications in various areas of business. 

Given the problem of the global pandemic and the reduction in 

the number of employees and the need for physical distance or 

complete cessation of physical contact, applications are given the 

additional opportunity to apply and replace employees. This 

paper proposes a solution of a web application that can fully 

provide the business of a hotel that in certain periods of time 

does not have a receptionist, which is especially important 

during the night or in small facilities that cannot provide 

support within 24 hours. The application should provide a 

complete mandatory procedure of Check in, payment and access 

to the guest room. The application is implemented as a client 

server web application to be available to the guest at any time 

and in any place and to allow partial or complete replacement 

of the receptionist and unimpeded entry of the guest into the 

hotel. 

Keywords— eHotel, advancement Check in procedure, 
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I. INTRODUCTION 

One completely unknown and unexpected pandemic 
situation and its fastness has brought hospitality to the point 
where even the best risk managements failed. Closing borders 
and limiting traveling in both international and domestic 
traffic has caused almost complete shut down of the 
hospitality business [1]. 

This has caused a global economic crisis, but the most 
affected industry is travel and hospitality. Hotel managements 
and owners are struggling to save their employments and their 
business for more than 18 months  and bearing with 3 very 
new different factors: 

 Travel bans and lockdowns - Almost every country 
has closed the borders and experiences the lockdown 
during the pandemic of Covid-19 [2] 

 Social distancing - Among many different measures 
social distancing is considered to be the most 
effective way to slow the spread of the virus [3]  

 Expenses for an empty hotel - Affected by travel 
bans, lockdowns and social distancing most of the 
hotels in the world remain empty or even closed. It is 
seen that one of the biggest challenges for the 
hospitality industry was to keep their employees and 
reduce the expenses at the same time. [4]  

Many different companies, even the hotel chains [5] have 
laid off large number of employees and even when the 
traveling started to recover there are still strict measures and 
we cannot expect the tourism industry to grow back soon 
(airlines are flying with only 50% of their full capacity)[6]. 

Main concern is that hotels need some long term solution 
and everybody is looking at 2 things: Covid safety and 

reducing the number of employees (reducing the costs). Even 
now, when the vaccine is presented and available in most of 
the countries and that the world’s population is being 
vaccinated everybody is looking forward to traveling again, it 
is clear that the financial loss in tourism and hospitality is not 
to be recovered soon [7].  This situation has required the 
urgent development of new web applications that can work 
and change humans.  

In this paper we will present one web solution as one web 
application that could solve described problems in a simple 
way, yet acceptable for both hotel and guest parties. The paper 
is organized in four chapters. After the introduction in the 
second chapter we analyzed what are the needs of hoteliers 
and what are guests and how to meet their needs and reduce 
the number of people in the process. The technology that was 
used and results of the realized part of the web application that 
is solving the mentioned problems are described in the third 
chapter. After that we have mentioned further guidelines for 
the application development and listed the reference use in this 
paper. 

II. RESEARCH 

While working on sales management, financial stability 
and safety measures there are two even bigger concerns: 1. 
Can they reduce the number of employees and can a system 
work for them and 2. How to avoid the contact as something 
we have never experienced before. 

Even before Covid pandemic it was determined that Self 
service technologies are well accepted within technology-
oriented group of guests, but there was the other side that 
expected the social moment (e.g. a polite interaction with the 
staff) [8]. 

After establishing the needs for being able to still have the 
service even though it is suggested that anything possible is 
contactless and it is expected that all the guests want to avoid 
the contact and the risk of being infected by respecting the 
social distancing, we do expect  the guests to be opened to the 
possibility of using technology more than ever before. 

After researching what is the best solution to fulfil the first 
basic need we have concluded that that is a contactless Front 
desk service in a form of Self Check in web application. Self 
Check in kiosks have already been familiar to and used by 
many hotels that are low cost and have no need or assets to 
have the night shift. 

There are two sides of users involved and they are Hotels 
(clients) and guests. We have considered and analyzed both 
sides: 
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A. From hotel operations side the main question is how to 

check somebody in and out without a risk and how to 

provide a good service quality with a web application: 

 Check in - Determination of the guest’s reservation 
status and the process of the registration of the guest 
upon arrival including the identification.In this paper 
this will be realized through an easy search of the 
guest’s reservation with Surname and the reservation 
number. After the search is done and successful the 
guest will be able to fill out all the needed 
information about all the guests, also including 
taking and storing the passport picture. 

 Guest in the room - Having the guest in the room in 
the most easy and efficient manner. In our web 
solution we are providing the guest with all the 
information about the room such as the room 
number, floor and room type. 

 Account settlement - to have all the charges paid 
before leaving the property . We have solved this 
problem with using a third party payment processing 
system and integrating it with the Self Check in 
Kiosk application. The system is charging all card 
types and we have the return information if the 
payment was successful. 

 Check out - the room is empty and the guests have 
left the property with the account settled. In our web 
application we have given the guest the option to 
click on the Check out button. 

 Key delivery and key return - Using cards as keys is 
well known in hospitality. Key cards support two 
very important options, one that it can be registered 
as valid from date and hour to date and hour and the 
other very important option that cards can be made 
many times according to the number of guests or 
reused once it expires. - In this paper we will show 
the integration between the key card system and the 
Self Check in Kiosk filling out the dates and hours 
automatically as the arrival and departure date in the 
reservation and providing a simple way of making a 
key card as a guest [9]. 

 Service quality -  Even though it's impossible to use 
the application in order to provide the guest with 
human interaction (competence, cleanliness, 
courtesy, commitment, flexibility etc. it is possible to 
provide them with accessibility, communication, 
efficiency, appearance, integrity etc [10].  

B. Guests on the other side will question how to enter the 

property without manpower? 

 Covid 19 safety 

 Fast Check in process 

 Easy access and service  

 Room information (number, room type, floor, area) 

 Secure payment and storage of identification 
documents 

 Special guest’s requests 

It is noticeable that there are mutual concerns from both 
parties. 

III. RESULTS 

     Suggested solution is designed as a web application. In 

this way the application doesn’t have to be installed and does 

not depend on the user's operating system, the resolution of 

the device on which it is used or the type of hardware. 

For the purposes of the suggested solution, we have used the 

client server architecture. This architecture is presenting 

distributed application structure and it is enabling complete 

separation of the client’s data and application of the server 

data and the application itself. Additionally, the realization of 

the server part of the application is enabled in any server 

programming language, while the client’s part can be realized 

in any independent framework. Communication of client’s 

and server’s part of application is via http request/response. 

In this communication we are exchanging JSON data type 

which is comprehensible in any client’s or server language. 

This communication is additionally protected with using 

digital certificates that communication based on https 

protocol.  

For the purposes of client’s framework, we have chosen 

Angular. Angular is one of the most popular front-end 

frameworks and it is used as an open-source web application 

framework. The latest versions of Angular are TypeScript-

based and provide great features and benefits over native JS. 

Angular was created by Google and proves very good 

scalability, modularity and security features. 

For the purposes of the back-end application, we have used 

.NET Core 3.1. This tool was developed by Microsoft as free 

and open-source and can be used for Windows, Linux, and 

macOS operating systems. .NET allows you to work with 

multiple programming languages, different editors and a 

large number of libraries. It is very suitable for the 

development of web applications, but at the same time mobile 

and desktop applications. The great advantage of .NET Core 

is that it is a cross-platform and has a large community which 

makes it easy to come up with individual solutions and that 

confirms the quality of this choice 

Additional benefits of using .NET Core are the easy 

implementation of the application for different types of 

mobile operating systems using Xamarin / Mono as a special 

form of .NET implementation 

The back-end code is implemented in the form of an API with 

authentication in each request by sending a JWT. The data 

exchanged through the suggested application is minimal and 

represents the basic information for the operation of the 

system, which additionally takes care of the account data 

security and GDPR regulations. Hotelier has overall data of 

the guest, reservation, transactions, etc. available at any 

moment. 

In addition to the listed basic technologies for the needs of 

the front-end and back-end part of the application, the 

MQSQL database was used for the purposes of data storage. 

This database has very good performance and scalability and 

support to work within the entire Microsoft environment. 

Beside secure communication using the HTTPS protocol, 

special attention is paid to the protection of user data and the 

prevention of information theft. This has been enhanced by 

using the JSON web token. JWT represents an open standard, 

RFC 7519, for creating and protecting user rights, privileges, 

and data in terms of guaranteeing the one who provided or 

received the data. This implementation is realized by creating 
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custom claims on the client side of the application realized in 

the binary form of an array of bits that symbolize certain 

privileges on certain pages. In this way, the small amounts of 

data between the client and the server ensures fast operation 

and reliable use of the user information. 

In addition to independently developed software solutions, 

the suggested solution also uses several external applications. 

One of them is PCI booking payment gateways. This tool was 

used with the aim of realizing online transactions that allow 

users to pay their charges and settle the account with payment 

cards through a web application. 

The realization of generating digital keys in the form of four-

digit numbers with which we allow entry into the building, 

entrance to the room and other dedicated facilities was 

realized using classic programmable hardware’s that 

dynamically sets security numbers after the Check in 

procedure. The communication of these devices with the 

system is realized with Wi-Fi communication, Ethernet 

connection or using RFID for various needs. 

The block diagram of the whole system, with all the described 

parts, is displayed in the Fig. 1. 

 

 
Fig 1. System block diagram 

 

The realization of one part of the proposed solution is 

implemented in the Kiosk application for the Frontdesk 

Anywhere company. With the arrival of the guest and 

accessing the Kiosk application, an initial login form is 

obtained. In that way, the reservation that was previously 

created in the system received its Folio Number identifier and 

is linked to the reservation’s primary guest. These two data 

uniquely describe the created reservation and by successfully 

entering this data, the system uniquely identifies the guest. 

This is displayed in Fig. 2, where the hotel name is hidden. In 

case of any problem, the user is given clear instructions on 

how to act in accordance with the existing problem. 

 

 
Fig 2. Initial web page 

 

After the successful authorization and authentication, the user 

can see information about his reservation. Guests can only 

log in if the date of use of the application is the same time as 

the date of the arrival in the system. If these conditions are 

met, the user fills out the necessary information about the 

guest and then it is brought to the page where he must take a 

picture of his ID document, Fig 3. 

 

 
Fig 3. Entering the guest data. 

 

In this way, the system is saving the proof that the data filled 

in by the user is valid and in accordance with the valid ID 

document. Due to GDPR and data security, user images and 

documents are stored in the PCI booking store and our 

database is only obtaining the token from the PCI booking 

application. 

After filling in the additional reservation fields, the guest has 

the opportunity to finally see all the entered data and confirm 

them. If the guest has unpaid charges, he should be redirected 

to the payment system. By successfully paying the entire 

debt, the guest can complete his Check-in procedure, Fig 4. 

This procedure involves assigning a room to the guest in 

accordance with the selected rate and room type. Upon 

completion of the procedure with assigning the room, the 

system is generating a code that can be used for opening the 

front door. This code is entered into the database at the same 

time, in case the guest forgets it and searches for it again, but 

at the same time it is sent to the electronic door system, which 

allows the specific door to be opened after entering the code 

correctly. This code is displayed to the user on the screen at 

the moment when the Check in procedure is completed and 

the user with this code can continue to enter the room. 

Each consecutive code entry is automatically detected several 

times and forwarded to the competent administrator. 

 
Fig 4. Successful Check-in process. 

 

In this way the guest has completed all formal procedures and 

can enter his room. At the end of his stay, the guest must do 

a legal checkout procedure.  

This procedure is implemented in a very similar way as the 

Check in procedure. This means that the guest comes to the 

kiosk application again, enters the same data as in the Check 

in procedure (surname and reservation number), and then 
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receives another graphic display. In this view, the user can 

see general information about the reservation (date of arrival, 

date of departure, room number, room price, etc.) and most 

importantly see a list of all their debts in the payment. Based 

on all payments the user sees their current balance. The user 

can pay his debt with the online payment service. By settling 

the debt, the user gets a Check out button and can thus 

successfully complete the Check out procedure. 

By this procedure, the system destroys the generated number 

for opening the door, generates a templated message for the 

guest which is sent to him by mail, and sends notifications to 

various departments (housekeeping, management, front 

office, administrators, …). 

In case the Check out procedure is not done by the user, on 

the departure day of his reservation, the system activates the 

automatic Night audit procedure, which changes the status of 

the reservation to Check out status. Then the automatic debt 

collection is activated, based on the entered credit card data 

in the system and notifies the person on duty to check whether 

the guest has left the room. 
Until the Checked out room is prepared for the new guest 
(cleaning, refilling the mini bar, etc.) the room is treated as 
Dirty in the system and the system cannot assign it to a new 
guest. Since the system should replace the presence and 
activities of employees in the entire process, the guest always 
has at his disposal a panic phone, online support with the 
operator and the ability to send different types of notifications. 

The Self Check in application is only a part of the overall 
application that Front desk anywhere realizes for the needs of 
the hotel business, and it is a part of the user application 
intended for guests. All other basic functionalities, checks and 
error processing are realized on the basis of data obtained from 
the Self Check in application in the parent application. 

 

IV. CONCLUSION 

This paper presents a software solution that is a web - 
based application for improving the hotel business. In addition 
to the basic goals in cost optimization and increasing customer 
satisfaction, the proposed solution is further adapted to the 
business conditions of the Covid crisis. The proposed solution 
enables the realization of the complete Check in and Check 
out procedure of the hotel guest, payment of his expenses, 
entry into the hotel and entry into the room without the 
participation of hotel employees. This application can be used 
for the needs of small and medium-sized hotels that do not 
normally have 24-hour reception hours, but also for large 
hotels in these special business conditions and reduced staff. 

Further development plans are aimed at automating the 
process of generating cards for entering rooms, access to 
specific parts of the hotel (gym, wellness, bar, etc.). In 
addition, the development is directed towards the application 
of RFC communication devices that can be downloaded in the 
check-in procedure, which provides the user with contactless 
access to the room and other hotel services. 
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Abstract—A good testing mechanism is crucial gear in ob-
taining a high-quality software. Transition in software systems
from REST based API architecture to new API query lan-
guage GraphQL requires new techniques and tools for proper
testing process. The best way for understanding and finding
possible authorization vulnerabilities in GraphQL API is using
a visualization tool. In this paper, our main focus will be to
analyze the available testing and visualizing tools for GraphQL
query language. After making an overview of the GraphQL
and Software testing processes, the most used tools for testing
and visualizing GraphQL with their main characteristics, the
advantages and disadvantages of using them will be analyzed
and compared.

Index Terms—GraphQL, REST, graph, testing, visualization

I. INTRODUCTION

As a main building block in the modern application archi-
tecture, APIs (Application Programming Interfaces) play a key
role in software development cycle as a intermediary between
the data and the UI layer. As shown on Figure 1, the API layer
contains the business logic of the application and define rules
of how users can interact with that service and make a data
transfer[1].

Fig. 1. Software system architecture layers

Although most of the software systems today are using

REST architecture for building their APIs, we are witnesses
of big companies and their popular applications migrating
to GraphQL as relatively new but promising technology[2].
GraphQL is a query language that solves a lot of problems
that developers faced while using REST architecture in their
APIs. The main feature when using GraphQL is to reduce the
number of roundtrips that are needed when we have a REST
based API. The ability for writing the specific queries solves
the problem with over- and under-fetching.
Software testing is very much an essential process to prove
the system quality, integrity, and in timely manner detect all
the possible ways the system could break[3]. To ensure the
software system is working as expected and required, many
different types of testing should be applied of the software
modules and layers.
Using visualization in the testing process of a GraphQL API
improves the whole process and it’s also very important for
better communication between the developers and the business
people in the team[4].

II. GRAPHQL OVERVIEW

GraphQL is a API query language that provides completely
new way of creating and accessing web-based APIs from the
well known, so far most used, REST architecture. Instead
of using different endpoints, GraphQL APIs are based on
types and fields allowing data access using single endpoint.
GraphQL is using a strong type system written using the
human-readable schema.
The schema, which is a multi-graph[5], tells which queries,
mutations and types exists on the server[6]. The nodes in this
multi-graph are objects which referer to entities from real life
and these objects have a list of fields[7]. Each of the fields
has a name and a type, as shown on Figure 2. When one
object in the graph has a field which type is not a scalar but
another object, then the edge in the graph appears.
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type BlogPost {
id: ID!
title: String!
author: Author
content: String!

}

type Author {
id: ID!
name: String!
email: String
year_of_birth: Int
author_on: [BlogPost!]!

}

Fig. 2. GraphQL Schema with BlogPost and Author types

The other frequently used types are query and mutation. The
Query type represents the entry point to the backend API
data, defining what the client can ask for from the backend
data and also the way the client should do that(provide
some arguments)[8]. Example Query type is shown on
Figure 3. Then a resolver function should be defined for
each query in the Query type[9][10]. The resolver function
need to be defined for all the fields in the schema. This
function is called each time when some object type needs
to be retrieved by GraphQL server. On the other hand,
the mutation type is used to define how the client will be
able to add, update and delete data. The GraphQL server
may or may not include a mutation type, it depends on the
implementation. A mutation just like a query can contain
multiple fields. The only important thing about the fields
in query and mutations is that query fields are executed in
parallel while mutation fields run in series, one after the other.

type Query {
post(id: ID!): BlogPost
allPosts: [BlogPost]
author(id: ID!): Author
allAuthors(last: Int): [Author]

}

Fig. 3. Query options

Like any other technology, GraphQL has it advantages and
disadvantages. We will now use the REST architecture, so far
the most used one for building the APIs, as a reference point
to judge on GraphQL. One of the GraphQL’s main feature is
the ability that provides to developers full freedom to define
which data to be fetched from the backend, solving on that
way the over and underfetching problem that we face with
when using REST[11]. The returned JSON response contains
all the necessary object fields that were asked for in the query
and nothing more or less than that, thus giving the GraphQL

API a great advantage over REST based API. As previously
mentioned, we have only a single endpoint where we send
our requests instead of heaving a different endpoint for each
entity when using REST. GraphQL is also a self-documenting,
providing all the time up-to-data documentation that is very
important for the API integrations. But, on the other hand,
giving the opportunity to the clients to ask for the data they
need can be a double-edged sword making the server slower
when facing with deep nested queries. Another disadvantage
of GraphQL against REST is the caching mechanism, that is
one of the constraints when using REST.

III. TESTING OVERVIEW

Software Testing is a process of evaluating a software
product in order to check if the expected requirements are
satisfied. As an integral part in the software development
cycle, software testing helps in detecting and eliminating
potential bottlenecks, improving the whole software quality,
and detecting and solving technical issues in the software
source code. Having a separate testing phase in the
development process in most cases in not sufficient to locate
all the bugs, on the contrary, the testing should take a part
of each process and task in the project. Different types of
test are needed during development to check overall product
usability, performance, security, and compatibility.
The focus of performance tests is to analyze how the system
performs under a particular load. This type of test is used
to measure according to benchmarks and standards instead
of focusing on catching bugs in the software product[12].
During the performance testing, developers main focus is
to eliminate some configuration issues, reveal insufficient
hardware resources and locate the reasons for slow responses
and long load times[13].
While performance tests are concerned about application
behaviour when a lot of users interact with it, the goal of
security tests is to identify possible threats in the system
and prove that the data and system resources of the system
are protected from possible intruders. Security testing of the
software system aims to find all possible loopholes, risks,
and weaknesses of the system and prevent the possible loss
of information[14].

IV. TESTING AND VISUALIZING TOOLS FOR GRAPHQL

Software testing tools are applications that support various
activities in the testing process and provide a great assistance
to the testers. There are a lot of different testing tools available
today, everything depends of the testing phase and for which
specific purpose it is used. The tools for visualization can
help a lot to developers working with GraphQL API simply
because, as we mentioned previously, GraphQL is a multi-
graph and visualizing the schema is much easier to understand.

A. GraphQL Voyager

GraphQL Voyager is a tool for visualizing and testing an
GraphQL APIs. Facing a situation where introspection query
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gives an unreadable JSON and thus making understanding the
GraphQL API almost impossible, GraphQL Voyager can take
the job over. A visual representation of the schema helps
a lot in understanding the API data and way the objects
are connected between them. GraphQL Voyager offers the
opportunity to visually explore the API as an interactive graph
and ability to choose a graph root[15]. Using this visual
representation we are able to quickly navigate on the graph and
get a detailed information about each type and its connections.
This is very useful for testing the types and finding possible
authorization vulnerabilities[16].

Fig. 4. GrapQL Voyager visualization

GraphQL Voyager gives an introspection query that need to
be run on the GraphQL endpoint to obtain the GraphQL API
schema. Using the schema, the GraphQL Voyager will create
the visual representation of types and relationship between
them. The Voyager is based on standard diagramming library
and the types are shown using boxes (containing field name
and type) and arrows, as shown on Figure 4.

B. GraphnomiQL

Another tool for visualizing the GraphQL APIs is Graph-
nomiQL. The visualization in GraphnomiQL is interactive
because it allows editing the types and fields in the graph[17].
This means that new field can be added or deleted in an
existing type and also a whole type can be added or deleted.
If there are some updates in the schema done, then the
updated schema can be generated in SDL (Schema Definition
Language). It also provide a GraphQL server file to test the
schema using GraphQL.
As presented on Figure 5, GraphnomiQL uses a property

graph approach to graph visualization and that is a powerful
opportunity for the GraphQL Schema designer. In GraphQL
context nodes are the types, relationship between nodes are the
connections between types and the properties are the fields of
the types.

Fig. 5. GraphnomiQL visualization

C. GraphQL Editor

Instead of using the API schema for creating the visual
representation of it, GraphQL Editor goes the other way
around and offer the opportunity of creating the schema
using the visual blocks[4]. This way helps a lot in a quickly
prototyping the system’s architecture in a visual way. GraphQL
Editor also offers a builtin text IDE with GraphQL syntax
validation.

Fig. 6. GraphQL Editor visualization

Using a visual blocks, as shown on Figure 6, the user creates
the types and their fields. For each field, beside the name the
field type should also be defined (scallar or another object
type). Then, the editor transform it into code.

D. OpticQL

OpticQL is a desktop application for performance monitor-
ing and visualization of GraphQL Schema. It offers dynamic
visualization of the data graph’s shape and interdepency. As
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shown on Figure 7, all type names are connected to their fields
in a color-coded view. Using the inteligence that it offers the
developers can optimize the design of GraphQL Schema and
adjust both client-side and server-side code accordingly[18].

Fig. 7. OpticQL visualization

There is also an option for capturing performance metrics
and the data that is returned with the request simply with
providing a query or mutation from OpticQL to the GraphQL
API endpoint[19]. The fields from the requests will be also
highlighted on the data graph for better interpretation.

V. DISCUSSION

In this section is presented a brief overview of the important
features that previously analyzed tools have. The overview
is shown on Table 1. We compare them by their Online
availability for using, Support of editing the Schema types
and fields, Capturing performance metrics and possibility for
connection with GraphQL API endpoint.

TABLE I
GRAPHQL TOOLS COMPARISON

Tool name Online
avail-
able

Support
Schema
changes

Perform.
metrics

Connection
with
GraphQL
endpoint

Voyager Yes No No Yes
GraphnomiQL No Yes No No
GraphQL Editor Yes Yes No No
OpticQL No No Yes No

VI. CONCLUSION

Reducing the response JSON size for more that 90% and
taking into account the other advantages that it has we can
conclude that GraphQL query language will be without doubt
the developers first choice for their APIs. GraphQL uses a
strong type system written down in a human-readable schema
that defines a hierarchy of types.
Using a visualization tools for representing the schema as
graph significantly improve the process of detecting possible
deficiency in the schema. Using testing and visualization tools
for GraphQL APIs play a key role in understanding the
GraphQL Schema and that way the whole communication in
the team between developers and people with business role in
the team.
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Abstract—Penetration testing is essentially a controlled form 

of hacking in which a professional tester, working on behalf of 

an organization, uses the same techniques as a criminal hacker 

to search for vulnerabilities in the company’s networks or 

applications. Practical advice on the establishment and 

management of a penetration testing program, helping to 

conduct effective, value-for-money penetration testing as part of 

a technical security assurance framework. It is designed to 

enable to prepare for penetration tests, conduct actual tests in a 

consistent, competent manner and follow up tests effectively. 

Moreover, it presents a useful overview of the key concepts 

needed to understand to conduct well-managed penetration 

tests, explaining what a penetration test is, outlining the 

strengths and limitations, and describing why an organization 

would typically choose to employ an external provider of 

penetration testing services to help them plan for and undertake 

tests effectively, ensuring that vulnerabilities are identified and 

remediated. The goal, to achieve with this type of testing, is to 

secure the online practices that are used and increase awareness 

about the security problems that society is facing. 

Keywords— penetration testing, security, framework 

I. INTRODUCTION 

Today’s marketplace is composed of different software, 
used for everyday transactions, communication, work and 
many more industries. Developing software, without 
considering the usages, comes down to constructing a solution 
resistant to attacks. Moreover, this should be a guiding 
component for anyone building an online solution. With the 
growth in cyber attacks and information exploitation, 
providing a 100% secure platform is nearly impossible. 
Therefore, to obtain the maximum security level, some 
practices and rules are needed to be followed. 

To meet the practices of security, penetration testing is 
introduced. Penetration testing can be performed on websites, 
software programs, or even a flock of mobile devices. Efforts 
are made to determine exactly how an attacker can harm an 
organization. The fundamental purpose of penetration testing 
is to measure the feasibility of systems or end-user 
compromise and evaluate any related consequences such 
incidents may have on the involved resources or operations. 

This kind of testing is also known as ethical hacking and 
is done by ethical hackers. This individual executes a security 
test before the solution is exploited to the widespread usage 
and before being attacked. As a result of such testing, the 
shortcomings and obstacles of the system are obtained. 
Furthermore, the output result can help to improve the security 
and lower the risks of a solution. 

This paper explains what the purpose of penetration testing 
is and how information security is covered by it. Moreover, 
examples of the process are going to be explained and 
demonstrated, as well as good practices and the benefits of this 
kind of testing.  

II. PENETRATION TESTING 

The main aim of penetration testing is the identification of 
security weaknesses [1], hacking into a specific system, 
breaching a database and finding hackable systems. 
Penetration testing is used to test an organization's security 
policy, its adherence to compliance requirements, ability to 
identify and respond to security incidents and its employees' 
security awareness. Typically, the information about security 
weaknesses that is identified or exploited through pen testing 
is aggregated and provided to the organization's IT and 
network system managers, enabling them to make strategic 
decisions and prioritize remediation efforts [2].  

Penetration testing has been in use for many years and is 
one of a range of ways for testing the technical security of a 
system [4]. However, it can easily be confused with other 
forms of technical security testing, particularly Vulnerability 
scans [6], which are high-level automated tests that search 
computers, company systems, and networks for security 
weaknesses. They typically run on a scheduled basis or can be 
executed manually. 

Moreover, a penetration test is an authorized simulated 
attack performed on a computer system to evaluate its 
security. By utilizing the steps that an attacker is taking to 
discover flaws in systems, the penetration tester can reveal 
how that attack will affect the business. [7].  

The reports generated by a penetration test provide the 
feedback needed for an organization to prioritize the 
investments and the plans to make in security. These reports 
can also help application developers create more secure apps. 
If developers understand how hackers broke into the 
applications they have develop, the intention is to motivate 
developers to enhance their education around security, so they 
will not make the same or similar errors in the future. 
Organizations should perform pen testing regularly, to ensure 
more consistent network security and IT management. 
Regularly scheduled penetration testing allows businesses to 
locate and mitigate security risks. 

III. BENEFITS OF PENETRATION TESTING 

To understand the objectives for conducting a penetration 
test and make it a beneficial process, the company or the tester 
need to gain an overview of the key components of an 
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effective penetration testing approach. Firstly, it is necessary 
to develop an appropriate penetration testing program and 
identify what needs to be considered when planning and 
managing penetration tests. Learning about the penetration 
testing process and associated methodologies will help in the 
determination of criteria upon which to base the selection of 
appropriate service providers [4]. 

Undertaking a series of penetration tests will help test 
security arrangements and identify improvements. When 
carried out and reported properly, a penetration test can give 
knowledge of nearly all technical security weaknesses and 
provide the information and support required to remove or 
reduce those vulnerabilities. Additionally, penetration testing 
helps reduce costs, improves the technical environment, and 
increase confidence in it. 

Pen testing should not be seen as a one-time activity. It 
should be part of a continuous vigilance scheme that uses 
different compliance monitoring approaches to keep 
organizations secure. Updates to security patches or new 
technologies used in a company's website may reveal new 
vulnerabilities that hackers could exploit. As a result, 
businesses should schedule routine penetration testing to aid 
in the discovery of any potential security threats [5]. 

Pen testing supports finding weaknesses in systems and 
determining the robustness of controls. Moreover, it is 
supporting compliance with data privacy and security 
regulations, as well as providing qualitative and quantitative 
examples of current security posture and budget priorities for 
management. Furthermore, it finds holes in upstream security 
assurance practices, such as automated tools, configuration 
and coding standards, architecture analysis, and other 
lightweight vulnerability assessment activities. Locates both 
known and unknown software flaws and security 
vulnerabilities, can attack any system, mimicking how most 
malicious hackers would behave, simulating as close as 
possible a real-world adversary [6]. 

IV. PENETRATION TESTING PHASES 

Pen testers aim to simulate attacks carried out by 
motivated adversaries. The penetration testing process can be 
broken down into the following five phases [3]. 

A. Planning and Reconnaissance 

This phase is represented as gathering as much 
information about the target as possible, from public and 
private sources to inform the attack strategy. Sources include 
internet searches, domain registration information retrieval, 
social engineering, nonintrusive network scanning and 
sometimes even dumpster diving. This information helps the 
pen tester to map out the target’s attack surface and possible 
vulnerabilities. During this phase, the ethical hacker spends 
time gathering data and information that they will be used to 
plan their simulated attack. The information gathering can be 
active, allowing the tester to directly contact the target, or 
passive, where the tester collects information while remaining 
undetected by the target.  

B. Scanning 

The pen tester uses tools to examine the target website or 
system for weaknesses, including open services, application 
security issues and open-source vulnerabilities. Pen testers use 
a variety of tools based on what they find during 
reconnaissance and during the test. The next step is to 

understand how the target application will respond to various 
intrusion attempts. This is typically done using: 

• Static analysis – Inspecting an application’s code 
to estimate the way it behaves while running. 
These tools can scan the entirety of the code in a 
single pass. 

• Dynamic analysis – Inspecting an application’s 
code in a running state. This is a more practical 
way of scanning, as it provides a real-time view 
of an application’s performance. 

C. Gaining access 

 Attacker motivations vary from stealing, changing, or 
deleting data to moving funds to simply damaging your 
reputation. To perform each test case, pen testers must decide 
on the best tools and techniques to gain access to your system, 
whether through a weakness, such as SQL injection, or 
through malware, social engineering, or something else. This 
stage uses web application attacks, such as cross-site scripting, 
SQL injection and backdoors, to uncover a target’s 
vulnerabilities. Testers then try and exploit these 
vulnerabilities, typically by escalating privileges, stealing 
data, intercepting traffic, to understand the damage they can 
cause. 

D. Maintaining access 

Once pen testers gain access to the target, their simulated 
attack must stay connected long enough to accomplish their 
goals, such as exfiltrating and modifying data or abusing 
functionality. It is about demonstrating the potential impact, 
to see if the vulnerability can be used to achieve a persistent 
presence in the exploited system, long enough for a bad actor 
to gain in-depth access. The idea is to imitate advanced 
persistent threats, which often remain in a system for months 
in order to steal an organization’s most sensitive data. 

E. Analysis 

The results of the penetration test are then compiled into a 
report detailing the specific vulnerabilities that were 
exploited, sensitive data that was accessed. Additionally, the 
amount of time the pen tester was able to remain in the system 
undetected is recorded. This information is analyse by security 
personnel to help configure an enterprise’s WAF settings and 
other application security solutions to patch vulnerabilities 
and protect against future attacks. 

After completing a pen test, the ethical hacker will share 
their findings with the target company’s security team. This 
information can then be used to implement security upgrades 
to plug up any vulnerabilities discovered during the test. These 
upgrades can include rate limiting, new WAF rules and DDoS 
mitigation, as well as tighter form validations and sanitization. 
The tester creates reports outlining the steps taken during the 
entire penetration testing process. They highlight successful 
attempts to compromise company security, where they found 
openings for possible exploitation and other relevant 
information. Clients receive recommendations on ways of 
mitigating the risks associated with each security weakness 
[38]. 

V. STRATEGIES OF PENETRATION TESTING 

Determining the scope within which the pen testers must 
perform is an integral part of any penetration testing program. 
Usually, the scope defines what systems, locations, 
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techniques, and tools can be used in a penetration test. 
Limiting the scope of the penetration test helps focus the team 
on the systems over which the organization has control. 

Using different strategies helps focus on the desired 
systems and gain insight into the methods of attacks that are 
most threatening. The threat to key systems is ever increasing 
and the probability of a security weakness being accidentally 
exposed or maliciously exploited needs to be continually 
assessed, through penetration testing, to ensure that the level 
of risk is at an acceptable level to the business. Several pen 
test strategies used by security professionals [12] [39]. 

A. Targeted testing 

Performed by the organization's IT team and the 
penetration testing team. The tester and security personnel 
collaborate and keep each other up to date with their 
whereabouts. This is an excellent teaching experience that 
gives a security staff real-time insight from the perspective of 
a hacker. 

B. External testing 

Domain name servers (DNS), email servers, database 
servers, and firewalls are among the publicly accessible 
servers or computers that are targeted. The aim is to determine 
whether an outside intruder can achieve entry and how far they 
can go if they do. These experiments aim to obtain access to 
and extract useful data from a company's properties that are 
available on the internet. 

C. Internal testing 

 An authenticated user with normal access rights imitates 
an inside attack behind the firewall. This type of test is helpful 
in determining how much harm an employee could do. An 
employee whose credentials were compromised because of a 
phishing attack is a typical starting point. 

D. Blind testing 

 Simulates the actions and procedures of a real intruder by 
restricting the amount of knowledge provided to the person or 
team running the test prior to the test. Often, the pen testers 
are only given the company's name. This gives security 
personnel a real-time look into how an actual application 
assault would take place. 

E. Double-blind testing 

It takes the blind test and pushes it to the next level. The 
awareness that a pen test is being done through this technique 
is low. Evaluations may be helpful for evaluating a company's 
compliance reporting, incident detection, and reaction 
procedures. As in the real world, they will not have any time 
to shore up their defences before an attempted breach. 

F. Black box testing 

It is basically the same as blind testing, but the tester 
receives no information before the test takes place, attacking 
software application rather than a system [8]. They act as 
hackers would, probing for any externally exploitable 
weaknesses. External attacks with no previous experience of 
the target area are simulated to see what an uninformed 
attacker can do. 

G. Gray box testing 

Allows the team to have some knowledge of one or more 
sets of credentials, knowing about the target’s internal data 
structures, code and algorithms. Tests cases are based on 

detailed design documents, such as architectural diagrams of 
the target system.  

H. White box testing 

Also known as Crystal or oblique box, provides the 
penetration testers information about the target network 
before they start their work. It is like Targeted testing, but 
software oriented. The information can include such details as 
IP addresses, network infrastructure schematics and the 
protocols used plus the source code.  

I. Open-box testing 

Allows the attacker to be provided with some information 
ahead of time regarding the target company’s security info. 

VI. TYPES OF PENETRATION TESTING 

Network vulnerabilities typically fall into three categories: 
hardware, software and physical. Furthermore, to satisfy the 
information security schema, there are different testing types. 

A. Web App penetration tests 

Search out places in an application that are open to 
exploitation by a hacker. Installing a new third-party 
component that allows viewing sensitive data on a company 
website could provide an opening into company systems. 
Security consultants carry out attack simulations designed to 
find application security flaws, summarize the risks they 
present to a company and provide insights into how to address 
the flaws. In this type, experts who come from an application 
development background are required. The use of that 
experience helps on issues common to web development and 
to develop actionable remediation strategies to address web 
application vulnerabilities like Cross-Site Request Forgery, 
Injection Flaws, Weak Session Management, Cross-Site 
Scripting and Insecure Direct Object References. The 
increased use of web applications, along with the various 
application layer vulnerabilities, naturally makes them 
attractive to hackers as an entry point for an attack. [37] 
Hackers can leverage a relatively simple vulnerability to gain 
access to confidential information or Non-public Personal 
Information (NPPI), such as credit card data, social security 
numbers and health records. It is critical for an organization to 
ensure that its web applications are not susceptible to these 
types of attacks. While firewalls and intrusion detection 
systems are an important layer of any Information Security 
Program, they cannot readily defend against an attack on web 
applications. Even non-public facing web applications are at 
risk to the most common vulnerabilities, like cross-site 
scripting and SQL injections. Web App tests, as they are 
commonly known, generally focus on assessing the code 
integrity of web facing applications. Although the best 
practice is to test the web application while still in 
development or at least before the application is deployed in a 
live environment, which is not always an option for 
organizations that integrate 3rd-party apps into their electronic 
infrastructure. That is why it is imperative that special 
attention be given to testing these web-based applications 
periodically.  

B. Network penetration tests 

When it comes to network security, experts use network 
security penetration tests to find places a hacker might exploit 
in various systems, networks, network devices and hosts. 
They look for ways a hacker might find real-world 
opportunities to compromise a company, gain access, or 
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unauthorized access to sensitive data. Many also try to take 
over the company’s systems for malicious purposes. It helps 
to have security experts with a background in supporting 
systems, networks, and hosts. That experience allows 
penetrations testers to come up with intrusion tests that 
ultimately improve an organization’s security posture. Here 
focused network infrastructure penetration testing is used to 
identify system-level and network flaws like 
misconfigurations, product-specific and wireless network 
vulnerabilities, rogue services, weak, inadequate, inconsistent 
or non-existent password protocols. 

C. Physical penetration tests 

Measures the strength of a company’s existing security 
controls. It looks for any weaknesses vulnerable to discovery 
and manipulation by hackers. They may compromise physical 
barriers like sensors, cameras, and locks to gain physical 
access to sensitive business areas. That could lead to data 
breaches through compromising systems and networks. 
Leveraging physical penetration testing helps organizations 
stop unauthorized access into secure environments. It also 
provides invaluable insights into remedial guidance and ways 
to correct critical issues. 

D. Cloud security penetration tests 

Essential in helping companies invested in cloud 
technology protect vulnerable assets. Experts who understand 
the risks associated with using cloud technology look for 
potential exposures from an organization’s application, 
network, and configuration in a business’s cloud set up that 
could give hackers access to company credentials, internal 
systems, and sensitive data. Companies receive feedback on 
any identified security gaps and steps they should take to fix 
the vulnerabilities before outside threats discover them. 

E. IoT security penetration tests 

Focus on exposing any hardware and software flaws that 
could allow bad actors to access a business’s sensitive data or 
take over company systems. They examine the different 
components in IoT devices for vulnerabilities like weak 
passwords, insecure protocols, APIs and communication 
channels, also misconfigurations and product-specific 
vulnerabilities. 

VII. PENETRATION TESTING MAINTAINING SECURITY 

Trust can be defined as the level of authentication, non-
repudiation, data integrity, access control, and accountability. 
This includes, but is not limited to VPNs, PKIs, HTTPS, SSH, 
B2B connectors, database to server connections, e-mail, 
employee web surfing, or any communication between two 
computers [9]. 

If an issue can be identified before the penetration testing, 
for most businesses that increase the level of confidentiality 
and privacy in their communications. Moreover, this will 
avoid the exploitation of such a vulnerability to have 
catastrophic consequences. Since the vulnerability has a high 
probability of being exploited, the risk, in this case, is lowered 
from the extreme, and the vulnerability should be fixed as 
soon as possible [10]. 

Security compliance best practices state that each 
organization should regularly test their information security 
program to ensure confidentiality, integrity and availability of 
data. Partnering with a qualified and experienced third-party 
provider who is independent of any responsibilities 

concerning the design, installation or maintenance of the 
organization’s network is the suggested method to maintain 
compliance and accurate test results [11]. 

External testing refers to attacks on the organization’s 
network perimeter. This is the boundary between the internal 
side of a network (where the organization’s information assets 
are controlled) and the public side of a network which is 
usually managed by an internet service provider. An external 
penetration is an iterative process that leverages minimal 
access to gain greater access. The test mimics the actions of 
an actual attacker exploiting weaknesses in the network 
security, but without the usual dangers that come with an 
actual attack. This test examines external IT systems 
(firewalls, web servers, online banking servers, e-mail servers, 
and any other externally available services) for any weakness 
that could be used by an external attacker to disrupt the 
confidentiality, integrity, or availability of the network. The 
process allows the organization to prioritize a plan of action 
and address each weakness individually. 

Internal penetration testing examines the internal IT 
systems behind the network perimeter (core processors, 
Active Directory servers, e-mail servers, etc.) for any 
weaknesses that could be exploited by an attacker. It is 
typically performed from within an organization’s technology 
environment but may also be carried out remotely. This type 
of test usually mimics an attack originating from inside the 
company, perhaps from a disgruntled employee, an 
unauthorized visitor, or an external hacker who managed to 
get to the internal network via wireless access or by a 
successful external penetration test. This test examines 
internal IT systems for any weakness that could be used to 
disrupt the confidentiality, availability, or integrity of the 
network, thereby allowing the organization to address each 
weakness.  

Typically, penetration tests are used to identify the level of 
technical risk emanating from software and hardware 
vulnerabilities. Exactly what techniques are used, what targets 
are allowed, how much knowledge of the system is given to 
the testers beforehand and how much knowledge of the test is 
given to system administrators can vary within the same test 
rules. A well-scoped penetration test can give confidence that 
the products and security controls tested have been configured 
in accordance with good practice and that there are no 
common or publicly known vulnerabilities in the tested 
components, at the time of the test [12]. A successful cyber-
attack or security breach is almost certain to compromise the 
trust of customers, vendors, and business partners. This is 
especially the case when they are directly affected. A 
company that commits to a regimen of penetration tests and 
other security assessments can reassure these stakeholders that 
their confidential information and transactions are secure [13]. 

One potential issue that should be discussed before the 
penetration test commences is the risk of encountering signs 
of a previous or current successful malicious attack. 
Penetration testers sometimes discover that they are not the 
first attacker to compromise a system: someone has beaten 
them to it. Attackers will often become more malicious if they 
believe they have been discovered, sometimes violating data 
and system integrity. The integrity of the system is at risk in 
this case, and the penetration tester should end the penetration 
test, and immediately escalate the issue. [14] 
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Network integrity is the number one concern for 
businesses considering pen testing. Responsible penetration 
testing teams will have multiple safety measures in place to 
limit any impacts to the network. Prior to a pen test, the 
business works with testers to create two lists: an excluded 
activity list and an excluded devices list. Excluded activities 
may include tactics like denial-of-service (DoS) attacks. A 
DoS attack can completely obliterate a network, so the 
business may want to guarantee it will not be done on a pen 
test. [15] 

When testing confidentiality, the tester must prove that 
there is a protection against the disclosure of information to 
parties other than the intended recipient is by no means the 
only way of ensuring security. Furthermore, the integrity of 
information refers to protecting information from being 
modified by unauthorized parties, so the tester must check if 
the correct information is transferred from one application to 
other. Integrity schemes often use some of the same 
underlying technologies as confidentiality schemes, but they 
usually involve adding information to a communication, to 
form the basis of an algorithmic check, rather than encoding 
all the communication. Also, to test the availability, the tester 
will try to access unauthorized, steal piece of information and 
if the test fails, then it is the successful management of the data 
availability [16]. 

Moreover, performing a penetration test to prove the 
authentication and authorization of an identity of a person, is 
composed of tracing the origins of an artefact and determining 
that a requester can receive a service or perform an operation. 
Taking a preventive approach towards information security is 
one of the best controls you can have for data privacy and 
protection. In reference to digital security, non-repudiation 
means to ensure that a transferred message has been sent and 
received by the parties claiming to have sent and received the 
message. Non-repudiation is a way to guarantee that the 
sender of a message cannot later deny having sent the message 
and that the recipient cannot deny having received the 
message. 

With penetration testing, you can perform a thorough and 
comprehensive assessment of your existing security measures, 
detect vulnerabilities, establish proof of concepts, and, 
ultimately, practical recommendations to mitigate your 
security risks.  By identifying specific weaknesses and 
potential threats through the test, you can take the right steps 
to help ensure that your environment is not vulnerable to 
attacks. This allows you to set up preventive security measures 
or strengthen the ones you already have in place, establish 
accountability and awareness among your employees, and 
reduce the risks of data loss and the costs that come with the 
potential damages. One of the challenges of detecting threats 
is that hackers are using more evolved and sophisticated 
methods to carry out attacks. With regular pen testing, though, 
you can constantly test for real-life attacks and methods, 
which helps you determine your actual exploitable 
weaknesses that hackers can use to steal personal data [17]. 

Security testing will help you identify potential security 
gaps, system weaknesses and protect the confidentiality of 
your sensitive data from cyber criminals. You will get a 
chance to remediate any shortcomings before an actual attack 
occurs and protect your market reputation as a reliable service 
provider. Regular security tests will allow you to have a clear 
understanding of all controls and regulations that your 

company needs to protect the confidentiality of its valuable 
assets and maintain high-security standards. [18] 

It is important for all organizations to periodically assess 
and test security vulnerabilities, to better evaluate risk and be 
ready to detect, prevent and respond to threats as they happen. 
Vulnerability assessments, penetration tests and Red Teams 
help you identify and prioritize security risks, which also 
improves your overall security posture. [19] Malware analysis 
is a very complex yet demanding but fascinating field. 
However, there generally are far fewer companies recruiting 
for those positions than we have for pen testing. It is not to say 
that pen testing is not demanding and great, but undoubtedly 
it has a much lower entrance level and is widely known. 

Depending on how you define the future, this question 
may vary. In the next decade, I do not expect pen testing jobs 
to go anywhere. We will see an increased need for malware 
specialists but not anytime soon since the demand for malware 
specialists will not even get close to the current pen testing 
workforce. Black hat hackers are creating more and more 
sophisticated malicious software, and we are already starting 
to see a spike in demand for the need of malware analysts 
when ransomware attacks started becoming more prevalent. 
There are so many cyber-attacks taking place nowadays. With 
so much new technology that is being used by online assailant, 
we need to have more specialists looking into how to defend 
ourselves against creative malicious agents. [20] 

Penetration testing in the current shape will evolve a lot in 
the next 30 years. As software engineers become more 
security conscious, it is becoming a more interesting 
phenomenon. Software engineers are producing more code 
than ever before, and they are constantly adopting new 
technologies and frameworks which could lead to the 
assumption that there will be more and more security issues. 
Therefore, we will need more pen testers, which can be looked 
at from two perspectives. We must start by addressing most 
security issues that lie in learning secure software engineering 
principles. However, the truth is that even if we have 90% of 
the issues covered by generic guidelines provided to software 
engineers, we must still take care of the remaining 10 because 
that is something hackers will come after eventually. This is 
where transformed pen testing comes into play as a very 
specialized workforce capable of testing very narrow sets of 
technologies and frameworks [21]. As the demand for 
offensive security specialists will continue to grow, we will 
have increasing volumes of code that requires protection. 
Defensive positions are catching up because of the increased 
volumes of data and more sophisticated methods employed by 
hackers.  

Advanced Cyber Penetration Tests use a cyber attacker’s 
methods to thwart attempts at attacks. Just as cyber criminals 
take a high-level look at the technical infrastructure to 
determine their next move, pen testers explore the intricacies 
of the technical landscape to uncover an attack before it 
happens. By applying the same strategies and tools that 
attackers use to find vulnerabilities in public networks and 
devices, testers can uncover information about networks, 
systems and applications that are prime for an attack.  Finding 
weaknesses is crucial to protecting your company against 
malware, ransomware, and other malicious attempts at 
stealing data or harming your system. But insights must be 
followed by action. When combined with a comprehensive 
cybersecurity plan, penetration testing can provide a strong 
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foundation for identifying, and fixing, vulnerabilities before 
an attack takes place. [22] 

VIII. PENETRATION TESTING TOOLS 

There are a variety of solutions for pen testing. 
Furthermore, different targets require different sets of tools [5] 
for port scanning, application scanning, Wi-Fi break-ins, or 
direct penetration of the network. But broadly speaking, the 
types of pen testing tools fit into five categories: 

• Reconnaissance tools for discovering network hosts 

and open ports 

• Vulnerability scanners for discovering issues in 

network services and web applications  

• Proxy tools (e.g., specialized web proxies or generic 

man-in-the-middle proxies) 

• Exploitation tools to achieve system footholds or 

access to assets 

• Post-exploitation tools for interacting with systems, 

maintaining, and expanding access, and achieving 

attack objectives 
Pen testers often use automated tools to uncover standard 

application vulnerabilities. Penetration tools scan code to 
identify malicious code in applications that could result in a 
security breach. Pen testing tools examine data encryption 
techniques and can identify hard-coded values, such as 
usernames and passwords, to verify security vulnerabilities in 
the system. The main drivers for penetration testing include a 
high degree of concern about:  

• A growing requirement for compliance  

• The impact of serious (often cyber related) security 

attacks on similar organizations  

• Use of a greater number and variety of outsourced 

services  

• Significant changes to business processes  

• Raising awareness about possible Cybersecurity 

attacks 
Penetration testing tools should be easy to deploy, 

configure and use. Moreover, the tools should allow a general 
scan a system easily, be capable of automating the verification 
of vulnerabilities, generate detailed vulnerability reports and 
logs. Additionally, it is needed to re-verify previous exploits 
and modify or otherwise adapt the code for their own needs.  
Penetration testers use many of the same tools that black hat 
hackers use, in part because those tools are well-documented 
and widely available, but also because it helps the pen testers 
to better understand how those tools can be wielded against 
their organizations. 

IX. FRAMEWORK FOR PENETRATION TESTING OF WEB 

APPLICATIONS 

Every penetration testing procedure starts with listing all 
of the vulnerabilities and potential problem areas that could 
cause a security breach for a system. This actively 
demonstrates that this list of items will be ranked in order of 
priority and criticality, so that it can proceed to the next step.  
Moreover, penetration tests that would work from both within 
the network and externally, are performed to determine 
unauthorized access of data, network, server or website. If 
unauthorized access is possible, then the system must be 
corrected and a series of steps need to be applied until the 
problem area is fixed. There are many different software 
solutions on the market that provide testing, but each solution 

has its drawbacks [25]. Following the phases mentioned 
before, for the exact purpose of successful execution of 
penetration tests, a more practical explanation of the flow 
itself will be provided.   

A. Planning and Reconnaissance 

Starting with this phase and the consideration about it, 
firstly it is needed to secure privacy as a tester and activate 
TorghostNG [23], as a tool that will anonymize the internet 
traffic. Also, a virtual private network (VPN) and Tor browser 
[24] are good practices, which are used to provide full security 
of an online identity, as well as a trusted channel to provide 
secure communication online.  

This phase is also a preparation for the testing, where a 
company will outline the logistics of the test, expectations, 
legal implications, objectives and goals the customer would 
like to achieve. Moreover, the penetration testers should work 
with a company to fully understand any risks, the 
organizational culture and the best strategies. According to 
this, the strategy for performing a test is chosen and the 
planning occurs along with aligning goals to specific pen 
testing outcomes [26]. Depending on which type is chosen for 
further testing, the penetration tester will have varying degrees 
of information about an organization or may need to identify 
critical information on their own to uncover vulnerabilities 
and entry points in the environment.  

Information gathering is an important first step in 
penetration testing. Additionally, the tester works on gathering 
as much intelligence on an organization and the potential 
targets for exploitation. By using intelligence gathering 
techniques, the outcome of this phase will direct the tester to 
further steps. Following some of the successful methods along 
the lines of search engine queries [27], domain name searches, 
which are known as WHOIS lookups, will lead to valuable 
sensitive information. Furthermore, applying social 
engineering attacks like different phishing methods or 
watering hole [28], are guaranteed to provide data and bring 
the resource to a compromised state.  

The pen tester uses an exhaustive checklist for finding 
open entry points and vulnerabilities within the organization. 
Tracking footprints is another method to gain information in 
this phase. In other words, searching for email addresses, 
usernames or social networks credentials are the basics of this 
part. More advanced is to use ping sweeps, port scanning, 
reverse DNS, packet sniffing or dumpster diving which will 
lead to a source of data that is needed for further phases. 
Additionally, variants of social engineering that can be used 
to endanger systems and sensitive data are: 

• Scareware - lying the user that their device is 
infected and they need to clean it and install some 
additional software 

• Diversion theft - diverts a messenger or delivery 
person to the wrong location and takes their place 
to pick up a sensitive package. 

• Tailgating - the tester walks into a secure facility 
by following someone with authorized access 

• This testing can be executed by using Maltego 
[30] or Social Engineering Toolkit (SET) [29] 
when considering a computer-based penetration 
test. 
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B. Scanning 

When considering scanning as a phase, the tester will send 
probes to the target and records the response to various inputs. 
This phase includes scanning the network with various 
scanning tools, identification of open share drives, open FTP 
portals, services that are running, and much more. In the case 
of a web application, the scanning part can be either dynamic 
or static. In static scanning, the application code is scanned by 
either a tool depending on the technology [31] or an expert 
application vulnerability analyst. The aim is to identify the 
vulnerable functions, libraries and logic implemented. In 
dynamic analysis, the tester will pass various inputs to the 
application and record the responses with tools that Linux 
offers [31]. Moreover, various vulnerabilities like injection, 
cross-site scripting, remote code execution can be identified 
in this phase. Assuming this, the tester identifies a quick way 
to gain access to the network and look for information. They 
also run vulnerability scans, looking for old or unpatched 
components that may be vulnerable to known exploits. 

There are three methods of scanning: pre-attack, port 
scanning/sniffing, and information extraction. Each of these 
phases demonstrates a specific set of vulnerabilities that the 
hacker can utilize to exploit the system's weaknesses. The pre-
attack phase is where the hacker scans the network for specific 
information based on the information gathered during 
reconnaissance. The port scanner or sniffing phase is where 
scanning includes the use of dialers, port scanners, 
vulnerability scanners, and other data-gathering equipment. 
The information extraction phase is where the attackers collect 
information about ports, live systems and OS details to launch 
a test. The scanning stage involves using automated tools, 
such as Netsparker, Burp Suite, Zmap, Metasploit, Catfish or 
Wireshark [32] to analyze the target systems. All of these tools 
have an ability to find the network topology, the types of an 
operating system of discovered hosts, as well as the network 
addresses of live hosts, firewalls, routers, open ports and 
network services [33]. 

C. Gaining access 

Based on the previous stage, the pen tester selects a weak 
point in the target system that they can use to penetrate. When 
these types of tests are executed, the tester obtains user 
privileges to control the systems connected to it. They may 
perform brute force or password cracking attacks to break 
through weak authentication, perform SQL injection or cross- 
site scripting to run malicious code on the target system, or 
deliver malware into a system inside the security perimeter. A 
Men-in-the-middle attack can be done so that the credentials 
can be stolen. The tool used for this kind of test is called 
Ettercap and represents scanning for protocol analysis and 
security auditing. Another tool that can be used is Wireshark, 
which is scanning the packets through the communication 
protocols.  

When talking about stealing, changing and control the 
data, Cross-site scripting (XSS) and SQL Injections are tested. 
With XSS, the pen tester is getting the knowledge of whether 
encoding is being used. Moreover, any malicious script can be 
sent this way, if the suitable encoding is not provided. SQL 
Injection can be used for credentials stealing, with executing 
query commands. With a simple command, which will always 
be true because of ‘1=1’, it is returning everything from the 
database that is used in the behind query. These injection 
attacks can be prevented with input validation and stored 
procedures. Moreover, if passwords are hashed, the tools 

John, Hydra or Hashcat can be used to reveal the hash, or 
additionally for brute force testing. 

Furthermore, Broken Authentication tests, which allows 
seeing the credentials from a source code, by previously 
sending a query “1’or’1’=’1” in both fields. This query reveals 
the credentials, and the attacker can successfully log if there 
are no security checks provided to the input fields. 

D. Maintaining access 

When considering maintaining the access after gaining it, 
there are several attacks that can abuse the functionality and 
be used to modify the data. Firstly, there is the Session 
management vulnerability. The pen tester will typically act as 
a threat, looking for ways to escalate privileges and perform 
the lateral movement to gain access to sensitive assets. In this 
way, they can help the organization discover vulnerabilities of 
internal systems and the security ability to detect malicious 
activity inside the network. Here, the hacker secures access to 
the organization’s Rootkits and Trojans [34] and uses it to 
launch additional attacks on the network. A backdoor or a 
Trojan is a convenient tool for establishing easy access into 
the already breached system. Furthermore, the pen tester can 
mount Trojans to sneak out passwords, credentials, and any 
other sensitive information stored on the system. 

Another important attack in this phase is DDOS [35]. 
Moreover, the variety of tools [37] allow the tester to affect 
the system performances and availability of the service. 
Secondly, Cross-Site Request Forgery (CSRF) [36] is an 
attack which can be used to modify the data if it is not 
previously secured against it. the attacker makes a replica of 
the form which redirects to the action of the original form. 

E. Analysis 

At the end of the penetration test, the pen tester will 
compile a report detailing what vulnerabilities they discovered 
in their test (including those that were not actually exploited), 
how they breached the system, which internal systems or 
sensitive data they were able to compromise, whether they 
were detected, and how the organization responded. The 
organization can then use this data to remediate 
vulnerabilities, bolster security processes and adjust security 
tool configuration. 

By the time finishing the testing, a brief analysis should be 
returned as a report. Once the testing is completed, the tracks 
to escape the security personnel must be covered. This is done 
by clearing the cache and cookies, tampering with the log 
files, and closing all the open ports. This step is important 
because it clears the system information making penetration 
testing a great deal harder to track. Once this is complete, the 
final aim is to collect the evidence of the exploited 
vulnerabilities and report it to the executive management for 
review and action. Now, it is the management’s decision on 
how this risk must be addressed. Whether they want to accept 
the risk, transfer it or ignore it. 

X. CONCLUSION 

When activities are planned, performed and reported 
properly, a penetration test can give you knowledge of nearly 
all of your technical security weaknesses and provide you with 
the information and support required to fix those 
vulnerabilities. However, there can be many tricky issues that 
need to be addressed before conducting a penetration test, to 
ensure that requirements are being properly defined and met. 
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There are also limitations and risks that need to be identified 
and managed. Consequently, it should be considered essential 
to implement an appropriate and effective penetration testing 
program. 

Businesses should turn the outcomes presented to them by 
penetration testers into actionable insights. Decision-makers 
within the company can use that information to spur any 
needed changes to current security protocols. They can also 
go forward with any needed technology changes that address 
the risks uncovered during intrusion testing. Once each 
penetration test is complete and any identified vulnerabilities 
have been addressed, it can be tempting to draw a line under 
the process and return to business as usual. However, to 
reduce risks both in the longer term and across the whole 
organization, it is useful to carry out a range of follow up 
activities, which include initiating an improvement program.   

Penetration testing program should specify that 
penetration testers identify a range of potential vulnerabilities 
in target systems then try to exploit the vulnerabilities 
identified and penetrate the target system but in a controlled 
manner. Vulnerability identification and exploitation typically 
include testers examining technical system, network or 
application vulnerabilities and security control weaknesses, 
supported by a range of techniques to try and take advantage 
of specific weaknesses. After all, the benefits of implementing 
pen testing for security can far outweigh the costs of paying 
for damages from a cyberattack, not to mention the negative 
impact on your reputation. 
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Abstract—This paper presents a neural network prediction 

of air quality in Serbia. The data of air quality were measured 

from measurement stations and they are available at open data 

portal in Serbia. Dataset contains hourly measurements for the 

last years. A 70% of entire dataset was used to train the 

network and 30% was used for testing. Data was chosen 

randomly. Neural network was focused on main air pollutant 

which is PM 2.5. The results have shown that network created 

in this way can be trained so well that it achieves high accuracy 

when evaluated using the test dataset. Using the available 

measurement recordings, the air quality can be predicted with 

the accuracy of 87.21%. The obtained results point to the 

various possibilities of taking adequate measures for getting 

better air quality and suggest further research. 

Keywords—neural network, air quality, prediction, pollution 

I. INTRODUCTION 

In the era of open data, the data of air quality in Serbia 
have also got their space. A separate section of the Serbian 
open data portal [1] is devoted to air quality and it has been 
the source of data used for creating neural network in this 
paper. Air quality monitoring and analysis play a key role in 
raising the citizens level of health. Statistics and indicators 
that characterize air quality are numerous and often their 
collection and formation of databases is limited by their 
availability and efficiency of the system itself. The 
application of modern statistical and mathematical methods 
in the evaluation of air enables a comprehensive analysis that 
includes a large number of indicators, as well as a large 
amount of data [2]. Environmental Protection Agency [3] 
provided standardized table which shows air quality index 
based on PM 2.5 concentration in air (Table 1) [4]. Air 
pollution is a global problem, especially in urban areas where 
the population density is very high due to the diverse 
pollutant sources such as vehicles, industrial plants, 
buildings, and waste. For this reason, tracking and predicting 
air pollution has become a necessity in every modern urban 
society [5]. The ability to predict air quality and to know 
when the air quality will exceed the threshold of becoming 
hazardous is essential for managing air pollution. It gives the 
authorities a tool to understand when to take preventive 
measures such as traffic reduction policies, the closure of 
public venues including schools, and recommendations to 
limit exposure for sensitive people [6]. The aim of this paper 
is to analyze the available open databases on air 
measurements in the domain of air quality and  to predict air 
quality according to the environment air measurement in 
which air component PM 2.5 is measured. 

 

 

 

TABLE I.  PM 2.5 STANDARD OF AIR QUALITY 

PM 2.5 AQI Description 

0-12.0 

Good 

0-50 
Little or no risk 

12.1-35.4 
Average 

51-100 

Unusually sensitive people may 

experience respiratory symptoms. 

35.5-55.4 

Unhealty for 

specific 
groups 

101-150 

Increased likelihood of respiratory 

symptoms in respiratory-sensitive 
individuals, worsening of heart and 

lung diseases, as well as premature 

mortality in people with 
cardiopulmonary diseases and in the 

elderly. 

55.5-150.4 
Unhealty 
151-200 

Increased worsening of heart or lung 

disease and premature mortality in 

people with cardiopulmonary 
diseases and in the elderly; increased 

negative respiratory symptoms in the 

general population 

150.5-250.4 

Very 

unhealty 
201-300 

Significant worsening of heart or 
lung disease as well as premature 

death in people with 

cardiopulmonary disease and in the 
elderly; a significant increase in 

negative respiratory symptoms in the 

general population 

From 250.5 
Hazardous 

From 301 

Serious worsening of heart and lung 
diseases and premature mortality in 

people with cardiopulmonary 

diseases and in the elderly; serious 
risk of negative respiratory 

symptoms in the general population. 

The paper is organized as follows: section 2 gives 
literature review, section 3 is dedicated to data, and section 4 
describes methodology of research. Section 5 presents results 
while section 6 consists of discussion and conclusion 
remarks. 

II. LITERATURE REVIEW 

Current situation with polluted air in world intrigued 
numerous researchers to start studies on that topic. Studies 
were focused on finding a way to improve quality of air and 
predicting air quality. The analysis was based on the open-
source point-of-interest data. These data were downloaded 
from an open-source Web site [7]. Neural networks are very 
popular in modeling complex and non-linear engineering 
problems as they are capable of parallel computing abilities 
and adaptive to external disturbances. In general, they consist 
of input, hidden, and output layers [8]. The hidden layers 
process the input variables employing different squashing 
functions and send them to the output layer. They are also 
flexible, less assumption dependent, and adaptive in 
modeling environmental issues. Naturally, they have salient 
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advantages over traditional statistical models in air quality 
forecasting [9].  

The tested neural network structures for air pollutants 
prediction include multilayer perceptron neural networks 
(MLP-NN), radial basis function neural networks (RBF-NN), 
square multilayer perceptron neural networks (SMLP-NN), 
ward neural networks (W-NN), pruned neural networks (P-
NN), recursive neural networks (R-NN), general regression 
neural networks (GR-NN), graph convolutional neural 
network (GC-NN), and backpropagation neural networks 
(BP-NN)  [10]. Hrust et al. [19] have employed neural 
network to forecast four air pollutants (NO2, O3, CO, and 
PM10) in Zagreb, Croatia as a function of meteorological 
variables and concentrations of the respective pollutants.  
Trenshevski et al. [20] proposes machine learning methods 
for “predicting the rates of possibly increased air pollution in 
several areas, by processing the gathered data from multiple 
weather and air quality meter stations”. Andonovic et al. [21] 
also used machine learning model for air pollution 
prediction. Biancofiore et al. [11] predicted daily average 
PM10 and PM2.5 concentrations 1-day to 3-days ahead in 
Pescara, Italy employing R-NN using meteorological data 
and air pollutant (i.e., PM10 and CO) concentrations. Corani 
[12] compared the performance of the FF-NN model with the 
pruned neural network (P-NN) and lazy learning for 
predicting O3 and PM10 concentrations in Milan, Italy. The 
author used air pollutant data (O3, NO, and NO2) and 
meteorological data (pressure, temperature, wind speed, solar 
radiation, rain, and humidity) as the inputs for the prediction 
of O3 concentrations. For PM10 concentration, the 
predictions used only two air pollutant data (PM10 and SO2) 
and two meteorological data (temperature and pressure). The 
lazy learning model outperformed other models in terms of 
correlation and mean absolute error. Gualtieri et al. [13] have 
demonstrated the capability of neural network in predicting 
short-term hourly PM10 concentrations in Brescia, Italy. The 
authors used hourly atmospheric pollutant (NOx, SO2, 
PM2.5, and PM10) concentrations, meteorological 
parameters, and road traffic counts (municipality boundary 
and city center traffic volumes) as the inputs. 

III. DATA 

In order to implement any of data mining techniques, 
firstly, available data set will be analyzed. The dataset 
consists of air quality sensor measurements from sensors 
deployed in several locations in Serbia. A variety of 
parameters are monitored by the sensors, including PM10 
and PM2.5, as well as the presence of NO2, CO, O3, and 
SO2. Measurements were done in intervals of one hour. The 
air pollution measurements were taken hourly. Dataset is 
novel and it is available on Open data portal in Serbia 
(data.gov.rs/sr/). Several documents were available on the 
open data portal.  Research is dedicated to the indicators of 
air quality. The document shows the ID of the measurement 
station to which the indicator relates, date of measurement of 
the indicator, air component type and its value. The file 
contains 668.357 records of raw data, which cannot be used 
in that form for making a data frame. In order to create 
neural network, R Studio software has been used. R Studio is 
an integrated development environment for the R 
programming language used for statistical data and graphics. 

Before creating a data frame, scaling of data has been done. 
In R program language, there is a scale function which places 
continuous variables on unit scale by subtracting the mean of 
the variable and dividing the result by the variables standard 
deviation. As a result, the transformed values have the same 
relationship except standard deviation which has value 1. 
There are no missing values in dataset. Dataset used for 
research contains values which vary in range and are 
represented in different units. If scaling is not done, it can 
affect results, by using mixed units and ranges in 
computations. The results would vary between different 
units. To bypass that issue, data frame needs to be scaled to 
the same level [14]. 

IV. METHODOLOGY 

Data mining technique which was applied to solve the 
research problem was neural network. For the training of the 
neural network, 70% of the data (468,163 precisely) were 
selected using the accidental sampling method from time 
series, whereas the remaining data (200,194) were used for 
the purpose of testing the model (the test dataset). The 
problems falls under regression. After the removal of 
irrelevant and redundant attributes, and the selection of the 
classification variable, the neural network algorithm was 
activated. Also, the input data was filtered sensor 
measurements only for PM2.5 pollutant. The input data fed 
into the activation function included: the dependent variable, 
independent variables, the target set (i.e. the data subset used 
to train the network), the selected algorithm, the number of 
neural network training repetitions, the decision whether the 
output would be printed and how, the threshold value, and 
the number of hidden layers, if any [15]. The neural network 
model must be created before training a neural network, and 
then run data through the model [16]. 

 

 

Fig. 1. Neural network model for  predicting air polution 
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Neural network model, as shown in Figure 1, was 
created, showing the input and output values, as well as 
hidden layers. Moreover, the values of attribute weights in a 
layer can be seen [17, 18]. Data which was previously 
prepared can be passed to created neural network model for 
predicting air pollution. All the results from created neural 
network model in the previous process were evaluated using  

Fig. 2. Neural network vs. learning model accuracy for predicting air 

polution 

 

the test dataset [19]. A dendrogram containing the predicted 
and actual values was created, showing the network 
prediction accuracy by comparing neural network with 
learning model (Fig. 2). Using standardized training samples 
and test samples, the neural network was trained and tested 
with the network parameters set, durring validation the 
model provided MSE of 0.0564 with an accuracy of 87.21%. 
Results showing matching results and differences can be 
shown in dendogram on Fig. 3 [22]. As it is presented in Fig. 
2 and Fig. 3, neural network prediction model has a good 
prediction ability for the air quality index. The total error 
value of neural network is only 25.91, which is far lower 
than that of the other models. At the same time, the 
prediction accuracy of the improved neural network is 
87.21%, which is 6.19, 1.89 and 0.99 higher than that of the 
neural networks researched in other science papers, multiple 
linear regression, and PSO-BP neural network, respectively, 
indicate that the model achieves a better prediction 
performance [18]. 

 

 

 

 

Fig. 3. Dendogram comparing neural network and learning model 

In addition, the simulation results show that the predicted 

target variable, value of the PM2.5 pollutant in presented 

neural network is closer to the real value.  
The simulation results show that the neural network, which is 
optimized by the improved PSO-BP algorithm, has an 
excellent learning ability [20]. 

V. DISCUSSION/CONCLUSSION 

Atmospheric pollution is now recognized as a permanent 
concern and a major environmental issue at the global level 
with adverse health worldwide. Because air pollution can 
affect human health, quality of life and environment, the 
predicting of air pollution values has received much attention 
number of researchers due to closely relate it health of 
people and environment. The results showed an accurate 
prediction approach from the field of data processing 
techniques and artificial neural network model could be a 
powerful, effective and suitable tool for analysis and 
modeling complex and non-linear relation of environmental 
variables such as ability in forecasting air pollution. Green 
spaces establishment has a significant role in NO2 reduction 
even more than traffic volume. It can thus be suggested 
developing different artificial neural network techniques 
survey for ambient air pollutants prediction and forecasting. 
It’s worthwhile in the aspect of environmental, health, 
economic aims and useful for governmental authorities and 
decision-makers. Compared with a traditional BP neural 
network, it is not easy to fall into the local minimum and 
achieve a better search ability. The simulation results show 
that the network model achieve a high accuracy in predicting 
the AQI and is a promising application, which is the main 
contribution of paper. Also, concerning this particular case, 
there are plenty of possibilities in choosing predicting 
parameter and also adapting network according to users’ 
needs. Recently, deep learning and ensemble models have 
received huge momentum in modeling air pollutant 
concentrations due to their wide range of advantages over 
other available techniques. The proposed architectures 
perform very well and accurately predicts the short-term 
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concentration of PM2.5. One direction for future work could 
be an extension of the model to consider derived temporal 
features, such as month of the year, weekday, holiday, time 
of day, etc. These features could bring additional information 
related to traffic and the working hours of factories and 
industrial plants. To make the analysis more robust and 
scientifically valid, it would also be preferable to also 
include data reflecting the traffic intensity to validate that 
any relations are not random. In this study, an improved PSO 
algorithm was used to optimize the BP neural network and 
predict the air quality. The accuracy of improved neural 
network model is 87.21%. In future work, neural network 
models applications can be extended in a wider geographical 
area for predicting the air quality in real time environment. 
Hence, air pollution can be controlled positively with the use 
of innovative model integration of neural network as a tool 
for decision making and problem solving for environment 
management. 
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Abstract—Numerous phenomena taking place in the nano-
world are inherently quantum in nature. Their description and,
more important, quantitative treatment, therefore, requires usage
of the apparatus of quantum mechanics. The basic paradigm of
today’s “mainstream” quantum mechanics is the Schrödinger
equation. The effort required to solve the Schrödinger equation
is heavily dependent on the dimensionality and complexity of
the problem itself. Here, we present the Schrödinger API -
RESTful web service that provides methods for solution of
one-dimensional, two-dimensional and three-dimensional time-
independent Schrödinger equation based on the the Gauss-
Hermite Discrete Variable Representation (DVR) approach. Sim-
ple use is ensured thanks to the REST architectural style that
uses HTTP requests to access and use data through the website
https://schrodinger.chem-api.finki.ukim.mk. The application of
the web service is shown by a computational physics use case.
Specialists, but also nonexperts in computational chemistry or
physics can use this service to support their research.

I. INTRODUCTION

In many subdisciplines of computational molecular sci-
ences, computational physics, chemistry, biology, materials
science, exact treatment and analysis of a wide variety of
phenomena has to rely on rigorous quantum description of
the underlying processes.

Numerous phenomena in the nano-world are quantum in
nature which requires usage of the quantum mechanics. The
basic paradigm of today’s “mainstream” quantum mechanics is
the Schrödinger equation, which is considered as a “quantum
analog” to the famous Newton’s second law equation in
classical physics.

The effort required to solve the Schrödinger equation is
heavily dependent on the dimensionality and complexity of the
problem itself (e.g. the exact form of the Hamiltonian, number
of the relevant degrees of freedom of the studied system etc.).
Numerous methods have been proposed in the literature to
achieve the mentioned aim. However, the available codes are
most often user-hostile, the procedures for computation and
generation of relevant data are non-standardized, and there is
a clear lack of in-depth, thorough comparison of performances

of various methods for solving the Schrödinger equation for
various purposes.

Figueiras et al. [1] presented a simple Python-based open
source software library for the numerical simulation and
solution of the linear or nonlinear time-dependent one and
two dimensional Schrödinger equation. Srnec et al. [2] used
the Python programming environment and the three-point
finite-difference numerical method to find the solutions of
the Schrödinger equation and plot the results for a particle
in an infinite, finite, double finite, harmonic, Morse, or Kro-
nig–Penney finite potential energy well. Web-Schrödinger 3.2
is a program for the interactive solution of the stationary
(time independent) and time dependent two dimensional (2D)
Schrödinger equation. The program itself runs on our server
and can be used through the Internet with a simple Web
browser. The user can load, run, and modify ready-made exam-
ple files, or prepare her/his own configuration(s), which can be
saved on her/his own computer for later use [3]. WavePacket
[4] is an open-source program package in Matlab for the
numerical simulation of quantummechanical dynamics used to
solve time-independent or time-dependent linear Schrödinger
equation in one or more dimensions. Similar software solutions
can be found for Python, such as PyCav [5] - a physics
simulation library that provides method for solution of time-
dependent Schrödinger equation and QuTiP [6] - an open-
source framework that provides method for solving the unitary
Schrödinger equation.

Schrödinger API provides friendly and simplified
computational platform for solution of one-dimensional,
two-dimensional and three-dimensional time-independent
Schrödinger equation based on the the Gauss-Hermite
Discrete for several model potentials: Morse potential; Simple
Harmonic Oscillator (SHO) potential; Sombrero potential
(Mexican hat) and Woods-Saxon potential.

The advantage of using API becomes particularly obvious
when it comes to automation of a more complex workflow. To
show this, we present a computational physics use case which
uses the Schrödinger API.
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II. SCIENTIFIC BACKGROUND - DVR TECHNIQUES FOR
SOLVING THE SCHRÖDINGER EQUATION

The basic paradigm of today’s “mainstream” quantum me-
chanics is the Schrödinger equation, which is considered as
a “quantum analog” to the famous Newton’s second law
equation in classical physics. When a stationary state of the
considered system is of interest, the Schrödinger equation has
the form:

Ĥψ = Eψ (1)

where Ĥ denotes the Hamiltonian of the system, E is the
energy, while Ψ is the wavefunction. The Hamiltonian in (1)
consists of the kinetic energy operator (K̂(q)), which is a
second-order differential operator in coordinate (q) represen-
tation, and the potential energy operator (V̂ (q)):

Ĥ(q) = K̂(q) + V̂ (q) (2)

If one is interested in either molecular bound states or
scattering phenomena, the solutions of (1), Ψ(q), form either a
discrete set of square-integrable eigenfunctions (in L2) which
are localized, or (as in the scattering problems), which are
not square-integrable, but the asymptotic forms of which
are known, and therefore appropriate boundary conditions
are applicable. As the analytical solution of (1) is known
only for the simplest systems, it is necessary to have an
efficient numerical method to solve it. What is often sought
is a numerical solution of (1) within some finite range (e.g.
finite coordinate range), which is subsequently matched to
the asymptotic form. The statement of finite-range solutions
has an important consequence, namely that the solution may
be sought within a finite basis set composed of n functions
(e.g. of the relevant coordinates - ϕi(q)), as in the variational
approach:

ψ(q) =

n∑
i=1

ci · ϕi(q) (3)

Assuming an orthonormal set of basis functions, i.e.:

〈ϕi|ϕj〉 =

∫
ϕ∗i (q) · ϕj(q) dq = δij (4)

Equation (3) is a spectral representation of the wavefunc-
tion 〈q|ψ〉 in a truncated bases within the Hilbert space
L2{〈q|ϕi〉; i = 1, 2, . . . , n}, within the Dirac notation written
as:

〈q|ψi〉 =

n∑
i=1

ci · 〈q|ϕi〉 (5)

inserting (3) in (1) leads to the conclusion that the expansion
coefficients ci and the set of eigenenergies can be found by
solving the matrix eigenvalue problem (6):

Hc = Ec (6)

In (6), c is the column n-vector [c1, c2, . . . , cn]T , while H
is n× n square matrix containing the matrix elements of the
Hamiltonian Hij , given by:

Hij = 〈ϕi|Ĥ|ϕj〉 =

∫
ϕ∗i (q)Ĥϕj(q) dq (7)

Such matrix-representation is often referred to as variational
basis representation (VBR). As a consequence of the orthonor-
mality of the basis set functions, it can be straightforwardly
shown that the expansion coefficients in (3) and (5) are given
by:

ck = 〈ϕk|ψ〉 =

∫
〈ϕk|q〉〈q|ψ〉dq (8)

The first convenient numerical method for approximation of
the integrals of the form (7), i.e. their analogues with different
components of the total H , dates back to the works of Harris,
Engerholm and Gwinn [7]. It has been further on shown that
any basis set that consists of orthogonal polynomials (such
as the one constituted by harmonic oscillator eigenfunctions)
can be approximated by the so-called Gaussian quadratures
technique. Approximating, however, the matrix elements by
any quadrature technique, leads to the consequence that the
results need not be the upper limits of the exact (true) eigen-
values. Such representation of the potential energy operator is
called finite basis representation (FBR), to distinguish from the
previously mentioned variational basis representation (VBR).

The quadrature approximation is a straightforward method
to compute the potential energy matrix elements. We define
an n-point quadrature such that it consists of the abscissa set
of values (in a one-dimensional case) {x1, x2, . . . , xn} and
the corresponding weights {w1, w2, . . . , wn}. Such n-point
quadrature leads to:

Vij ≈ V FBR
ij =

n∑
k=1

wkψ
∗
i (xk)V (xk)ψj(xk) (9)

Defining:

Aki ≡ w1/2
k ψi(xk) (10)

along with the diagonal matrix:

V diag
kl = δklV (xk) (11)

we can easily arrive at:

V FBR
ij =

n∑
k=1

A∗klV
diag
kk Akj (12)

In matrix notation (12) can be written as:

V FBR = A†V diagA (13)

The method of Harris, Engerholm and Gwinn for computa-
tion of potential energy matrix elements is actually equivalent
to using the Gaussian quadrature approach in a basis set of
orthogonal polynomials [8]. In the FBR, the potential energy
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matrix is written as a unitary transformation of a diagonal
matrix (eq. (13)).

The fundamental idea of the discrete variable representation
(DVR) technique [9] is to apply such unitary transformation
that enables the potential energy matrix to be diagonal, i.e.:

φk(x) =

n∑
i=1

Akiψi(x) (14)

Evaluating the DVR functions at the quadrature points, one
arrives at:

φk(xl) =

n∑
i=1

Akiψi(xl) =

n∑
i=1

AkiAliw
− 1

2

l = δklwl
− 1

2 (15)

Thus, it can be easily verified that any operator which is
multiplicative in coordinate representation is diagonal in this
basis, provided that the quadrature approximation has been
used:

〈φi|v|φj〉 =

n∑
k=1

wkφi(xk)V (xk)φj(xk) =

n∑
k=1

δikV (xk)δjk = V (xk)δij (16)

As the kinetic energy matrix is not diagonal in DVR (since
the kinetic energy operator is not multiplicative in coordinate
representation), in the case of one-dimensional problems, the
advantage of DVR over FBR is questionable. However, in
multidimensional problems, the advantage of DVR becomes
immediately evident [10].

III. WEB SERVICE DESCRIPTION AND EXAMPLES

This RESTful web service (SchrodingerAPI) provides a
method for solution of one-dimensional, two-dimensional
and three-dimensional time-independent Schrödinger equation
based on the the Gauss-Hermite Discrete Variable Represen-
tation (DVR) approach. Web service source code is based on
the python module for solving 1D Schrödinger equation [11],
with several code adaptations and modifications. Methods for
solving 2D and 3D Schrödinger equations are developed from
scratch.

The solution of one-dimensional Schrödinger equation is
illustrated in the case of following model potentials: Morse
potential; Simple Harmonic Oscillator (SHO) potential;
Sombrero potential (Mexican hat); Woods-Saxon potential.

Solutions of two-dimensional and three-dimensional
Schrödinger equations are illustrated for the following two
model potentials: multidimensional Morse potential and
multidimensional SHO potential.

All service methods are GET methods and they can be tested
by entering the parameters directly on the SchrodingerAPI
home page (supported by Swagger) at https://schrodinger.
chem-api.finki.ukim.mk. Other possibilites to test the service
methods include using browser URL bar, consuming the

service methods in your source code or by using specific API
testing tools such as Postman [12].

For example, if user wants to test the 1dHermiteSho method
directly at https://schrodinger.chem-api.finki.ukim.mk, the first
step is to click the 1dHermiteSho method from the list shown
in Fig. 1.

Fig. 1. List of Schrödinger API methods

1D harmonic oscillator potential is defined as:

V (x) =
1

2
k · (x− x0)2 (17)

Next, user should enter the parameters or use the default
ones as shown in Fig. 2. The following parameters are re-
quired: npts - number of points; k - wavenumber of the SHO
potential; x0 - displacement from origin and prec - precision.

The results (eigenvalues) will be shown in the Response
Body form below (Fig 3). User can download or copy them.

Other way to use these REST API methods is to access it
directly from the browser address bar.

If no parameters are provided, the default parameter val-
ues will be taken into consideration. For example, for the
1dHermiteSho method the link should be https://schrodinger.
chem-api.finki.ukim.mk/1dHermiteSho.

If user wants to change only the default parameters
npts and k and to provide his/hers, the URL should
look like this https://schrodinger.chem-api.finki.ukim.mk/
1dHermiteSho?npts=10&k=1.

If user preffers to change other paramerets, they can be
added with the &PARAMETER=VALUE.

Another option is to consume the method in a program
source code. An example in Python is provided in Listing
1.
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Fig. 2. Parameters for 1dHermiteSho method

Fig. 3. Results from 1dHermiteSho method

1 import requests
2 response = requests.get(’https://schrodinger.chem-

api.finki.ukim.mk/1dHermiteSho?npts=20&k=1.0&x0
=0.0&prec=19’)

3 if response.status_code == 200:
4 print(response.content.decode(’utf-8’))
5 else:
6 print("None")

Listing 1. Python example

IV. A COMPUTATIONAL PHYSICS USE CASE USING THE
SCHRÖDINGER API

A. Problem description and algorithm steps

The present use-case illustration is a part of a bigger project
aiming to provide in-depth theoretical understanding of the
tagging of protonated glycine with H2 and He in gas phase.
To avoid any ambiguities in the data interpretation, it is rather
useful to consider the tagging of protonated glycine’s analogue
in which all amine group hydrogen atoms have been replaced
with methyl groups, known as betaine [13]. Specifically, in the
present study we have focused on the process of betaine(+)
(Fig.4) tagging with molecular hydrogen in gas phase.

To compute the anharmonic vibrational potential of the O-H
stretching mode, which is essentially localized and decoupled
from all other intra- and intermolecular modes, we have
generated a series of configurations in which the positions of
all atoms and the center of mass of the O-H oscillator were

Fig. 4. The structure of betaine(+)

kept fixed, while only the O and H atoms were moved in
opposite directions.

Further, we have carried out a series of single-point energy
calculations for each of the generated configurations in the
case of all considered O-H oscillators.

Finally, the vibrational Schrödinger equations were solved
by the discrete variable representation using the 1D Morse
potential:

V (x) = D · {1− exp[−a · (x− x0)]}2 −D

For the purpose of our study, we have used the API function
for 1D Schrödinger equation in case of Morse potential –
1dHermiteMorse.

As we have computed the vibrational potential energy
curves in a pointwise manner, and subsequently fitted the
potential to the Morse model function, for each oscillator
we have different values for parameters D, a and x0. The
number of points for DVR computations (npts), as well as the
precision (prec) remains the same for all cases, to keep the
computational consistency throughout the study and to enable
comparability of the results.

The advantage of using Schrödinger API becomes partic-
ularly obvious when it comes to automation of the process
of analyzing the results from the molecular dynamics tra-
jectories. For each trajectory, a total of 100 snapshots have
been extracted and the OH stretching vibrational potentials
have subsequently been computed and fitted to a Morse
function. One has, therefore, to solve a total of 100 vibrational
Schrödinger equations per trajectory. Using the Schrödinger
API simplifies the computational efforts to a great extent, and
also allows for an automation of the process.

The obtained eigenvalues were further on used to calculate
the anharmonic vibrational frequencies (i.e. wavenumbers) of
the fundamental |0〉 → |1〉 vibrational transitions correspond-
ing to the O-H stretching modes, from the energy differences
between the ground and the first excited vibrational states.

B. Results and discussion

Two minima have been located so far on all studied PESs
of betaine(+) – H2 noncovalently bonded gas-phase dimer.
The first one corresponds to the tagging of the charged group
of betaine, while the second one corresponds to the O-H
. . . H2 contact (tagging of the hydroxyl group). As we are
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especially interested in the influence of tagging on the O-H
stretching vibrational frequencies, we pay a special attention
to this minimum.

Fig. 5 shows typical vibrational energy curves for free
betaine(+) as well as for the betaine(+)OH . . . H2 dimer where
tagging is realized on the O-H oscillator side.

Fig. 5. Vibrational energy curves for free betaine(+) as well as for the
betaine(+) . . . H2 dimer where tagging is realized on the O-H oscillator side

One can readily observe a “downshift”, i.e. a shift of
the potential energy curve to lower energies at higher O-
H distances, implying increase of the anharmonicity and a
red shift of the O-H stretching wavenumber in the case of
betaine(+)OH . . . H2 dimer, as compared to free betaine(+)
cation. A typical fit of the O-H stretching potential energy
function with Morse function is shown in Fig. 6. All the Morse
function fits were excellent, judging from all statistical figures
of merit (e.g. adjusted R2 was always higher than 0.999).

Fig. 6. A typical fit of the O-H stretching potential energy function with
Morse function

The frequencies (i.e. wavenumbers) of the fundamental

|0〉 → |1〉 vibrational transitions corresponding to the O-
H stretching modes in the case of free betaine(+) and be-
taine(+). . . H2, with the H2 tagging realized on the CH3 and
OH sides, and the corresponding frequency shifts calculated
according to the described procedure are summarized in Table
I , where the available experimental IRMPD data [13] are also
shown. All values are in cm−1.

TABLE I
THE WAVENUMBERS OF THE FUNDAMENTAL |0〉 → |1〉 VIBRATIONAL

TRANSITIONS CORRESPONDING TO THE O-H STRETCHING MODE IN THE
CASE OF FREE BETAINE(+) AND BETAINE(+). . . H2, WITH THE H2

TAGGING REALIZED ON THE CH3 AND OH SIDES

B3LYP CAM-B3LYP DFTB(A) Exp.
Betaine(+) 3534.6 3575.6 3486.7 3554
Betaine(+)OH. . . H2 3447.7 3483.0 3412.7 3514
∆v -86.9 -92.6 -74.0 -40
Betaine(+)CH3. . . H2 3551.4 3593.1 3486.9 3558
∆v 16.8 17.5 0.2 4

As can be seen from Table 1, the noncovalent interaction
of betaine(+) with molecular hydrogen “tag” from the O-H
oscillator side leads to substantial downshift (red-shift) of the
frequency of the O-H stretching vibration. The implemented
rigorous theoretical approaches so far, clearly overestimate
the frequency shift of this mode (computed with reference
to free betaine(+)). Including the long-range corrections into
the B3LYP combination of functionals (i.e. using the CAM-
B3LYP functional) leads to even a more pronounced dis-
agreement with the experiment. The semiempirical DFTB-A
method, however, seems to outperform the other two.

Tagging the betaine(+) molecule with molecular hydrogen
from the charged group side, on the other hand, leads to a
very small blue-shift of the O-H stretching frequency of the
betaine(+) intramolecular O-H oscillator. While all theoretical
approaches implemented in the present study predict correctly
the sign of this shift, the quantitative agreement between the
two advanced DFT methods (B3LYP and CAM-B3LYP) and
the experiment is much poorer than that of semiempirical
DFTB-A.

The previously outlined results clearly indicate that tagging
with molecular hydrogen in photodissociation techniques can
lead to notable perturbation of the intramolecular vibrational
force field of the tagged molecular system. This is particularly
pronounced in the case of typical vibrational chromophores,
such as the O-H group.

V. CONCLUSION

The RESTful web service Schrödinger API enables solution
of one-dimensional, two-dimensional and three-dimensional
time-independent Schrödinger equation based on the DVR ap-
proach. It is free open-access API which encompasses several
different model potentials: Morse potential, Simple Harmonic
Oscillator (SHO) potential, Sombrero potential (Mexican
hat) and Woods-Saxon potential. Schrödinger API provides
friendly, simplified and login-free computational platform that
enables easy input and efficient computation through Swag-
ger tooling ecosystem for developing APIs [14] or directly
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from a browser which does not require any prior knowledge
in programming. The advantage of using Schrödinger API
becomes particularly obvious when it comes to automation
of the process of a more complex workflow. In such case,
the API functions can be consumed in the source code. As a
result, Schrödinger API has been designed to support the entire
community, both specialists and nonexperts in their scientific
research.
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Abstract—The use of smart devices, IoT and social networks
have contributed to a generation of massive volumes of data with
very high velocities. Traditional batch processing technologies
fail to address the challenges for near real-time or latency
bounded processing and analysis. Thus, the practitioners focus
their attention to stream processing technologies that allow
processing data in motion and providing analytics results almost
in real-time. Providing stream analytics often means applying
machine learning techniques in stream processing fashion. The
latest stream processing engines, provide support for the standard
model serving architecture as one approach of using machine
learning models in stream processing. One of them is Apache
Flink, a distributed processing engine for stateful computations
over unbounded and bounded data streams. But the standard
model serving architecture in Apache Flink does not provide
support for representing atomic models (the complete machine
learning pipeline, including the machine learning model and
the pre- and the post- processing of the data) as a single unit.
Even more, dealing with multivariate time series data requires
management of multiple data sources, dynamic partitioning of
the data according to the served machine learning pipelines and
their buffering and synchronization due to it’s sequential nature.
In this paper we propose a solution for serving and dynamic
management of atomic models for multivariate time series in
Apache Flink which is used for intelligent IT infrastructure
management.

I. INTRODUCTION

Due to the incredible cumulative advances achieved in the
field of informatics in the past 20 - 30 years, the information
technology has taken big part in the people’s everyday life.
The heavy use of the smart devices, IoT, cloud systems,
social networks and mobile operator systems brought a lot
of challenges considering the volumes of the generated data,
it’s processing and analyzing.

In the recent years, massive volumes of data (Big Data)
are generated from various sources (user applications, bank
transactions, IoT devices, social networks and etc.) every
single moment. This Big Data can be stored for later batch
processing or can be processed in a stream fashion (the data
is processed as soon as it is received). Recently, the stream
processing has got a lot of attention, since the increased need
of low latency feedback based on the processed and analyzed
data.

These ”on-the-fly” decisions/feedbacks and analysis often
require use of machine learning models. Considering the
training and deployment of these models, they can be trained
in one system (as a batch models) and used in other system (for
online inference) or both the training and inferencing are done
in online fashion [1]. In the case of batch training, since the
stream processing is a continuous execution, the deployment of
the target model should not interrupt the continuous execution.
Moreover, the pre- and post- processing of the data in a stream
fashion add additional weight to the problem, especially in
case when the model is trained in batch fashion, in which there
is the challenge for reconstructing the same pre- and post-
processing methods used in training phase of the model. So in
addition to the Big Data processing problem, new challenges
arouse when we try to add a machine learning component in
stream context.

In the last years, several Modern Data Stream Processing
Systems have been introduced [2]:

- Apache Flink [3,4,5] is an open sourced framework for
processing data in both streaming mode and batch mode. It
was originally created as part of the Stratosphere [6] research
project. Flink provides fault-tolerant and large scaled computa-
tions. Additionally, Flink provides a stateful stream processing
with easy high-level and user friendly state management. In
this paper, our focus is the stream processing mode.

- Apache Spark [7] is a cluster computing solution and
in-memory processing framework that extends the MapRe-
duce model to support other types of computations such
as interactive queries and stream processing using micro-
batching. It’s key concept is the Resilient Distributed Datasets
(RDDs) (imutabble and partitions collections of records) allow
distributed in-memory and fault tolerant processing. Spark
provides API for performing operations, such as map, filter
and join, over multiple data items.

- Apache Storm [8] is a free and open source distributed
real-time computation system. It makes it easy to reliably pro-
cess unbounded streams of data, doing for real-time processing
what Hadoop did for batch processing.

- Kafka Streams [9] is a library for building streaming
applications as part of the Kafka ecosystem. Kafka Streams
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offers two APIs for defining stream processing topology. The
first being the Kafka Streams Domain Specific Language
(DSL) which provides the most common data transformation
operations such as map, filter, join, aggregations and window-
ing. The second is the Processor API which enables defining
custom processors in interaction with state stores.

All of them provide different management of the processing
state. Apache Flink provides managed state to remember
information across multiple events (for example window op-
erators) that belong to the same logical partition, providing
support for implementing a scalable and an easy manageable
Model Serving Architecture [10]. This architecture enables
real time machine learning models management (serving/re-
moving). However, the standard model serving implementation
does not provide direct support for representing the complete
machine learning pipeline as a single unit (atomic model) by
encapsulating the pre- and the post- processing methods along
with the machine learning model. Moreover, in the cases when
the target data stream for modeling is mutivariate time series
coming from various data sources, the feature generation part
is becoming more challenging due to the sequential nature
of the data. As a consequence, additional logic is needed for
buffering and providing windows of time series data for feature
generation and forecasting. In this paper we present a solution
which allows dynamic model serving of atomic models for
forecasting time series data stream. The solution includes the
complete architecture for partitioning and distributing the data
and the models allowing parallel model scoring along with
time series data buffering.

In the next section, we provide a brief overview of the
current trends in data stream processing and other machine
learning pipeline representations. In the third section, we
describe the problem, while in the fourth section we propose
a solution for serving and dynamic management of atomic
models for multivariate time series in Apache Flink. The final
sections concludes the paper and proposes a research agenda
for future explorations.

II. RELATED WORK

The extensive growth of data from non-traditional un-
bounded data sources such as IoT systems, softwere infras-
tructure management systems, and web applications rapidly
transformed enterprise architectures from transactional to-
wards event-driven architectures. Event-driven architectures
are based on stateful stream processing applications. In this
design, data and computation are co-located, which yields
local data access [3,4,5].

The traditional techniques for processing big data such as
the MapReduce model [11] fail to deal with the low latency
and continues execution challenge as one of the key features
in the stream data applications. Apache Spark, although it’s
primary focus is the batch processing, manages to offer a
stream processing support as well by using a technique known
as micro-batching. In micro-batch processing, batch processes
are ran on much smaller accumulations of data [12]. In
other words, with micro-batching native stream processing

can be simulated. This way the MapReduce concept can be
applied to streaming processing, treating the input data stream
as a sequence of small chunks (bathces) of data allowing
aproximately real time processing.

On the other hand, Apache Flink and Storm are frameworks
that are specialized in native streaming (as opposite of micro-
batching), meaning that the events are processed as soon as
they arrive (although Flink supports batch processing too).

Often processing the data in real time is not enough since
a decision or a feedback should be given. This often means
applying machine learning techniques in streaming fashion
using a model serving methods. The models serving can be
static or dynamic. Static model serving is the one in which the
model is predefined before the start of the program and cannot
be changed without interrupting the program’s execution. On
the other hand, dynamic model serving gives the flexibility
for serving or removing the model in real time without
interrupting the program. As one of key features for machine
learning in streaming, the previously mentioned streaming
frameworks have a support for dynamic model serving.

In Flink, the model serving is implemented using the
low level stream processing operation - ProcessFunction,
which provides access to the basic building blocks of all
(acyclic) streaming applications (input events, state and timers
for keyed stream). By using the processFunction low-level
operations can be defined on two data streams. These two
inputs (example: data stream for processing events and data
stream for model data) are previously joined based on spe-
cific key. The low-level operation allows defining individual
methods for processing the records from each of the input
streams, while having access to the same state. This way,
the newly arrived model can be stored in the keyed state
and be used for inferencing later when processing an input
event. Moreover, as previously said, the two input streams
are previously partitioned by a certain key value, which
means that individual model’s scoring is executed on separate
partition on separate executors (one executors can process
more partitions), allowing a better distribution of individual
models and consequently better parallelization of scorings.

A similar implementation of model serving can be done
in Apache Spark and Apache Kafka (using kafka streaming).
In both cases, there are two input data streams (one with
event data for processing and the other with model data). In
Spark the two streams are joined and then processed with and
implementation of a mapWithState function, with which an
access to a state is available. In this case, there is a single
processing function for the events from both of the streams
(data and models), unlike in Flink where two indivudual
implementations were given for each of the two streams. On
other hand, in Kafka streaming, there are separate stream-
processing pipelines for each input data stream. However, the
state in Kakfa Streaming is handled differently, since natively
Kafka Streaming does not support state recovering, a custom
state should be implemented. Thus, this custom state can be
later attached to the streaming pipelines, so it can be accessible
from the corresponding pipelines.
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Fig. 1. Data Flow

What is common for the dynamic model serving architecture
in Flink and Spark is the trend for serving not only the
machine learning model alone, but all the components of the
machine learning pipeline as one unit. This way all the data
transformations with the model itself are represented by a
single atomic model. The data stream events can represent
different types of data. In this paper our focus are multivariate
time series. The events in the stream representing multivariate
time series data, are generated from different sources and
needs to be later joined accordingly.

We choose Apache Flink as a streaming framework for
conducting the experiments shown in this paper.

III. PROBLEM DESCRIPTION

In multivariate time series stream data the events are
generated from various sources. Applying the dynamic model
serving architecture, there several challenges when processing
and forecasting multivariate time series data:
1. Multiple dependencies between the data and the models.
For example: Lets say that one model requires data from
several specific sources and another model requires data from
several different sources, but they have one or more sources
that are common. So the challenge here is how these events
will be routed to every model that requires them.
2. Dealing with the pre and post processing of the data along
with the model inference.
3. Sequential nature of the data, which often means buffering
a window of data so the required features can be created.

IV. SOLUTION

In this paper we propose a solution that tackles the chal-
lenges described in the previous section. The core features of
this solution are the dataflow and the two implementations of
Flink’s proccessFunction shown on Fig. 1.
As it can be seen on Fig. 1 there are two input streams in the

program, the first carrying time series data (reffered as data
stream) and the other carrying pipeline information (reffered
as pipeline stream). In the data stream every event represents
one dimensional time series data point containing timestamp,
value and an id that identifies the corresponding source. The
events in the pipeline stream carry information for the machine
learning pipeline (including all the pre- and post-processing
steps in the pipeline). These pipeline information include the
ids of the sources from which the pipeline requires data, an
unique id of the pipeline, the pipeline representation, buffering
information (for example window size) and the forecasting
horizon. Additionally, an event in the pipeline stream may
carry information about removal of the pipeline determined
by the id.
Each operation in Fig. 1 is marked with a number, according
to the moment when it is applied on the corresponding
data stream. All the operations are explained respecting their
numerical order:
1. The pipeline stream is broadcasted and connected with the
data stream. This way every event of the pipeline stream will
be broadcasted to every parallel executor.
2. This operation is defined by an implementation of Flink’s
BroadcastProcessFunction. The goal is generating tuples
which encapsulates information for the later routing. This
is accomplished by creating a two-element tuple containing
the copy of the current time series data point and the id of
a pipeline that requires data from this event’s source. Such
tuple is created for every pipeline that requires data from this
data point’s source. The information (id and the sources from
which the corresponding pipeline requires data) for the active
pipelines are stored in Flink’s broadcaststate. The implemen-
tation of the broadcast process function, provides individual
implementation logic for processing an event from the data
stream and the pipeline stream. The processing logic of the
data stream events is already described, as it is creating tuples
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Fig. 2. Modeling and Forcasting

based on the input time series data point and the broadcast
state. On the other hand, the implementation for processing
the pipeline stream updates the Flink’s broadcaststate. As
previously mentioned, in this state the information for the
current active pipelines is stored. So when a pipeline stream
event arrives with a pipeline that currently do not exists
in the state, the information for this new pipeline is stored
in the broadcast state. On the other hand, when a pipeline
stream event arrives with a pipeline removal instructions with
provided pipeline id, everything about that pipeline is removed
from the state. The output of this operation is a stream of the
generated tuples.
3. The operation is the Flink’s Connect operation. By using
this operation the tuples stream is connected with the pipeline
stream.
4. On the such connected stream a Flink’s keyBy operation
is applied. The effect of this operation will be that the events
with same key value (from both of the streams) will be routed
to same logical partitions (see Fig.2 element 5). The key value
from the events from both of the streams is the pipeline id.
Using this operation, every pipeline will be routed to separate
partition and all data points from the required sources will be
routed to the every pipeline that requires that data, allowing
individual and distributed modeling and forecasting for every
pipeline.
5. This operation is actually an implementation of the Flink’s
KeyedCoProcessFunction and has all the logic for building
an atomic model and forecasting using this model. Addition-
aly, the operation provides buffering of the time series data,
providing windows of data to the atomic model. As shown
on Fig. 2 there are individual implementations for processing

the events from the tuple stream and the pipeline stream,
accordingly. When processing events from the tuple stream,
the new time series data point from the tuple is added to
the buffer. On the other hand, the events from the pipeline
stream are processed by building the pipeline represented by
the event or removing an existing pipeline from the state. For
every creation or removal of the pipeline, a feedback message
is sent (see Fig. 1). It is worth to mention that there is at most
one active pipeline stored in every moment. Both the buffer
and the pipeline are stored in in Flink’s managed state (the
managed state is defined per key, meaning different state for
different key). We have used the V alueState implementation
that guarantees that the stored values are safe in case of failure
by keeping periodic checkpoints of them. Since all the machine
learning components are included in pipeline as an atomic
model, all the data transformations (pre and post processing)
are done within the atomic model. Internally, all machine
learning pipeline and it’s components are represented by a
directed acyclic graph. Accordingly, the atomic model requires
only a window of data so it can produce a forecast for the
given input. As shown in Fig. 1, there is link (a callback)
between the buffer and the pipeline. Using this callback, the
buffer, when ready, sends the collected window of data to the
pipeline for forecast. The output of this operation is a stream
of forecasts generated by the atomic model.
6. The forecast stream is written to the corresponding data
sink.

V. CONCLUSION AND FUTURE WORK

Streams of massive amounts of data from various sources
requires to be processed and analyzed immediately. The analy-
sis often requires applying machine learning on the streaming
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data. Using model serving architecture, the latest streaming
frameworks guarantee scalable, fault-tolerant and low latency
stream analytics. In this paper our focus is into Apache Flink
and forcasting time series data stream using an atomic model.
The proposed solution enriches the standard implementation
of the model serving in Flink, by representing all machine
learning pipeline components as a single unit - atomic model.
Additionally, the solutuion provides routing of the time series
data and pipelines, so the modeling and forecasting can be
done individually and independetly for every pipeline, allow-
ing easy parallelization and distributed scoring.
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Abstract—The use of smart devices, IoT and social networks
have contributed to a generation of massive volumes of data with
very high velocities. Traditional batch processing technologies fail
to address the challenges for near real-time or latency bounded
processing and analysis. Thus, the practitioners have put their
attention to stream processing technologies that allow processing
data in motion and providing analytics results almost in real-
time. There are several proposed frameworks for processing
streams of data so far. One of them is Apache Flink, a distributed
processing engine for stateful computations over unbounded and
bounded data streams. Timers are one of the key concepts that
make Flink streaming applications reactive and adaptable to
time changes. Using the TimerService one can register callbacks
for future event-/processing-time instants. In this paper we
propose an extension of the TimerService which overcomes some
limitations that currently exists in Flink’s timer service, allowing
more freedom and options when building statefull streaming
applications based on Apache Flink.

I. INTRODUCTION

In the recent years, the volume of generated data is growing
rapidly due the growing appliance of the information technol-
ogy in every segment of the modern living such as: smart
devices, IoT, social media, cloud computing. The increased
volume comes with new challenges for processing, analyzing
and storing this enormous amounts of data. Moreover, the data
is often represented in different formats and data structures
which makes it’s processing even more challenging. Based on
whether the data is processed in real time or stored for later
processing there are two approaches: stream and batch pro-
cessing. While the batch processing dominated so far, recently
a lot of attention has been put on the real-time processing and
it’s challenges as a reaction to the increased need for real-
time and latency bounded analytics. One example are the IoT,
smart ecosystems, mobile operators systems where enormous
amount of sensors are generating data every moment. This data
carry information that needs to be processed, analyzed and
accordingly to this analysis a corresponding feedback should
be given. For processing large volumes of generated streaming
data, there are several proposed frameworks so far:

- Apache Flink [1,2] is an open sourced framework for
processing data in both streaming mode and batch mode. It
was originally created as part of the Stratosphere [3] research
project. Flink provides fault-tolerant and large scaled computa-
tions. Additionally, Flink provides a stateful stream processing
with easy high-level and user friendly state management. In
this paper, our focus is the stream processing mode.

- Apache Spark [4] is a cluster computing solution and in-
memory processing framework that extends the MapReduce
model to support other types of computations such as inter-
active queries and stream processing. It’s key concept is the
Resilient Distributed Datasets (RDDs) (imutabble and parti-
tions collections of records) allow distributed in-memory and
fault tolerant processing. Spark provides API for performing
operations, such as map, filter and join, over multiple data
items.

- Apache Storm [5] is a free and open source distributed
real-time computation system. It makes it easy to reliably pro-
cess unbounded streams of data, doing for real-time processing
what Hadoop did for batch processing.

All of them provide different management of the processing
state. Apache Flink provides managed state to remember
information across multiple events (for example window op-
erators) that belong to the same logical partition. Relying on
the managed state, Apache Flink enables TimerService for
registering callbacks for future event-/processing-time instants.
All timers are internally maintained by the TimerService
and enqueued for execution. The TimerService deduplicates
timers per key and timestamp, i.e., there is at most one
timer per key and timestamp. If multiple timers are registered
for the same timestamp, the callback method will be called
just once, which can be a huge limitation. In this paper we
propose an extension of the TimerService which overcomes
the limitations that currently exists in Flink’s timer service,
allowing more freedom and options when building statefull
streaming applications.

In the next section, we provide a brief overview of the
current trends in data stream processing. In the third section,
we describe the problem, while in the fourth section we
propose the Timer Management component in Apache Flink.
The final sections concludes the paper and proposes a research
agenda for future explorations.

II. RELATED WORK

The extensive growth of data from non-traditional un-
bounded data sources such as IoT systems, software infras-
tructure management systems, and web applications rapidly
transformed enterprise architectures from transactional to-
wards event-driven architectures. Event-driven architectures
are based on stateful stream processing applications. In this
design, data and computation are co-located, which yields
local data access [2,3].
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Fig. 1. Output using the Flink’s standard timer service

So far, one of the key concepts for processing big data was
the MapReduce model [6] and its implementation Hadoop [7]
that operates in batch processing mode. Similar approach has
Apache Spark when it comes to batch processing, with the
key difference being that Spark does in-memory processing
while Hadoop MapReduce has to read from and write to a
disk. But, when it comes to processing streaming data, the
traditional map reduce concept fails to deal with the challenge,
mainly due to it’s limitations for having heavy focus into batch
processing and not having support for continues execution,
which is one of the key concepts in the most streaming
applications.

In order to deal with the streaming data, Spark has im-
plemented a technique known as micro-batching. Using this
technique, the processing is performed on much smaller accu-
mulations of data – typically less than a minute’s worth of data
[8]. The input data stream is treated as a sequence of small
chunks (bathces) of data allowing near real-time processing. In
[9] the author compared the performance of Hadoop MapRe-
duce and Apache Spark in processing streaming data. In the
experiments, Spark outperformed Hadoop in both cases when
the input data is deserialized from a disk and when the input
data is cached in RAM.

On the other hand, Apache Flink and Storm are frameworks
that are specialized in native streaming (as opposite of micro-
batching), meaning that the events are processed as soon as
they arrive. Although, these frameworks are similar in many
aspects (both use DAG to represent the execution program),
there are few differences. Firstly, Flink offers a higher-level
API for managing data streams compered to Storm. Secondly,
Flink provides easy to use mechanism for managing operator
states or custom states. Finally, Flink’s API is encriched with
advanced streaming capabilities such as windowing features
and aggregations.

W. Inoubli et al. [10] give a comparative study between
several popular streaming frameworks: Apache Flink, Apache
Spark, Apache Storm and Apache Samza. They show that
Flink, Storm and Samza have lower latency than Apache
Spark. Also, Apache Flink have the best CPU utilization on
the performed experiments.

III. PROBLEM DESCRIPTION

Besides the high-level functionalities, Flink provides an API
for low-level stream processing operations, which can be de-
fined by using the processFunction. The processFunction
gives direct access and control of the Flink’s state and the
Flink’s context. The context keeps the information of the
current partition key, current timestamp (watermark in event
time, processing time or ingestion time) and the timer service.

The timer service is used for registering and unregistering
timers that are used for performing an action when a timer is
triggered by the current time. It is worth mentioning that the
managed state and timer service are available only in the low-
level process function on a keyed stream (a stream partitioned
by a specified key).

The timer service manages the registered timers and stores
them in queues. Timers are sorted according to their triggering
time. The timer that is going to fire earliest is first for dequeue.
Only one timer can be registered per key and timestamp. That
means, If multiple timers are registered on a partition with the
same key (on the same logical partition) at the same triggering
timestamp, only the last will be registered. Moreover, for every
timer, the same onTimer function is called when a timer fires,
that creates additional limitation for executing more complex
and timer dependent onT imer behaviour.

Sometimes, we need multiple timers at the same time (on
the same partition) and each one of them needs to provide
different onT imer behaviour. For example, let’s say that we
are processing different types of messages that belong to one
entity. The data stream is keyed by the entity itself. There
are several types of messages that are processed on the same
partition (belongs to the same entity). We want to create a
timeout for each type of message (if a certain message has
not arrived for a specified period) and for different types of
messages we need different timeout behaviour. Let’s suppose
that two types of messages arrived at the same timestamp
(and belong to the same entity), thus we need to register two
timers at the same triggering timestamp and with different
onT imer behaviour. Using only the Flink’s timer service, this
functionality can’t be accomplished because Flink deduplicates
timers per key and timestamp, so some manual management
needs to be done.
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@Override
public void processElement(MyClass val, Context ctx, Collector<MyClass> out) {

System.out.println("Timestamp " + val.getTimestamp() + " with key = " + ctx.getCurrentKey());

long timer = 0;
long currentWatermark = ctx.timerService().currentWatermark();

if (value.getTimestamp() % 2 == 0) {
timer = currentWatermark + 3;

} else {
timer = currentWatermark + 10;

}
ctx.timerService().registerEventTimeTimer(timer);

System.out.println("Current watermark " + currentWatermark);
System.out.println("Registering timer at " + timer);

}

@Override
public void onTimer(long timestamp, OnTimerContext ctx, Collector<MyClass> out) {

System.out.println("Timer registered at " + timestamp + " has fired");
}

Fig. 2. Caption

To demonstrate the aforementioned limitations, Fig. 1 shows
the results obtained from a scenario where two timers are
registered at the same timestamp at same partition using
Flink’s API. The results are obtained running the code snippet
on Fig. 2. In the processElement method, for every input
message (value) timer is registered (if the timestamp of the
current message is even, then the timer is registered at time -
currentWatermark+3, otherwise at currentWatermark+
10). The watermark is the extracted timestamp of the previous
message. The inputs are multiple elements, where each of
them is represented as two key-value pairs (json format:
{“key”:”1”,”timestamp”:0}, with the key value being constant
and the timestamp value being: 0, 3, 4, 7, 8, 16, 26, 30, 35).
For simplicity all input elements have the same key, therefore
they all go to the same partition. As it can be seen on Fig 1,
two timers had been registered at timestamp 10 (from instance
with timestamp 3 and instance with timestamp 8), but only
one of them was fired. The first registered timer (which was
registered when the first input with timestamp 3 arrived) was
replaced by the second registered timer (which was registered
at timestamp 10, when the massage with timestamp 8 arrived).
This behaviour corresponds with the official documentation
of Apache Flink: “there is at most one timer per key and
timestamp. If multiple timers are registered for the same
timestamp, the onTimer method will be called just once.”

Also, besides the limitation of registering multiple timers
per timestamp and per key, we are facing with one more
limitation. That is the callback support implementation when
the timer is triggered. Actually, Apache Flink natively does
not support multiple definitions of onT imer behaviour.

To tackle these problems, one needs to manage and store
all the different timers that can’t be registered in Flink’s timer
service (with the same triggering time). The timers need to be
stored and managed in a data structure which will keep the

information of the current officially registered timer (the timer
that is registered in Flink’s timer service). Then, when the
official timer will be triggered, all the other timers related to
the triggering time will be fired. Similarly, a functionality for
unregistering one or multiple already scheduled timers should
be provided. In addition, an extension of the timer service
API should be provided for registering different onT imer
callbacks for the different timer events. This functionality
allows implementation of different behaviour for every timer
event.

IV. TIMER MANAGER MODULE

In this paper, we propose the Time Manager Module - a
small library that overcomes the aforementioned limitations in
the previous section and offers a complete freedom and sim-
plicity in registering multiple timers at the same time, defining
different behaviour per timer and deleting any registered timer
at any moment.

A. Timer Manager Architecture

The architecture of the timer manager in Flink’s
KeyedProcessFunction is visually presented on Fig 3. The
data from the keyed stream (the data stream is previously par-
titioned by a certain key) are processed by the corresponding
implementation of the overrided processElement function.
While processing the data, timers can be registered/unregis-
tered using the timer manager object. While registering the
timers, a firing timestamp and callback must be provided to
the timer manager. This callback will be executed when the
corresponding timer is fired.

The timer manager keeps track of all registered timers using
two data structures - a sorted map and a hash map (as shown on
the Timer Manager’s class diagram on Fig. 4). The sorted map
is used for mapping a certain timestamp to a list of all timers
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Fig. 3. Timer Manager in Flink’s KeyedProcessFunction - Architecture

Fig. 4. Timer Manager - Class Diagram

registered for the corresponding timestamp (the map is sorted
by the timestamp in ascending order), while the second map
keeps track of the unique id (UID) of the timer and the actual
timer that is registered in the timer manager. Both maps are
stored in Flink’s managed state (the managed state is defined
per key, meaning different state for different key). We have
used the V alueState implementation that guarantees that the
stored values are safe in case of failure by keeping periodic
checkpoints of them.

The timer manager always registers the timers that should
be scheduled in different timestamps. In addition it keeps
track of all other timers that need to be scheduled, but for
their timestamps there are already registered timers in Apache
Flink. That means that all tracked timers are kept internally
(in the previously described map data structures) by the timer
manager. This way, when Flink’s timer service will notify the
timer manager that a registered timer (with certain timestamp)
is fired, the timer manager will:

• First, fire this timer internally (execute it’s callback and
clean the map data structures).

• Second, all of the tracked timers scheduled for the same
timestamp (all the timers in the list mapped to the
corresponding timestamp) are fired.

When registering a timer in the timer manager, an UID for
the registered timer is returned by the function. This UID is
used to unregister (delete) the timer. Using this UID, the timer
manager finds the corresponding timer in the hash map, deletes
it from there and then deletes it from the sorted map (the list
of tracked timers for the particular timestamp). A special case
is when the target timer is registered at Flink’s timer service.
In this case the timer manager will:

• First, unregister the corresponding timer from the Flink’s
timer service.

• Second, delete the timer internally (delete it from the data
structures and clean them).

• Finally, pick another timer from the sorted map registered
at the same timestamp as the recently deleted timer and
register it at the Flink’s timer service.
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Fig. 5. Output using the Timer Manager

B. Timer Management Example

Fig. 5 shows the output obtained by running an example that
uses the proposed Timer Manager module for registering the
timers (according to the description given in section 3). In the
output shown on Fig. 1 (the output generated without using the
Timer Manager) two timers were registered at timestamp 10
(one from instance with timestamp 3 and one from instance
with timestamp 8), but only one was fired. Because Flink’s
API does not allow registering multiple timers at the same
timestamp in context of the same partition. On the other side,
as shown on Fig. 5, using the timer manager this limitation
is overcame, and the two timers registered at timestamp 10
are fired. Thus, utilizing the option for different onTimer
behaviour, when firing a certain timer different callbacks are
executed per timer.

C. Timer Management - API

The TimerManager provides very simple API, consisting
from three functions shown with their signature on the class
diagram on Fig. 4. For registering a timer, the method
registerT imer is used. After a successful registration of the
timer, it’s unique ID representation is returned. The input
arguments of this method are:

• triggeringT ime - Time at which the timer will be
registered.

• onT imerCallback - The callback that will be executed
when the timer fires.

• context - Context from the corresponding Flink’s
processFunction.

Unregistering of the timers could be performed using the
unregisterT imer method. It has two arguments (Fig. 4):

• timerToDeleteID - The unique ID of the timer that
should be deleted.

• context - Context from the corresponding Flink’s
processFunction.

The last method of the provided API is the onT imer
method callback. This method is invoked by the overriden
Flink’s onT imer method and it provides different onT imer
behaviour for every registered timer. It has two arguments:

• context - Context from the corresponding Flink’s
processFunction.

• collector - Collector from the corresponding Flink’s
processFunction.

Full implementation of the Timer Manager module is pub-
licly available here.

V. CONCLUSION AND FUTURE WORK

Streams of massive amounts of data from various sources
requires to be processed immediately. The latest streaming
frameworks guarantee scalable, fault-tolerant and low latency
processing of streaming data. In this paper our focus is into
Apache Flink and enriching one of the components (the timer
service) of it’s high-level Data Stream API. We proposed
the timer manager module which enables specifying different
timeout behaviour for different events as well as registering
more timers at the same time. The Timer Manager gives us
complete freedom and abstraction of the timers in Apache
Flink easing the build of application for advanced and power-
ful data stream processing.
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Abstract—This paper presents the design and current 

challenges of smart pot prototype, as a part of smart indoor 

plant cultivation farm. The proposed system uses sensors for 

measuring the temperature, humidity and light exposure. The 

pot sensors are connected using IoT (Internet of Things) 

approach to a backend server which performs predictive 

analysis on the data and uses AI algorithms to estimate the 

state of the plants in the pot. The servers act as control center 

that allows automated control of actuators in the pot and also 

allow control from the user. The basic goal of this work is to 

achieve plant-human communication through the IoT system 

enabling the human to oversee the state of the plants and to 

control the actions such as watering and caring for the plant. 

Keywords—IoT, smart pot, indoor plant cultivation, machine 

learning 

I. INTRODUCTION 

Agriculture has always been an important human 
activity, but the challenge of food production in the 21st 
century is an increasingly important topic, as the population 
growth is increasing year by year. Agriculture also needs to 
be reformed because it is currently responsible for 20% of 
emissions in the so-called greenhouse effect and 70% of 
world fresh water consumption. Man-made ecological 
changes can potentially cause conditions in which the 
development of new crops will not be possible. Growing 
urbanization also reduces labor in areas typically involved in 
food production, increases costs, and reduces the sector's 
production capacity [1]. The historical development of 
agriculture has always been related to the technological 
development of society in a certain period of time. Today 
we can talk about "Smart Agriculture" based on IoT 
solutions, also known as "Agriculture 4.0" or "Digital 
Agriculture", which is associated with the fourth 
technological revolution. In this regard, smart farming is a 
new concept for managing production capacity in 
agriculture, which uses techniques and technologies at 
different levels and scales in agricultural production, which 
will enable to overcome the challenges in food production 
demands and labor reduction [2]. This is the "macro image" 
of smart agriculture in terms of the environment in which it 
is applied, but there is also a "micro image", because "smart 
agriculture" can be divided into two main groups: outdoor 
and indoor, that is, indoor agriculture. Outdoor agriculture 
includes orchards and arable crops, while inland agriculture 
includes: greenhouses, hydroponics, seedling beds and smart 
pots. IoT solutions that can be applied in both, outdoor and 
indoor agriculture,  are called "general" because they are 

based on certain principles that are generally applicable, so 
from that point of view we can speak as a whole, a concept.  

II. RELATED WORK 

The application of IoT in agriculture is advantageous 
because of the ability to monitor and control a number of 
different parameters in an interoperable, scalable and open 
context with increased use of heterogeneous automated 
components in addition to the inevitable traceability 
requirement [3]. Smart farming uses different types of 
sensors for data collection (temperature, humidity, light, 
pressure, pH, etc.), communication networks for sending 
and receiving data, which are then managed and analyzed by 
information systems for data management and analysis 
and/or solutions [4]. Actuators can be inserted in the same 
system, which are guided by decisions based on the analysis 
of data from sensors and decisions made based on those 
analyzes. As a result of the IoT, smart agriculture becomes 
data-driven, makes real-time decisions about smart farm 
management, which increases the reliability and efficiency 
of growing crops. In the last 10-15 years, smart farming and 
the application of IoT in agriculture have been a very 
popular topic for scientific research. The authors Villa et al. 
[5], in their research focus on agricultural production from 
2008 to 2018, emphasizing communication technologies and 
protocols, data generation and analysis, architectures and 
IoT applications etc. The authors also highlight the 
challenges and future directions associated with the 
application of IoT technologies for agricultural production. 
The author Ray [6] in his paper on IoT in smart farming 
introduces the technologies used for communication and 
data collection within IoT smart farming solutions, as well 
as several cloud-based IoT platforms used for them. 
Additionally, the author presents several cases of using 
identified IoT applications for smart farming. The work of 
Talavera et al. [7] is a systematic review of papers published 
between 2006 and 2016, which are classified into 
application domains such as web monitoring, management, 
logistics and forecasting. Within these domains, the authors 
also identify data visualization strategies and technologies 
used for communication and desktops. The authors Tzounis 
et al. [8] describe the IoT architecture through three layers 
(perception, network, application), to analyze the literature 
reviews published between 2010 and 2016, in relation to the 
above three layers. They identify embedded platforms and 
communication technologies used as IoT solutions, as well 
as their application. And finally the authors Verdouw et al. 
[9] analyze literature reviews published between 2010 and 
2015, presenting the IoT's top solutions for smart farming. 
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These authors also rely on three-tier IoT architecture 
(perception, network, and application) to analyze the 
application of devices: sensors and actuators, as well as 
communication technologies in several agricultural areas 
(agriculture, food consumption, animal husbandry). Data-
driven agriculture is one of the main strategies and concepts 
proposed for efficiently increasing production while 
reducing environmental impact [10]. Data-driven 
technologies are generally advancing rapidly with the 
development of the Internet of Things (IoT) and could 
become an important part of the future of agriculture [11]. 
Smart farming, also called Agriculture 4.0 or Digital 
Farming according to the CEMA-European Agricultural 
Machinery Association (CEMA, 2018), is being developed 
based on the modern concept of precision farming, which 
bases its management practices largely on spatial 
measurements thanks to Global Positioning System (GPS) 
signals. Also, "smart agriculture" is characterized by the so-
called "Awareness", because it has the ability to 
automatically activate events in real time, which 
dramatically improves the performance of existing 
agricultural solutions [12]. Smart farming involves the 
application of information and communication technologies 
(ICT) and enables direct integration of the entire agri-food 
chain, as well as traceability of food production. It is clear 
that IoT is a key technology in smart farming, as it provides 
data flow between sensors from the outset to other devices 
throughout the IoT system, enabling automatic data 
processing and analysis, as well as timely and efficient 
production actions. and farm management. From the review 
of the literature so far, it can be noticed that it refers mainly 
to the macro image, i.e. to the outdoor agriculture. Recently, 
there is a special interest of large companies for indoor 
agriculture, which with their prototype solutions are 
imposed on the fairs in the last few years. Vertical farming 
is the practice of growing crops in vertically arranged layers. 
It often involves farming with a controlled environment, 
which aims to optimize plant growth and agricultural 
techniques for growing soilless plants, such as hydroponics, 
aquaponics, and aeroponics [13] The trend is to create 
hydroponic agricultural equipment that can fit into a 
person's apartment and it is moving fast, as shown in the 
aftermath of CES (CES® is the most influential 
technological event in the world - a testing ground for 
technologies and global innovators 1 , where the idea of 
having a smart farm in your own kitchen becomes a reality. 
Aspara - is a hydroponic growing system with small 
dimensions and can be placed on the refrigerator. The 
system uses a combination of LEDs, an automatic irrigation 
function and sensors that detect nutrient levels, humidity 
and other factors to create optimal prescription conditions 
for plants. Rise Gardens - is a startup project from Chicago, 
which aims to make a real "plug in and go" system for 
indoor vertical farming. It is a standalone console with one, 
two or three "levels". This "garden" takes up as much space 
as a piece of furniture, connects to the application, which 
controls the schedule for lighting and adding nutrients and 
reminds the user when it is time to water the plants. 
Agrilution’s Plantcube - is a product of the German 
company Agrilution, which in 2018 was purchased by the 
appliance manufacturer Miele. The device automates: 
temperature, light, climate and water level of the indoor 

                                                           

1 https://www.cesltd.com/agriculture 

vertical farm and can be controlled by the Agrilution 
application. The appliance looks like a wine cooler, and 
interestingly Plantcube is intended to be installed directly in 
kitchen cabinets or under the hob. 

GE Home Grow – (GE - General Electrics) indoor 
gardening concept that uses a combination of hydroponics, 
aeroponics, and soil cultivation systems embedded directly 
in kitchen design. For each of the three systems, the delivery 
of water, nutrients and light is controlled through an 
application, which also guides the user through all stages, 
from sowing, through the growing process to harvesting the 
product. AeroFarms2 is a leader in fully controlled indoor 
vertical farming, which declares 390 times higher 
productivity per square meter per year, compared to 
traditional agricultural production, using 95% less water and 
zero pesticides. The latest sensor technologies and data 
science (Big Data) are used, as well as tools such as 
Machine Learning and Artificial Intelligence (AI), to fulfill 
the mission: "Grow as best we can plants for the betterment 
of humanity". The listed examples of "home" vertical 
farming use the latest technological advances, all of which 
bear the prefix "smart": Smart Aeroponics; Smart Light; 
Smart Substrate; Smart Nutrition; Smart Pest Management; 
Smart Data, machine learning and IoT integration.  The idea 
is to intersect horticulture with: engineering, food safety, 
data science and nutrition, giving us a unique opportunity to 
understand plant biology in a way that has never been 
understood before, a kind of direct plant-human 
communication (via IoT system), rapidly introducing 
domestic agriculture into the future of people. In this paper 
we have decided on indoor agriculture or in a freer 
translation "indoor plant cultivation" which can be used for 
classical purposes of agriculture (growing crops in 
controlled conditions), but also in terms of to improve the 
immediate environment (home or workplace) where much 
of the day is spent. Interest in this topic has grown 
significantly in recent years (in the United States by 50% in 
the last three years, as seen from published publications) for 
several reasons mentioned earlier, but it is also interesting to 
mention the fact that houseplants are a useful source of 
oxygen (convert CO2 to O2 overnight). Also, these 
houseplants remove 87% of toxins from the air in the home 
during the day, and all this contributes to increasing the 
concentration and productivity of man by 15% [14]. This 
topic is especially important in cities where air pollution is 
high, where "air purifiers" are increasingly used in homes, 
while neglecting the natural air purifiers - plants. The main 
goal and challenge are to create an integrated system and 
closed loop smart control starting from the  sensor readings 
to the final actuation, to manage the process of growing 
plants indoors, which will be automatically run without 
direct human involvement. The prototype of "Smart 
sustainable system for indoor plant cultivation" can be 
developed as a technological solution for smart agriculture 
in our country both indoors and outdoors. 

III. A PROTOTYPE OF "SMART SUSTAINABLE SYSTEM FOR 

INDOOR PLANT CULTIVATION" 

 

                                                           

2 https://aerofarms.com/technology/ 
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The work plan for the development of a prototype for a 
smart and sustainable system for indoor cultivation of plants 
is planned to take place through several phases. 

Fig. 1 Data flow of the Smart Sustainable System for 
Indor Plant Cultivation 

Gathered data from different sensors placed in the 
“Smart Pot” is sent through the Arduino to the Lo-Ra 
Gateway. The information goes to Database server and by 
User Interface application, monitoring and management of 
the entire smart system will be done. The reverse pathway 
information through the actuators executes the proper 
action. In the first phase, the architecture of the indoor plant 
growing system was defined, by defining an appropriate 
model of “Smart pot”, based on the existing solutions 
known in the literature. In the second phase, a prototype 
solution will be built using existing hardware and software. 
Several different sensors for measuring soil and 
environment parameters will be included, as well as 
actuators that will be used to take actions based on the 
steering commands of the model. A microcontroller will be 
used to define and implement control algorithms, and 
communication with an external processor or cloud will be 
established to process more complex sensory data and train 
and use more complex models. The specific selection of 
sensors and actuators is as follows: 

 Heat and humidity sensor - Consists of a capacitive 

humidity sensor and a thermistor to measure the 

ambient air temperature (0-100% scale for air 

humidity measurements with an accuracy of 2-5% 

and temperature in the range from -40 to +80 

degrees Celsius with accuracy ± 0.5 ° C), 

measuring frequency (Sampling Rate) of 0.5Hz or 

1 measurement in 2 seconds. 

 White light sensors - which will be able to detect 

ambient light, but also light with high intensity. 

 Ultraviolet light sensor - Response spectrum: 200 

nm-370 nm 

 Soil moisture sensors: The sensor itself has an 

integrated amplifier and can be connected directly 

to the Arduino entrance. The sensor is thrust into 

the soil and measures its humidity at a certain 

depth. The sensor is corrosion resistant. 

 "Thermal cable" to maintain the desired soil 

temperature - Silicone cable for soil heating, with a 

power of 15W, waterproof, due to soil moisture. 

 Lamp with LED lights that give the appropriate 

spectrum and amount of light for plant growth. It is 

characteristic that it can be controlled: operating 

time (via timer); comprehensiveness of the required 

light spectrum through 64 LED lamps that are built 

into the lamp, of which 48 are red light with a 

wavelength of 620-630 nm, and 16 with blue light 

with a wavelength of 460 nm (the best ratio is 3: 1). 

The brightness is adjusted to 4 levels of brightness 

(brightness): 25%, 50%, 75% and 100%. 

 Waterproof water pump with hose, has protection 

against "dry burn", ie it can work up to 48 hours, 

although there is no water that would pump it. 

Waterproof with IP68 protection, so it can be 

completely submerged under water. 

 Arduino MKR WAN 1300 (Lora Connectivity): 

microchip for receiving information from sensors 

and their transmission to the Lo-Ra port, as well as 

implementing system feedback decisions, 

 LoRaWAN port for indoor use, located in the same 

room as the smart flowerpot. Return transport via 

802.11 b / g / n WiFi via ESP8266; easy to set up. 

It is highly reliable and can be connected to a 

secure and collaborative Internet of Things 

network. There are several possibilities to be 

powered: in the electrical installation in the home 

or via USB type C with 900 mA. It has a built-in 

multi-directional antenna for home use. LoRaWAN 

WiFi port is 8-channel, which is based on SX1308 

with integrated ESP8266 WiFi connection. With 

multiple versions and different ports available, the 

gateway meets a wide range of applications that 

require dynamic coverage. 

 

 

 

 

 

 

Fig. 2 The “Smart Pot” Prototype 

The "smart flower pot" was made 
in the BRAKO factory in Veles. In 
the third phase, real-time data 
experiments will be performed and 
new smart management models 
will be created. Also, in this phase, 
the validation of the existing 
models and comparison with the 
new models will be performed. In 
the fourth phase, a user interface 
will be built for management and 
monitoring of the entire smart 
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system for growing plants indoors, ie a prototype 
version of the solution will be finalized. In this 
prototype version, our main goal will be to achieve the 
stated plant-human communication and to enable 
greater autonomy of the prototype, using the most 
advanced machine learning algorithms to create 
management models. In the final phase, the results of 
the initial experiments will be used to improve the 
prototype of Smart pot”. With this prototype version, 
we expect to achieve the basic goal, ie to achieve plant-
human communication through the IoT system. We 
expect the sensors to provide timely and accurate 
information on humidity, light and heat, and their 
processing will result in appropriate actions of the 
actuators: watering, lighting with an appropriate 
"amount" of light and maintaining the desired soil 
temperature.  Although the model refers to a micro 
system (for indoor use), it can serve as a good starting 
point for growing plants outdoors, especially in 
greenhouses, where the conditions that are the subject 
of this model can be conditioned (humidity, light and 
heat), ie to develop the model from micro to macro 
form. The use of data obtained from “Smart pot” as a 
part of "Smart Agriculture" increases the potential to 
improve productivity and reduce waste, by enabling the 
necessary activities to be carried out at the right time, in 
the right volume and in the right place, and all thanks to 
use of new information and communication 
technologies (ICT). 
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Abstract—The purpose of this paper is to describe and analyze
the HRV parameters from ECG data from 150 patients, along
with additional medical data, including diabetes and the HbA1c
parameter, the lipid profile, patients’ use of medications, habits,
and other relevant medical histories. ECG measurements were
gathered from the patients, processed, and then categorized. The
main focus is to describe the process of analyzing the HRV
data, and in later stages, compare the two most relevant HRV
parameters: SDNN and rMSSD, and correlate it with other
physiological parameters such as the HbA1c parameter, a possible
indicator for diabetes.

Index Terms—ECG, HRV, heart, HbA1c

I. INTRODUCTION

ECG (Electrocardiogram) is a graph that records the heart’s
activity in the form of a wave in real-time. ECG devices can
help gather the data about the heart rate. However, the heart
rate gives information on the overall psychophysical condition
[1].

Several new and advanced techniques for ECG and HRV
(heart rate variability) analysis provide new insight into our
body’s condition, as the heart is controlled by the ANS
(autonomic nervous system) [2].

The variations in the heart rate that specify HRV reveal
how physiological condition changes. Despite intuitive beliefs,
higher HRV value is associated with good health, while lower
HRV value is associated with poor health [3].

Many health-related parameters could be traced in order
to obtain knowledge about the overall health of a person.
However, for some conditions and health-related problems,
there are not so many parameters that were proven to trace the
severity of the condition. For example, the HbA1c (glycosy-
lated hemoglobin) parameter [4] is one of a few methods used
to indicate a possible diabetes condition in a person and shows
how they manage this condition. It provides the average blood
sugar level in the past three months. The values are expressed
in percentage. A higher percentage indicates possible diabetes
in a person. This metabolic disorder can cause damage to the
eyes, heart, and the body in general. By analyzing the heart
rate variability, we can observe the autonomic dysfunction.

This research aims to analyze the HRV parameters and
the other physiological parameters in the body. Because the
autonomic nervous system controls the body processes, we can
look for a possible link between them and HRV parameters.

The rest of the sections are briefly described as follows:
Section II presents the related work about the link between
the HbA1c and HRV parameters. Section III includes an

analysis of the HRV parameters, starting with describing
the different parts of a heartbeat and explaining the various
methods for calculating the HRV. Section IV goes in-depth
about analyzing two particular HRV methods: SDNN (standard
deviation of NN intervals) and rMSSD (root mean square of
successive differences). The results obtained from the analysis
of the data are described in Section V. Section VI includes
further discussion about the results. Finally, in Section VII are
included the conclusions gathered from the previous sections.

II. RELATED WORK

Quite a few studies describe the correlation between the
HbA1c parameter and HRV parameters. In this study [5],
Gusev et al. provide an overview of the current technologies
for less invasive and non-invasive, continuous glucose mea-
surement methods. One such technique mentioned that has
a potential for diagnosing diabetes is taking an ECG and
calculating the HRV parameters. However, these techniques
need to be improved to increase reliability, accuracy, and
effectiveness. Therefore this study addresses the importance of
improving existing and developing new methods for glucose
measurements [5].

Another study conducted in Japan involved 7690 people in
taking one minute ECG recording of NN intervals (the distance
between two consecutive R waves, shown in Figure 2) while
participants were in a laid-back position. A few parameters
were measured, including the BMI (body mass index) and
the HbA1c. The results, although weaker, show a negative
correlation between the parasympathetic activity of the ANS
and the HbA1c parameter [6].

The study [2], describes non-invasive techniques and meth-
ods for measuring blood glucose levels based on HRV data,
using techniques such as machine learning and deep neural
networks. The conclusion has highlighted the need for im-
proving the accuracy of wearable ECG devices while being
affordable.

This study of examining 200 patients with type 2 diabetes
shows a negative correlation between HbA1c and HRV param-
eters for time and frequency domains. Patients with increased
HbA1c levels have lower HRV and HRR (heart rate recovery)
values in general. The control group showed increased HRV
and HRR values compared with diabetes-impaired groups [7].

Many HRV parameters correlate with the HbA1c parameter.
Which HRV parameters are more relevant than others is
described in [8]. Shaqiri et al. analyze and compare many
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HRV parameters to find the ones that will provide the most
accurate correlation with the HbA1c parameter. According to
the study, SDNN for longer recordings and rMSSD for short
recordings are better predictors than the other parameters.

The studies mentioned above show that there are new
techniques of measuring glucose levels non-invasively and that
there is a correlation between the HRV parameters and the
condition of diabetes in people. However, further research and
improvements are needed for these techniques to replace the
traditional methods of measuring glucose levels.

III. ANALYSIS OF HRV

Figure 1 represents a sample QRS complex [9] (three letters
representing a combination of three graphical parts of a typical
ECG signal) with P and T waves as a digital representation
of a normal heartbeat in an ECG. Each letter of the QRS
complex is associated with a different part of the heart’s action.
The P wave represents the atrial depolarization, which is the
contraction of the heart’s two atria. The next part is the QRS
complex which represents ventricular depolarization, which is
the contraction of the heart’s two ventricles. The next part
is the T wave which represents the ventricular repolarization,
which is the state of relaxation of the heart’s two ventricles.

Fig. 1. A typical QRS complex of a normal heartbeat [10]

Heart rate is determined by the time between consecutive
R values, known as the NN interval, and usually is expressed
in milliseconds (Figure 2). The calculation of the NN interval
is a part of the time-domain or the frequency-domain.

HRV represents the variation in the time between subse-
quent heartbeats and is calculated using several time domain
or frequency domain methods, including:

• SDNN (standard deviation of a normal-to-normal inter-
val) represents the standard deviation of all normal sinus
NN intervals in 24 hours. SDNN parameter is most
useful when tracking psychological stress over time. It
is essential to take measurements at the same time, in
the same conditions.

• SDANN (standard deviation of all average normal-to-
normal intervals) represents the standard deviation of
all average normal sinus NN intervals for all 5-minute
segments in a 24-hour recording.

Fig. 2. Presentation of an NN interval between two normal beats [11]
2

• rMSSD (root mean square of successive differences be-
tween normal heartbeats) represents the root mean square
of the mean of the squared differences of two consecutive
NN intervals in a 24-hour recording. It shows whether the
body had the chance to recover from a stressful situation.

• NN50 (normal-to-normal intervals greater than 50ms)
represents the number of pairs of successive NN intervals
that differ by more than 50ms. It is used for assessing the
parasympathetic activity from 24 hour ECG recordings.

• HF (high-frequency power) represents the frequency ac-
tivity in the 0.15 - 0.40Hz range.

• LF (low-frequency power) represents the frequency ac-
tivity in the 0.04 - 0.15Hz range.

Although there are other HRV parameters with specific in-
terpretations, the most commonly used are SDNN and rMSSD
due to their tight association with the state of the autonomic
nervous system [12]. These parameters will be addressed in
more detail in the next chapter.

IV. METHODS

In this section, we analyze and compare two HRV time-
domain methods: SDNN and rMSSD. SDNN represents the
standard deviation between the NN intervals, expressed in
milliseconds and calculated by (1) It describes how strongly
the individual NN intervals are scattered around their mean
value. The greater the scatter, the greater the standard de-
viation is, which is the desirable outcome. SDNN measures
the overall activation of the autonomous nervous system and
increases with longer measurement time. To avoid false data,
the measurements should be taken lying down, at the same
time and duration; and in the same measuring conditions [13].

SDNN =

√√√√ 1

N − 1

N∑
i=1

(RRi −NN)2 (1)

The other commonly used method for analyzing the HRV
is the rMSSD method. This method represents the root mean
square of successive differences between each heartbeat, calcu-
lated by (2). It measures the short-term changes of successive
NN intervals. It is used to measure the autonomous ner-
vous system’s parasympathetic activity reliably, and it shows
whether the body had the chance to recover from a stressful
event. It also shows how quickly the body reacts to stress.
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A higher value means that the body can cope well between
stressful situations and relief. A lower value can indicate stress,
physical activity, or illness. Equation 2 shows the mathematical
formula for calculating the rMSSD value.

rMSSD =

√√√√ 1

N − 1

N∑
i=1

(RRi+1 −RRi)2 (2)

Besides the standard way of calculating the SDNN and
rMSSD, we apply an additional rule to eliminate the supraven-
tricular and ventricular beats, which are not generated by a
specific origin as the normal beat is, rather they are initiated
by the atria or ventricle instead. In such cases, we apply a rule
to eliminate all beats and corresponding NN intervals if the
analyzed NN interval differs from the previous by more than
15%.

The elimination of supraventricular and ventricular beats
in the calculation of HRV generates a list of isolated ECG
intervals around the eliminated beats. It, therefore, initiates
two possible ways to calculate the HRV over a longer time
interval, as an average value of HRVs or by concatenating the
isolated segments and calculating an overall HRV.

We use box-and-whiskers and data distribution charts to
represent the data from the analysis graphically and add
additional perspective. The results of the analysis are given
in the following section.

V. RESULTS

The data for this study was gathered from the Gluco project
from Innovation DOOEL using a wearable ECG monitor
device [14]. Of 150 patients, 51 were female, and 99 were
male. In terms of a diabetic condition, 93 patients did not have
a previously known history of diabetes, while the remaining
57 patients had diabetes. The SDNN data from all patients’
overall values are shown in Figure 3. On this chart, we plot
two parameters for SDNN: S-SDNN (start SDNN) in blue and
E-SDNN (end SDNN) in orange. These parameters are added
to include the patients’ state, whether they are asleep or not,
or active. One of the first observations we can make for this
parameter is to check the data distribution for all patients.
We can observe that the S-SDNN data chart is skewed to
the right, which means that it has positive outliers, which
cause the mean to increase and become larger than the median.
From the box-and-whiskers chart in Figure 4, we can see that
for 75% of patients, the values for the S-SDNN are under
154. This information explains to us that if we take the age
group into account, around 50% of the patients have an S-
SDNN value below 100, which is not a favorable outcome.
The next 25% of the patients have an S-SDNN value of around
150, which is preferable, and the last 25%, which mostly are
outliers, has a remarkably high value of S-SDNN. This issue
could be because of errors in the measurements, inconsistent
measurement timings, or other factors.

For the E-SDNN, the situation is different. These values for
the E-SDNN are under 200 for all the patients. The chart has
roughly the standard bell-shaped curve. The mean and median

Fig. 3. Data distribution chart for SDNN.

are roughly the same. This tells us that the E-SDNN data is
concentrated around the mean with a value of around 22. In
Figure 4, we can see the data in a box-and-whisker chart. This
diagram confirms the chart’s distribution for standard deviation
that most of the data fall within the range around the mean.

Fig. 4. Box-and-whiskers chart for SDNN.

Fig. 5. Data distribution chart for S-RMSSD.

Next, we will analyze the rMSSD data, which also has
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the S-RMSSD (start RMSSD) and E-RMSSD (end RMSSD)
parameters. The charts in Figure 5 for the S-RMSSD are
skewed to the right and have extremely high values in that
region.

Fig. 6. Data distribution chart for E-RMSSD.

We can observe that 75% of the data falls under 150. The
remaining 25% of the data that contains the outliers reaches
around 28500. For the E-RMSSD value, the chart in Figure 6
has a roughly bell-shaped curve, with slight skewness to the
right. The mean and the median are roughly the same which
can be seen in Figure 7.

VI. DISCUSSION

The results from the previous analysis show that both
the SDNN and rMSSD parameters have a solid correlation
with the processes of the autonomic nervous system. This
includes the regulation of glucose in the body. Both SDNN
and rMSSD parameters, initially have a negative correlation
with the HbA1c parameter. Another observation shows that,
in general, people with diabetes have lower values for these
HRV parameters.

Additionally, the non-invasive methods of measuring these
HRV parameters are continuously improving. The data gath-
ered from these non-invasive methods, combined with tech-
niques of machine learning and the use of deep neural net-
works, can one day replace the traditional invasive methods
of not only constantly measuring glucose in the body but
also predicting conditions such as hypoglycemia, tachycardia,
stress, and many more physiological conditions.

VII. CONCLUSION

This study shows HRV data analysis, obtained from ECGs
of 150 patients along with other medical data. Firstly, it was
explained about the ANS and its effects on the physiolog-
ical changes in the body. Next, were described the HRV
parameters, how they were calculated and how they provide
useful information about the body’s state. Higher HRV values
are associated with good health, while lower HRV values
are associated with poor health. From the data, two HRV
parameters were chosen and analyzed: SDNN and rMSSD.
The overall data distribution for these parameters was shown,

Fig. 7. Box-and-whiskers chart for E-RMSSD.

and it was explained that patients with diabetes have lower
values of these parameters. For further research, this analysis
could be used to obtain a closer correlation between the HRV
parameters and the physiological processes in the body.
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Abstract—Have you ever wondered how an image would look
like if it was drawn by two authors at the same time or how
a merged style would present if we combined two styles from
different artist? Using deep learning and the VGG 19 model
we have managed to transfer two referent styles from different
images onto one content image.
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work, computer vision, fully connected, convolutional layers,
style transfer

I. INTRODUCTION

Style transfer is the process of transferring the style of one
image onto the content of another image. In this paper we
will give an overview of our research and results on this topic
by using two referent images for the style. Deep learning is a
machine learning method based on artificial neural networks.
The proposed process is a style transfer with two style images
by using Convolutional Neural Networks (CNNs). CNNs are
networks that use the mathematical operation convolution
which is a specialized linear operation that operates on two
functions to produce a third function that expresses how the
shape of one is modified by the other. By choosing the correct
referent images we can see how the content image would
look like if it was painted by both artists that painted the
style images at the same time. The problem with other similar
methods is that by using one referent image after the other
the content is very distorted and the style takes out the details
from the content image. Sometimes we can barely recognize
the image or one of the styles has much more impact. In our
research we use two style images at the same time because in
this way we lower the impact of the styles onto the content
image, the details in the final image are more clear and the
combined style of what the image would look like can also
be seen.

The structure of the paper is as follows. Section II gives an
overview of the related work, similar papers and their achieve-
ments. Section III explains the methods used for our research,
the architecture of the model and its layers as well as how
the layers work. Furthermore, we provide detailed information
for our process and how we achieved style transfer. Section II
presents the results from our experiments. In Section V we
conclude the paper.

II. RELATED WORK

We all know that every painter has their own style that
makes them unique. We can all recognize some of the best

work of the renaissance artists such as Leonardo da Vinci and
Michelangelo or the style of Vincent van Gogh. Imagine being
able to take photographs in a style as these artist’s paintings.
In the past several years in the neural network technologies,
style transfer became possible.

Artistic style transfer using Convolutional Neural Networks
which are considered the most powerful class of Deep Neural
Networks for image processing has been presented in [6].
The style transfer that is presented in [6] is a photo realistic
style transfer which decrease the distortions of lines and
objects in style transfer. A model based on Convolutional
Neural Networks, the VGG-19 used in [3] is the same one
we are using. A deep style transfer method that makes the
image more memorable includes three networks that include
Convolutional Neural Networks (Hybrid) and it introduces
a hyper-parameter alpha that regulates the trade-off between
preserving the original image content and producing some-
thing closer to the style of the referent image [8]. In some of
the architectures a style representation of an input image is
obtained using a feature space originally designed to capture
texture information. The feature space is built on top of the
filter responses in each layer of the neural network. It also
consists of the correlations between different filter responses
over the spatial extent of the feature maps. Furthermore, a

Fig. 1: Fully connected layer
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Fig. 2: Architecture of the VGG19 model

given input image is represented as a set of filtered images
at each processing stage in the CNN. While the number of
different filters increases the processing hierarchy, the size of
the filtered images is reduced by downsampling mechanism
(e.g. max-pooling) leading to a decrease in the total number
of units per layer of the network. The style can be separated
from the content using a CNN. Images that tend to be forgotten
lack distinctiveness, like natural landscapes, whereas pictures
with people, specific actions and events or central objects are
more memorable. The distortion challenge is overcome by a
transformation model that is locally affine in color space. This
approach suppresses the distortion while having a minimal
impact on the reliability of the transfer. Another challenge
that has been solved is the challenge of undesirable transfers
between unrelated content by using semantic segmentation of
the input and referent images.

Changing batch normalization to instance normalization
results in a significant qualitative improvement [9]. For some
images only changing the color can change the whole am-
biance of the image. By preserving the color in artistic style
transfer in [4] we can see that other approaches for the same
images can produce different outcomes. In [5] the authors
show that by combining images that have similar structure, the
color, the tone, the texture and the style to the content image
could be transferred. To take things to a whole new level, in
[7] it is shown that style transfer is even possible on videos.
The generated videos are consistent and stable stylized video
sequences. The method found in [10] applies style transfer
over anime sketches and their whole process is automatic and
fast.

III. METHODS

A short description of deep neural models used in our style
transfer models follows.

A. VGG 19

VGG 19 is a variant of VGG (Visual Geometry Group)
model that consists of 19 layers: 16 convolution layers and 3
fully connected layers. 5 MaxPool layers and 1 SoftMax layer
are considered as part of the convolutional layers. Our research
uses the VGG 19 model pretrained on the ImageNet dataset.
By feeding an image into the model we get the content and
style representations at the desired layers. The architecture of
the model is presented in Figure 2

B. Convolutional Neural Networks (CNNs)

The name “Convolutional Neural Network” indicates that
the network uses the mathematical operation convolution
which is a specialized linear operation. The architecture of
the Convolutional Neural Network is the same as every other
neural network which means that it consists of an input and
an output layer as well as a number of hidden layers. The
hidden layers are typically a series of convolutional layers. The
activation function is RELU and it is followed by additional
convolutions such as pooling layers, fully connected layers and
normalization layers also addressed as hidden layers because
they mask the inputs and the outputs.

The fully connected layers are formed by connecting every
neuron in one layer to every neuron in the other layer. The
classification is done by a traditional fully connected layer.
These are the last couple of layers in the CNN.

For style transfer the Generative Adversarial Network is
still new, it has been around since 2014. The architecture is
constructed by two neural networks that compete with each
other in a zero-sum game. GANs are capable of generating
new data with the same statistics as a given training set.
The two neural networks that make up the architecture are,
the generative network which generates candidates and the
discriminative network that evaluates their authenticity. The
generative network aims to generate new synthetic instances
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Fig. 3: Generative Adversarial Network

of data that can pass as real data. GANs attempt to predict
features given a certain label as opposed to the traditional
way of predicting a label given certain features. In a simple
couple of steps, the generator takes in random numbers and
returns an image. After this, the generated image is fed into
the discriminator together with a stream of images from the
dataset that contains the real data. Finally, the discriminator
takes the real ones and the fake ones and returns probabilities
for their authenticity. The discriminator is a standard convo-
lutional network that can categorize images, dividing them
into real and fake, the generator can be thought of as an
inverse CNN, the generator takes a vector of random noise
and upsamples it to an image. The prior throws away data
through downsampling techniques like maxpooling, and the
latter generates new data. Lastly, a tip when training is that
the values of the generator should be held constant when the
discriminator is being trained, while it should be the other way
around when the generator is being trained. The architecture
of a GAN is presented in Figure 3.

C. Method

The two style images and the content image are loaded
using Python Imaging Library (PIL) and the image array is
broadcasted so that it has a batch dimension. The style and
content feature representation is acquired from the specified
intermediate layers. This is done by preprocessing the images
using Keras and batch computing the features. An initial image
is set and the optimizer is set to Adam. The loss is computed
for every iteration and compared to the best loss found so far,
if it is better than the best loss we replace that value. The
loss is computed by taking into account the loss weights of
the style and the content, the gram matrix for the styles and
the content features. All of our experiments were conducted
on Google Colab which uses 12GB NVIDIA Tesla K80 GPU.
The image with the best loss is shown as a result image. The
code can be found on the following link 1.

1Google Colab - https://colab.research.google.com/drive/
1UV1xEQquwh8CkZ728KTH0GlNghTP3Tu1?usp=sharing

Fig. 4: The style transfer perfomed on Monet - Impression,
Sunrise and The Scream as style images and Sea turtle as

content image

IV. RESULTS

Our achieved results from one carried out experiment can
be seen in Figure 5. As a content image we use a landscape
of Tuebingen, Germany, as referent style images we use Van
Gogh’s ”Stary Night” and Wassily Kandinsky’s ”Composition
VII”. To see our results of overcoming the problem of too
much distortion during style transfer from multiple referent
images we compare our final image to an image where we first
transfer one referent style and afterwards we transfer the other.
We compare our to the results presented in [2] in Figure 6. We
use different referent images in each comparison, but we use
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Fig. 5: The style transfer performed on Stary Night and
Composition VII as style images and Tuebingen, Germany

as content image

the same content image which is the landscape of Tuebingen.
An example of a not so good style transfer is given in Figure 4
where we can see that the shapes of the content image are not
so clear. We speculated that this happens because the content
image itself contains blurry edges and soft colors.

V. CONCLUSION

Deep style transfer is a style transfer in painting like image,
more recently photorealistic style transfer and we have even
seen transformation in images using style transfer to make
them more memorable. These newly composed images can
convince anyone that they have been made from a certain artist
or that the photo was taken during night, although it has been
taken in broad daylight [1]. This method would be much harder
to implement without the Convolutional Neural Networks. The
success of CNN has been proven, while the potentials of GAN
for style transfer are expected.
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Abstract— Education is a fundamental human right, 

regardless of the religion, culture, gender, race or disability. 

Inclusive education plays an important role in achieving quality 

education for children with some challenges, who are placed in the 

regular classes according to intellectual age of the student. In 

many countries, in spite of facing many difficulties and challenges, 

inclusion has now become a reality. Kosovo is at its initial stage of 

implementing and adopting the concept of inclusive education. 

Embedding assistive technologies into the practices of inclusive 

education settings is still a big challenge.  Significant steps have 

been taken in Kosovo towards the opening of regular inclusive 

schools but unfortunately the importance of implementing 

assistive technology has been overlooked. Taking into 

consideration this fact, teachers need to be trained or get 

additional instructions concerning assistive technologies so they 

will have appropriate skills and knowledge to bring potential to 

reality. This initiative would be further enhanced if it is supported 

by the use of assistive technology that would facilitate the active 

participation of students with disabilities. An inclusive education 

framework should be designed to combine education and assistive 

technology in order to increase students' independence, personal 

productivity and competencies during the teaching process. The 

main objective of this paper is to define a sustainable “Framework 

for inclusive education in Kosovo". This framework will serve as 

a guide, which will help to continually change the education 

system, school and teachers to make it more flexible, adaptable to 

the needs and diversity of students. 

Keywords— Inclusive education, Framework, Children with 

special needs  

I. INTRODUCTION  

According to Diane Richler, inclusion is not a strategy to 
help people fit into the systems and structures which exist in our 
societies; it is about transforming those systems and structures 
to make it better for everyone. Registration and inclusion of 
children with special needs in the education system (pre-school 
compulsory levels of education) still remains a concern in 
Kosovo. Difficulties in identifying children with special needs, 
inadequate buildings and poor infrastructure of schools, lack of 
teacher preparation to work with children with special needs, 
lack of supportive classroom teachers and rigid social outlook 
and scarce information on the rights of children with special 
needs drive the demand and the need for necessary changes and 
improvements in the education system and the social 
environment [1]. 

According to the latest statistics published by the UNICEF 
Kosovo Program [2], the total number of students with verified 
physical disabilities is 5,294, of which 41% are female and 59% 
are male. The types of disabilities identified in the school system 

include intellectual, physical, communicative, and emotional 
impairment, autism, Down syndrome, as well as hearing and 
speaking disabilities. It is estimated that children with special 
needs make up approximately 2.1% of all students in schools. 
Kosovo's strategic education plan defines inclusive education as 
its first objective. In order to achieve this objective, an integrated 
system for data collection, processing and use has been created, 
called SMIA (Education Information Management System), 
which will enable monitoring of children with special needs, 
dropouts and unregistered children in schools. Regarding 
inclusive education, the only information collected through 
SMIA on this topic is foreseen to be the total number of children 
with special needs that unfortunately was not registered as it was 
supposed to be. Due to the lack of statistics provided by the 
Ministry of Labor and Social Affairs and the Ministry of 
Education, the process of collecting data for children with 
special needs is difficult. 

 UNESCO World Declaration [3] clearly outlines inclusive 
education as an essential strategy for development. Another 
important statement is “The UNESCO Salamanca Statement” 
[4], which begins with a commitment to Education for all, 
recognizing the necessity and urgency of providing education 
for all children, young people and adults “within the regular 
education system” [4]. According to this statement, inclusive 
schools must recognize and respond to the diverse needs of 
students, tailor all levels of learning and provide quality 
education to all through tailored curricula, organizational 
structures, teaching strategies, community outreach at school 
and a range of services in accordance with the levels of needs 
encountered at school. Inclusive education has already shown 
many positive effects on students in general, transforming the 
school into a place where every student feels accepted and 
valued taking full advantage of the learning process. 
Implementation of assistive technology increases the chances of 
active inclusion of students with disabilities. The major 
suggestion of the GEM (Global Education Monitoring) Report 
summary [5] on disabilities and education schools is to offer 
assistive technology devices and services to every child with 
disability in order to provide a variety of accommodations, 
support or adaptations. 

Based on the Report of Inclusive Education Summit [6] there are 
some benefits of inclusive education: 

• Peer effects (effects on peers and the wider 
community): The literature [7] shows inclusion has 
an  encouraging effect for all students. It helps all 
those who need support and doesn’t pull others 
down, contrary to assumptions by some parents 
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who worry that students with special needs will 
divert teacher attention from their own child. 

• Psychological and psychosocial effects: Typical 
children exposed to inclusive education have more 
empathy, maturity, leadership and pro-social 
behavior [8]. Effects on children with disabilities 
are less well understood. 

• Socio-cultural & socio-political effects: Public 
schools that practice social inclusion and tolerance 
help to raise a generation with more positive 
attitudes and values, resulting in a more equitable 
democracy [6].  

•  Micro- & macroeconomic effects: Students are 
more likely to have jobs and access to 
microeconomic benefits in their own lives, with 
broader macroeconomic effects for the broader 
society [9].  

Considering inclusive education as the key link of the 
government's reforms to quality education, it is worth revising 
the legal framework and proposing new elements for respecting 
the right of children with special needs to adequate education 
and academic development.  

II. CONTEXT 

A. The Department of Education’s strategic agenda 

Education of children with special educational needs is a 
challenge for all countries aiming to realize the principle of 
creating equal opportunities for all children. Fortunately, this 
can be done with the right support. The appropriate support will 
be  provided to children with special needs if they have an 
applicable environment for inclusion in the school and 
community and  an improvement in the quality of teaching and 
learning in inclusive education, that is a long process to be 
realized and implement. Such demands raise the necessity for 
hard work that needs to be done by the decision-making 
institutions and the schools in order to be able to take on such a 
challenging role. To accomplish such a mission, the Ministry of 
Education, Science and Technology of Kosovo (MASHT) has 
worked to create a legal infrastructure that will enable the 
education of all children and provide an open environment for 
change. Thus, a strategic plan was developed by the Ministry of 
Education named “Kosovo Education Strategic Plan 2017-
2021”, which has been a 4-year plan that linked lifelong 
education with inclusion in education and served as model to 
reach all students and offered equal opportunities in quality 
education for all. Under this plan, 9 pre-school support teachers 
and 28 full-time support teachers were employed. The Kosovo 
Education Strategic Plan [10] is committed to a public education 
system that gives every child the opportunity to grow and 
achieve through a focus on: 

▪ Creating mechanisms for the identification and early 
education of children with special educational needs, 
with particular emphasis on the 0-6 years age group, 

▪ Creating, empowering and improving the services of 
cross-sectoral and other inclusive school support 
mechanisms, 

▪ Establishment of the monitoring and evaluation system 
for inclusion in education of children with special 
educational needs, 

▪ To create an environment conducive to inclusion in the 
school and community, 

▪ Increasing the quality of teaching and learning in 
inclusive education at all levels of pre-university 
education, 

▪ Increasing the inclusion of students with special 
educational needs in higher secondary education with 
a focus on Agency for Vocational Education and 
Training (https://aaaparr.rks-gov.net/en) and non-
formal education. 

Inclusion is a whole-of-school and whole-of-system issue. 
Therefore, such requirements raise the need for greater work and 
commitment of decision-making institutions to the school so 
that they are able to take on such a role, which is very 
challenging. To fulfil such a mission, MASHT has already 
worked towards creating legal infrastructure but there is still 
much to be done in order to achieve improvement for children 
with special needs. Therefore, in order for inclusive education to 
be effective and the results to be visible, work must be done to 
change the concept of school and include other elements in 
existing framework. In this way the existing framework would 
be enriched and completed, which would ensure all children 
inclusiveness and equality in their school settings. 

III. FRAMEWORK FOR INCLUSIVE EDUCATION 

The proposed Framework for Inclusive Education in Kosovo 
is a supportive framework of the recently finished Inclusive 
Framework (2011-2016) that aims to contribute to the quality of 
the education system where every child is offered the 
opportunity to have access to quality education so that they can 
develop full potential, based on their needs.  

The proposed framework does not have a timeline because it 
is envisaged that it will first be submitted for review to the 
Ministry and then, if approved in cooperation with the Ministry's 
comprehensive education experts, a time plan will be drafted 
and established. It will have three key focus areas which are 
referred to the Northern Territory Government (Australia) 
brochure of Inclusive Education Framework [9] and National 
Inclusive Education Framework of Malta Government [11]. 

The core components of this framework, each being a 
category of objectives, are: (i) shared decision making, (ii) 
whole school development planning, and (iii) evidence-led 
system and (iv) inclusive inclusive Information and 
Communication Technologies (ICT)see Fig. 1. Below, we 
define each component and summarize the measures that need 
to be in place to successfully integrate and implement inclusive 
education in the educational system. 
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Fig.1. A schematic diagram of the proposed educational framework with 
four core components, each representing a category of objectives. The first 
component focuses on children, families (guardians), and the community; the 
second on the school and school personnel in general; the third component 
addresses system improvement and finally, the fourth component deals with the 
achievements and self-esteem of learners. The goals of all core components aim 
to create a platform that fuses the learning process and personal development 
with technology to make inclusion education both enjoyable and productive. 

Shared decision making. The purpose of this framework 
component is to ensure that organizations of people with 
disabilities are included in planning decisions along with parents 
and community boards. To realize this, following measures are 
required: 

• Empower and encourage families (guardians) to be 
actively involved in the decision-making process that 
is a crucial factor for providing accurate and timely 
information about the options available for their 
children.  

• Create an environment that encourages the 
development of children from an early age. Actions 
that need to take place to encourage the development 
of children from an early age will focus on the study of 
the current situation of children's development from the 
age of 0-3 years and the undertaking of counseling 
programs related to the services provided to children of 
this age in kindergarten.  

• Develop techniques to gather feedback from parents 
(guardians) and children about experiences they have 
in inclusive education. Techniques vary from a short 
paper questionnaire, survey when parents when they 
come to review their child’s progress to an online link 
for those parents who would like to take the survey 
electronically. 

• Support and expand programs that allow children to 
feel safe, respected and supported in school. Social and 
emotional education will be a priority creating 
awareness of emotions, caring, empathy and positive 
behavior toward others. These priorities will be 
included in a school curriculum to create a safe, 
respected and supportive environment in school.  

Whole school development planning. This core area is 
composed of a set of actions to be taken for the school and 
school staff in general. It is based on the analysis of the current 
level of performance in school, in assessing how current trends 
and future factors may affect the school and in setting priorities 
and objectives for the period ahead. The bulleted points below 

summarize the objectives comprising this framework 
component: 

• Promoting the idea of the importance and necessity of 
consistent and powerful investments to transform 
schools in safe and favorable learning communities. 
This can be done by applying universal design 
principles such as: school desks appropriate in size and 
height adjustable, appropriate handles, large sized 
buttons on switches and other operating devices etc. 

• Develop projects and encourage exchange programs 
with countries who have experiences with inclusive 
education. 

• Creating school development planning to enable 
schools to set priority targets, set up a plan of action 
which is regularly reviewed and updated with the 
involvement of parents. Whole school development 
plan and report of progress will be distributed to 
parents in a format that is suitable and accessible for 
them. 

• Informing children and teaching staff in schools about 
the rights of people with special needs. This would be 
achieved by developing programs that will increase the 
level of qualification of teachers as professionals not 
only in the field of education but also the protection and 
respect of children's rights, a key factor that will 
profoundly affect the increase in the quality of teaching 
and inclusion. 

Evidence-led system. This framework component is aimed 
to endorse the approach of inclusive schooling and support the 
development of special needs education as an integral part of all 
education programs, and is composed of following objectives: 

• Proposing a new system for collecting and using 
information about children with special needs and 
school disability issues. Based on a report that was 
published by the Ministry of Education, Science and 
Technology of Kosovo in 2017 [10], it is emphasized 
that the only information collected through EMIS 
(Education Management Information System) 
[https://www.openemis.org/] on this topic is the total 
number of children with special needs therefore 
proposing a new system it has become a necessity. 

• Create a platform which interrelates learning process 
and personal development with technology (e.g., 
desktop and mobile apps) and make them an enjoyable 
experience. In order to bring thoughts, choices and 
learning opportunities available to anyone, anytime 
and anywhere, a mobile application for children with 
special needs (children with special needs) will be 
developed where they can actively be involved in 
situations relevant to “real–life “circumstances. It 
includes a mobile app where players (children special 
needs) will repeat and gamify real-world activities and 
challenges themselves through everyday tasks. 

• Develop a website whose goal is to increase the 
availability and accessibility of information about 
inclusive education statistics and research. The 
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inspiration for this idea is related with the framework 
official web site of New Zeeland 
(https://www.educationcounts.govt.nz/home). 

• Promote and stimulate the academic community to do 
more research into inclusive education and disseminate 
the findings and the reports. This promotion and 
stimulation would be achieved if the Government give 
the 'highest policy and budgetary priority' to inclusive 
education process. 

      Inclusive ICT. Based on the World Report on Disability 
[12] learners with disabilities are facing difficulties in accessing 
to educational opportunities. According to The World Summit 
of the Information Society (WSIS) [13] the use of ICT in 
education is considered essential because of the importance of 
technological skills for global citizenship. In this context, the 
role of ICT has been recognized as very promising, helping 
students overcome barriers to learning, by increasing both 
achievement and self- esteem. 

Accessing the inclusive ICT in education has been 

accompanied with several barriers, such as: physical 

(inaccessible content and materials), cognitive (lack of 

concertation) and content (mismatch of device or software OS 

with language tongue of student). Therefore, to remove these 

types of barriers in educational process the use of inclusive ICT 

is crucial.  Inclusive ICT include: 

• Computers, web browsers, word processors and 

whiteboards with accessibility features providing 

equal access for all learners with or without disabilities 

• Assistive technologies o learning aids such as screen 

readers, alternative keyboards, augmentative and 

alternative communication devices and other 

specialized applications of technology used by 

individual learners with specific limitations in gaining 

access to ICTs 

• Accessible media and formats (MSWord, Power point 

and structured and tagged PDF files), Html 5 (Hyper 

Text Mark Up Language) and videos with captioning, 

DAISY (Digital Accessible Information System) etc. 

Thus, the availability of inclusive ICTs can enable all learners 

– in particular those with disabilities – to learn according to 

their individual learning preferences. In order to develop, 

implement and evaluate the inclusive ICT the support of these 

sectors should be considered:  

• Training of teachers, leaders and other education 

professionals 

• Training of IT professionals such as commercial 

programmers, software and content developers and 

web designers 

Therefore, provision of Inclusive ICT in inclusive education 

will enable all learners to access the same educational 

opportunities as their peers. Inclusive learning opportunities 

respect diversity, encourage acceptance and social inclusion 

and ultimately benefit all learners, not just those with 

disabilities. 

 In order the inclusive ICT to be implemented successfully in 

the inclusive educational environments an ICT strategy should 

be considered. This ICT strategy should focus on the ICT 

services so each school can use applications, systems and tools 

according to the needs of the students with disabilities and 

school community. The ICT key strategic areas proposed are as 

follow: 

• Usage of Robust Standard Operating Environment 

(SOE) to facilitate student engagement, inclusion and 

equity. 

• Provision of cyber safety in order teachers and 

students with disabilities can have access to 

appropriate learning resources, in a safe online 

environment. 

• Flexibility and availability of system and information 

in all devices prior to the rules of WCAG 2.1 that 

defines how to make Web content more accessible to 

people with disabilities. 

• Quality data accessibility from teachers to accelerate 

student progress.   

IV. CONCLUSION 

Inclusive education is a new approach to education where all 
children learn together in regular schools. It provides all 
children, regardless of race, gender, ethnicity or disability or any 
other difference the right to education in the regular school. 
Therefore, the need for restructuring regular schools is evident, 
so that a much-improved framework for change can be 
developed and the education of all children with special needs 
can be an ordinary part of everyday schooling - as a fundamental 
right. 

The proposed Framework for inclusive education aims to 
develop an educational system where every child is offered the 
opportunity to have access to quality education so that he or she 
can develop his or her full potential based on his or her needs 
and opportunities. The implementation of this plan is supposed 
to be divided in four main focus areas: shared decision making, 
whole school development planning, evidence-led system and 
provision of inclusive ICT. However, there should be a need for 
measuring our impact, which will allow to track the progress 
against our goal of ensuring that all children with special needs 
are engaging, growing and achieving within our public 
education system. These measures may be: active participation 
in their learning experience, successful paradigm shift in 
thinking and action (transitions from school to work; further 
education or training), feedback from children, parents 
(guardians) and school staff; and exchange practices 
(collaboration) with international inclusive schools to reflect in 
best practices. It is important to make sure that all children have 
the chance to engage, grow and achieve the fullest inclusion in 
the society. For this reason, we plan to establish a working group 
which comprises of parents and carers and one comprising child. 
This working group will meet twice a year to monitor the 
implementation and deliver feedback from public forums which 
will provide a mechanism for local contribution to the ongoing 
implementation of the framework. In this meeting, public 
forums will identify problems and possible solutions through the 
implementation and facilitate the sharing of information 
between parents and local stakeholders. 
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This paper will serve as a starting point on the things that 
teachers and parents can do so that they give meaning to the 
concept of inclusion, regardless of the often-restrictive 
structures of schooling and the constraining nature of target 
approaches to educational outcomes. 
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Abstract—This paper presents the architecture for the devel-
opment of web applications for exploring semantic knowledge
graphs through parameterized interactive visualizations. The
web interface and the interactive parameterized visualizations,
in the form of a computational book, provide a way in which
knowledge graphs can be explored. An important part of using
this approach for building interactive web visualizations is that
we can substitute the knowledge graph entities with other entities
within the existing interactive visualizations, execute commands
in a web-based environment, and get the same visualization for
the new entities. With this architecture, various applications for
interactive visualization of knowledge graphs can be developed,
which can also stimulate the interest to explore the graph and its
entities. We also present a publicly available open source use-case
that is built using the concepts discussed in this paper.

Index Terms—Knowledge Graphs, Linked Data, Semantic
Web, Visualisation, RDF, SPARQL

I. INTRODUCTION

The Semantic Web, along with the concepts of Linked Data
and Knowledge Graphs, are built on mature technologies.
However, the development of applications in this domain
requires a certain learning curve, for people which are not
familiar with the basic concepts. Changing the paradigm and
thinking about data as tables to data as graphs, can deter
some people from this set of technologies. Many advanced
tools developed for knowledge graphs do not have a web
interface, which further deters people who are not developers
or scientists. In this paper, we present a new way in which a
user can explore knowledge graphs and their entities, and can
discover new data that can be used for machine learning and
data science.

The steps that users need to take are as follows.
1) Select the entities and parameters they want to visualize.
2) Select an existing visualization of the computational

book whose data types of parameters will match the
entities and parameters they want to visualize.

3) Execute code with the changed parameters, with an in-
line interactive web environment.

Such web interactive parameterized visualizations can en-
courage scientists, engineers, and other users who have no
prior knowledge in the field of knowledge graphs, to become
familiar with the principles of knowledge graphs, to explore
new data, to change entities in the interactive visualization
and execute commands, to write and execute SPARQL queries
directly on the computational book and update interactive

visualizations with data from new entities. After the entities
are changed, we have interactive visualizations but with data
from the new entities. This can encourage the creation of more
such web applications (computational books).
The proposed architecture for building such interactive ap-
plications (computational books) uses technologies such as
Jupyter Book, and Binder which are open-source, and will
allow for the creation of new such applications that will be
built with the technologies and principles of this architecture,
or can enable modifications of existing applications which are
built in the same way. The interactive in-line way of executing
the code and the web interface will allow small changes in
the code that users make when browsing the computational
book to return new data that had not been seen before and
to be displayed in the existing interactive visualization. It is
also possible to work with a completely different knowledge
graph, but in that case the parameters should be changed, or
if that part is not parameterized, the users need to change the
SPARQL queries. Since the changes are made inline in the
interactive web environment, the users have the opportunity
to execute the code and get new data and new visualizations.
From a developement perspective, one of the most important
parts is setting up a reproducible environment.
The proposed architecture uses Jupyter Book [1], which rep-
resents a collection of Jupyter Notebooks [2]. Jupyter Book
uses Binder [3], which is a code repository that contains code
or content that you would like other people to run. This might
be a Jupyter Notebook, or an script in a different language,
such as R or Julia. Jupyter Book uses Binder to provide a
reproducible environment, but also implements an in-line code
execution feature directly on the web page.
The rest of the paper is organized as follows: the related work
is presented in Section II. In Section III we provide details on
these technologies and how they take part in this architecture.
Section IV presents a use case that was build with this
proposed architecture, where users can see the publicly hosted
computational book, and explore new data from knowledge
graphs with the interactive visualisations. Section V contains
a discussion about the potential of building such computational
books for exploring new data from knowledge graphs.

II. RELATED WORK

The uptake and consumption of Linked Data is currently
restricted almost entirely to the Semantic Web community.
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While the utility of Linked Data to non-tech savvy web users is
evident, the lack of technical knowledge and an understanding
of the intricacies of the semantic technology stack limit such
users in their ability to interpret and make use of the Web
of Data [4]. A key solution in overcoming this hurdle is
to visualize Linked Data in a coherent and legible manner,
allowing non-domain and non-technical audiences to obtain
a good understanding of its structure, and therefore implic-
itly compose queries, identify links between resources and
intuitively discover new pieces of information [4]. Extensive
survey was provided in [4] of current efforts in the Semantic
Web community with respect to our requirements, and identify
the potential for visual support to lead to more effective,
intuitive interaction of the end user with Linked Data.

Casual users find it difficult to explore and use Semantic
Web data due to the prevalence of specialized browsers that
require complex queries to be formed and intimate knowledge
on the structure of datasets [5]. New approach makes it possi-
ble to obtain an overview of the dataset being explored using
techniques, such as navigation menus, treemaps or sitemaps,
which are usually not available in text-based Semantic Web
browsers. From there, users can interactively explore the data
using facets. Moreover, facets also feature a pivoting opera-
tion, motivated during tests with lay users, that removes the
main constraint of most faceted browsers, i.e. the inability to
combine filters for differently faceted views to build complex
queries [5].

In [6], a novel interactive visualization platform is pre-
sented, called ALOHA. Their study showed that graph-based
interactive visualization is a novel and acceptable approach to
end-users who are interested in seeking online health informa-
tion of various domains. They use user-centered design process
to create a user-friendly web-based application, ALOHA, for
the general public, to explore knowledge relevant to their
needs, through an iterative development process. Moreover,
their study showed that graph-based interactive visualization
is promising in helping consumers explore complex health
concepts quickly and can potentially lead to a new way of
finding and consuming health information online [6]. A novel
knowledge exploration mechanism such as ALOHA maybe
appealing to the general public and can serve as a template for
developing consumer-facing, evidence-based (i.e., supported
by scientific literature) knowledge graphs in many other health
and disease domains [6].

In the paper [7] modules were designed with an emphasis
on ease of use, query flexibility, and interactive visualization
of results. They presented LDlink, a web-based collection of
bioinformatic modules that query single nucleotide polymor-
phisms (SNPs) in population groups of interest to generate
haplotype tables and interactive plots. They have developed
different modules, fore example LDhap calculates population
specific haplotype frequencies of all haplotypes observed for a
list of query SNPs. They use predefined modules, which in our
architecture are predefined interactive visualisations. Users can
change entities in the interactive visualisations and can explore
new data from the knowledge graph.

Two applications were presented in [8], Thinkbase and
Thinkpedia, which aim to make web content more accessible
and usable by utilizing visualizations of the semantic graph as
a means to navigate and explore large knowledge repositories.
Both of the applications implement a similar concept: they
extract semantically enriched contents from a large knowl-
edge spaces (Freebase and Wikipedia, respectively), create an
interactive graph-based representation out of it, and combine
them into one interface together with the original text based
content.

There is a interactive tool which was presented in [9], for
exploring and visualizing large RDF ontologies. Primary goal
is to present the information to the user in a simple and
intuitive way. It provides an environment where users can
select a small set of objects to examine dynamically in real-
time, providing better contextual information.

Exploring and visualizing very large datasets has become
a major research challenge, of which scalability is a vital
requirement. In the survey [10], they describe the major
prerequisites and challenges that should be addressed by the
modern exploration and visualization systems. Considering
these challenges, they present how state-of-the-art approaches
from the database and information visualization communities
attempt to handle them. Finally, they survey the systems
developed by the Semantic Web community in the context
of the Web of Linked Data, and discuss to which extent these
satisfy the contemporary requirements.

III. ARCHITECTURE

Figure 1 presents the system architecture. Starting from
the left side of the figure, we will store the code in a
repository with a code versioning system. Hosting the en-
tire computational book will be achieved with the help of
the next component of the architecture. In our repository
we will have the files needed to configure and create an
executable, reproducible environment. These configuration
files are used by Repo2Docker, which is a tool to build,
run, and push Docker images from source code repositories.
Repo2Docker will create a Docker container which will then
be used by Binder to host Jupyter Notebooks. The config-
uration files that Repo2Docker uses to create a container
can be: requirements.txt, Dockerfile, apt.txt,
environment.yaml, setup.py, etc. So far we have a
code repository, in which we have a configuration file or a
combination of multiple files, with which Binder creates a
reproducible environment to run and host Jupyter Notebooks.
That environment will include all dependencies that we need
to execute the code in the Jupyter Notebook cells. In the
configuration files, we will set the dependencies for SPARQL,
RDF, RDFLib, visualization libraries and any other depen-
dencies that can enable executable environment. With this, we
have a reproducible environment where users can run Jupyter
Notebook cells without installing dependencies and we have
a hosted Jupyter Notebook, i.e. users will not run Jupyter
Notebook locally. The next component of the architecture is
Jupyter Book, which is a collection of Jupyter Notebooks that
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Fig. 1. Architecture overview.

are displayed in the form of a web site. For code execution
you have two options in each Jupyter Notebooks. The first
option is to create a Binder environment and then directly
execute the cells, while changing the visualization parameters
with new entities so that we can discover new data from
the knowledge graphs, and the second option is to create
a Binder session that will be opened in a new browser tab
and we will have standard Jupyter Notebook environment or
JupyterLab. When building such computational books, with
this architecture on each of the pages (Jupyter Notebooks)
we will have predefined and parameterized visualizations, for
example TreeMap, where users will be able to change the
entities and populate the visualizations with new data from
the knowledge graph. Libraries and data visualization tools
are used to create parameterized visualizations. The data from
the knowledge graphs are retrieved and manipulated with
SPARQL, the RDF query language.

IV. USE CASE: EXPLORING MEDICAL DATA FROM
DBPEDIA WITH A COMPUTATIONAL BOOK

With the help of the architecture proposed in this paper,
a use-case was developed for exploring DBpedia data related
to medicine. The code is hosted on GitHub. In addition to
the code versioning system, GitHub provides hosting to static
sites through Github Pages. The advantage of hosting Jupyter
Book with GitHub Pages is that you only need to enable
GitHub Pages in repository settings. In the repository there
is a Dockerfile file which is one of the configuration
file options, which will be used by Repo2Docker to create a
reproducible environment in Binder, which will allow users to
execute the code in Jupyter Book. Jupyter Book is a collection
of Jupyter Notebooks. Each of the Jupyter Notebooks has
Plotly [11] visualizations. Figure 3 presents only one of
the ready-made parameterized visualizations, and that is the
TreeMap of the entities whose activity sector is medicine:
?Thing dbp:activitySector dbr:Medicine.

The visualizations are parameterized and they use data
from the DBPedia knowledge graph. In this use case the
data are taken from the DBPedia SPARQL endpoint. In the
specific visualization with TreeMap, the parameters can be
other entities instead of ?Thing dbp:activitySector
dbr:Medicine. You can completely change the SPARQL
endpoint to have a new knowledge graph and new entities,

which will be displayed in the existing visualization. That
change of entities or SPARQL endpoints can be done in the
cells that are directly in the computational book. Figure 2
shows the cells where the code can be changed, and the
parameters of the visualization, Figure 3 shows the TreeMap
which is one of the visualisations in this use case. This way,
users can discover new data from knowledge graphs. The code
from this use case is open source1, and the hosted version is
available online2.

V. DISCUSSION

Discovering new data is important for creating and devel-
oping new applications for machine learning, data science
or creating Semantic Web applications where data will be
retrieved from knowledge graphs. The combination of tech-
nologies used in the proposed architecture provides ways
to discover new data and provide view of the data from a
particular perspective through predefined visualizations. First,
technologies that allow us to look at data from a different angle
rather than tables or spreadsheet are Knowledge Graphs which
are part of the Semantic Web and Linked Data technologies.
The graph structure allows us to discover new data, over and
over again, so that each subsequent execution of the code
will potentially return different data. As a second point, the
technologies that allow us to have a reproducible environment
and executable code in a web environment in the form of
a website are Jupyter Book, Jupyter Notebook and Binder.
Last, the various visualization libraries will enable us to
present data in a way that gives additional context to the
data. Parameterization of these visualizations will provide a
generic definition that can be reused with other entities or
other knowledge graphs.

This architecture aims to encourage users to instantly inter-
act with data and discover new data. We want to encourage the
development of applications with this proposed architecture,
so users can explore new data from knowledge graphs thought
interactive parameterized visualisations.
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Abstract—It is an indisputable fact that the success and
profitability of any software solution is in part dependant on
the circumstances that constitute its external environment.
The global business environment has been influenced by one
major natural factor since the beginning of the year 2020, the
COVID-19 pandemic. Each industry, even each company has
been affected differently, with a varying severity.
In this paper, we asses the consequences of the pandemic on
the platform for sharing and renting clothing that we presented
in our previous paper [1]. Considering that our solution is a
sharing economy platform, the effect of the pandemic on Internet-
based businesses were examined. Furthermore, extensive solution
specific research was conducted in our country.
This paper includes these results, together with the conclusions
drawn and the modifications suggested.

Index Terms—Sharing economy platform, Sharing economy,
COVID-19, Coronavirus, Fashion, Pollution

I. INTRODUCTION

The prosperity of any business is significantly affected by
the composite of all the distinctive factors that make up its
external business environment. New opportunities, as well
as threats are constantly emerging. However, even when the
influence of the environmental factors is negative, actions can
be taken to minimize it [2].
There has been one dominant natural factor worldwide since
the beginning of the year 2020, the COVID-19 pandemic.
Many industries regard the pandemic as a major threat, causing
the profitability of numerous successful companies to be
brought into question [3]. However, the growth of a number
of Internet-based businesses, such as those related to online
shopping, is also an effect of the pandemic. Evidently, as is
the case with all environmental factors, the influence of the
pandemic is determined by the perspective of the company or
industry.
The solution we presented in our previous paper [1] is an
online platform that uses the concept of sharing economy to
provide the service of sharing, renting and donating clothing.
In this paper, we estimate the repercussions of the COVID-19
pandemic on the platform. This was essential, as the pandemic
is said to have many lasting economic consequences [4].
In addition, we discuss the necessity for adjustments to
increase the possibility of successful implementation of the
platform in our country.
The structure of our paper is as follows. Section II details the

market research that was conducted. Section III describes the
modifications to our solution that are of paramount importance.
Finally, section IV presents our conclusions.

II. MARKET RESEARCH

Considering the novelty that the COVID-19 pandemic rep-
resents, an extensive research of its influence was imperative in
order to facilitate a prosperous implementation of our solution.
Our research was focused on the influence of the pandemic on
both the global and local market. Taking into consideration
the nature of our solution, the target were Internet-based
businesses.
Additionally, a solution specific research was conducted, as an
indispensable component of a research which provides fruitful
information for improvement.

A. Global market research

The COVID-19 outbreak has negatively affected many
industries. It is said that the pandemic is likely to cause
bankruptcy for many acclaimed businesses, as consumers stay
at home and economies are shut down.
However, this dismal effects are not omnipresent. While it is
evident that some businesses are struggling, others are thriving.
This is true for a number of Internet-based businesses, many
of which are related to online shopping.
The former can be viewed as a promising observation, yet
very carefully, since it is not a result of specific research on
the field of shared economy.
All in all, this pandemic provides an opportunity to study
markets in a different way, and close attention should be paid
to novel research [5].

B. Local market research

Looking into the specific consequences of the pandemic on
the local market was crucial, as to be able to foresee potential
problems in the implementation of our solution.
The government in our country has introduced measures to
help local businesses [6].
There were some dreadful statistics in our country, stating that
if support had not been provided, 66.1% of all enterprises
would have shut down their businesses no later than Septem-
ber, 2020. Furthermore, 34% would have encountered the same
fate no later than December, 2020.
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What was of utmost importance to us, however, were the
underlying problems that companies have faced. This is so,
because we needed to see whether our solution would be
influenced by those same issues, once implemented.
The majority of the companies reported low demand for
products or services, problems in transport and logistics and
insufficient protection against the virus. Considering the fact
that products have been safely and successfully delivered dur-
ing the pandemic by many online businesses, our assumption is
that we can expect similar results by following their example.
However, when the demand for the service we intend to
provide is considered, the only results we had reflected the
state of the market before the COVID-19 pandemic.
Therefore, solution specific market research was conducted to
analyze the change in the demand for the sharing and renting
aspects of our solution separately.

C. Solution specific market research

The solution specific market research is considered to be an
indispensable component of a research which provides fruitful
information for improvement.
This research consisted of a survey which had a purpose
of assessing the effects of the COVID-19 pandemic on our
solution. 289 people were reached by this survey during the
month of April, 2020. The results were carefully analysed.
Firstly, the demographics of the sample was studied. The vast
majority, or 87% of the population, were within the age range
of 18 to 50 years old. Moreover, 90.9% of them were female.
Furthermore, around 97% of the population stated that they
were active Internet users.
When all of these results were compared to those from the
research conducted before the pandemic, it was evident that
they were rather similar. This led us to the conclusion that the
answers for the problem specific questions could be compared
between both surveys. However, this was done taking into
consideration that the comparison would later serve as a
guideline, not an assertion.
When asked about their willingness to shop at a second hand
store during the pandemic, 76.2% of the people answered neg-
atively. When these results were compared to the ones obtained
before the pandemic, it was evident that the Coronavirus had
not impacted the willingness to shop at second hand stores.
The unwillingness to do so was more than clear in both cases,
as can be seen in Fig.1.

In order to asses the changes in the demand, the inclination
to share or rent clothing was evaluated, by asking about the
willingness to use an online platform enabling that.
When using a platform for sharing or giving clothing away
was considered, there was a slight increase in the percentage
of people that answered affirmatively. However, this increase
of less than 6% was practically insignificant, when the nature
of our research was taken into account. Therefore, we could
conclude that the pandemic had little effect in this case as
well, as shown in Fig.2.
Contrary to this, when the willingness to use an online
platform for renting of more expensive clothing for special

Fig. 1. Shopping at second hand stores before and during the pandemic

Fig. 2. Willingness to use the suggested platform for sharing or donating
before and during the pandemic

Fig. 3. Willingness to use the suggested platform for renting before and
during the pandemic
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Fig. 4. Clothing reusability during the pandemic

Fig. 5. Need for renting expensive clothing during the pandemic

occasions was looked at, the influence of the COVID-19
pandemic was indisputable.
Before the pandemic, around half of the population answered
that they were willing to rent clothing online. However, during
the pandemic, only 13.2% answered affirmatively. This major
difference can be seen in Fig.3.
Supplementary to these questions, several others were asked
in order to obtain more detailed insight and understanding.
As a direct result of the pandemic, people spend significantly
more of their day at home, wearing more casual, older
clothing. When asked about their personal experience with
clothing reusability during the pandemic, almost 60% of the
people answered that they reused some of their older, less
fashionable clothes. This can be seen in Fig.4.

Another question was asked to distinguish between the
willingness to use our platform in general and the current
need for renting of expensive clothing. As is shown in Fig.5.
almost all of the people stated they had no such need, as
graduations, weddings and other events had been canceled.
This finding confirmed our assumption for the reason there
was such unwillingness to use the platform for renting. It
also affirmed the fact that this is not directly platform related.
In addition, the willingness to donate unused clothing was

Fig. 6. Willingness to donate unused clothing during the pandemic

Fig. 7. Sharing clothing items with relatives during the pandemic

studied. An encouraging 77% of the people answered that they
would donate their unused clothing during the pandemic, as
can be seen in Fig.6. These results were in part motivated by
the fact that the number of people that would make use of such
clothing had grown during the pandemic, as a lot of people
struggle financially.
Finally, the problem of safety needed to be discussed. The

safety of the people under this circumstances is of great
importance. Therefore, the authorities have imposed safety
procedures that must be followed. Despite that, our survey
results show that the majority of the people are still concerned
regarding their own safety.
When asked about the willingness to share clothing with
anyone, even relatives, almost 82% of the people responded
negatively. This can be seen in Fig.7.
Nonetheless, when the concept of safe delivery during the

pandemic was explained, more than half of the people stated
they had already used such delivery, or that they were aware
of such possibility. These results are shown in Fig.8. When
all of the results were carefully examined, several conclusions
were drawn.
First, regardless of the pandemic, people in our country are
particularly hesitant to shop at second hand stores. The people
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Fig. 8. Trust in safe delivery during the pandemic

that are willing to do so are generally people in need of less
expensive clothing, as a direct result of their financial status.
Second, to a large extent, people are not willing to exchange
clothing during the pandemic. However, they are increasingly
willing to donate their unused clothing during this period.
Third, the need for renting more exclusive clothing is almost
nonexistent at the moment, as events where such clothing is
worn are canceled.
Finally, adhering to the safety of the delivery, the results
were rather promising, when the market in our country is
considered.
The main conclusion from this research is that significant
modifications to our solution need to be done for us to be able
to implement it during the pandemic. Therefore, we decided to
alter the solution and try to implement the modified version,
recognizing the fact that changes will be necessary once the
pandemic is over as well.

III. MODIFICATIONS TO THE SOLUTION

The importance of tailoring a solution to best accommodate
the market is well-recognized. Therefore, after the conducted
research, a decision was made to implement a modified part
of the original idea during the pandemic.
Seeing that around 75% of the people in our country are
hesitant to shop at second hand stores, it is evident that
the sharing and swapping part of our solution would face
significant issues once implemented. However, there are still
a lot of people in need of second hand clothing, either free
of charge or with significantly lower prices.
Another fact of great importance is that the vast majority
of the people are willing to donate their unused clothing,
especially during the pandemic.
When all this was considered, a compromise was made.
The implementation of the sharing and swapping part of
our solution would be left for a more appropriate time.
Nonetheless, a module for donating clothing items and
requesting such items would be implemented.
When the renting part of our solution was considered,
it was obvious that considerable transformation was a

necessity. There is no need for renting or buying expensive
clothing during the pandemic, because of the cancellation of
graduations, weddings and other more formal events.
This has caused many businesses that work with such clothing
to struggle. This struggle, however, presented an opportunity.
In order to motivate more people to donate clothing and to
help create relationships with brands that work with expensive
clothing, an idea was born.
During the pandemic, many people are faced with financial
problems, forcing them to opt for free or cheaper clothing.
If more affluent people were driven to donate more of their
clothing, this situation would significantly improve.
Therefore, we proposed the following solution: for each
clothing item given away, the donor acquires points, which
can be accumulated and used as a discount at many stores
that rent or sell more expensive clothing.
In this way, people would also be swayed to become
customers to the brands we collaborate with, thus giving
them a valuable support at this difficult time.
Our basic idea is to primarily implement this new concept
during the pandemic, so that it becomes the core of our
platform. At the same time we plan to advertise our original
solution. Thus, when the pandemic is over, our platform will
already have added value compared to our original solution.

IV. CONCLUSION

The importance of the circumstances of the external busi-
ness environment should not be underestimated. Considering
the successful realization of our software solution, as the
COVID-19 pandemic became a reality, research about its
influence on a global and local level was conducted.
Furthermore, solution specific research was realized in order
to asses the possibility for a successful implementation of our
original idea in our country, during the pandemic. The results
showed that changes needed to be done to achieve our goals.
Consequently, decisions were made about the alterations which
would be implemented first. These alterations include the
introduction of donation and the concept of donor points that
can be used in clothing stores.
We are currently working on developing these modified parts
of our software solution, while continuously conducting more
research, as to be able to keep up with the constantly changing
business environment.
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Abstract— With the expansion of the Internet and the advances 

of network technologies, watching videos on the Internet has 

become a favoured option compared to watching TV. Since, to our 

knowledge, there is no survey regarding the intensity of 

consumption of Internet based video services in North Macedonia. 

The goal of this paper is to identify the most popular services and 

to measure to which extent they are consumed by the community. 

To accomplish this goal, we performed a survey among different 

age categories. In this paper we present the results of the survey 

and give our opinion about them. 
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I. INTRODUCTION 

 
  Watching videos on TV and on the Internet has 
become an inevitable part of people's daily lives.  There is 
almost no household that does not possess at least one computer 
and TV set. For many people the video contents are the main 
source of information and they’re being watched every day [1]. 
Ever since the advent of the televisions, people have been 
consuming videos. Unlike today, then it was much rarer. 
Nowadays, televisions can be found in billions of homes around 
the world, the same as the Internet, which allows us to choose 
what type of video contents we want to watch [2]. This and the 
past 2020 year due to the pandemic with Covid-19 the Internet 
reaches historically the highest use. Also, the amount of time 
we spend at home watching videos on the Internet and on TV 
has increased [3]. The pandemic has fundamentally changed 
how we consume videos.  People all over the world started to 
watch so many different types of videos on Internet that inspire, 
relax and make them laugh [4], low-budget videos, videos who 
teach them new skills [5]. Our research focus on the answers of 
the survey which was distributed through Internet to people in 
different age. The significance of this paper is about to tell the 
movement between the generation and video consumption and 
as it was presumpted, the new digital age will win.   

II. METHODOLOGY 

 
  In our work, we conducted a survey among 517 people 
and we got results which we will present and analyze below.  
When we started to collect responses for the survey, we thought 
that we should distribute it equally in order to have respondents 

from all age categories. But there has been a difficulty reaching 
older people, over 60 years (where we have not answers from 
that age group) because we haven't so much opportunity to get 
in touch with them and follow the survey. We shared the survey 
through social media in two high schools in Tetovo, students 
from the Faculty of Computer Science and Engineering, Faculty 
of Economics, Faculty of Medicine and with our friends and 
family who work in various spheres of society in Republic of 
North Macedonia. We were distributing and gathering the 
responses for about 3 months.The survey was designed so that 
the answers from the respondents could give us clear sight 
between the relation of the age, gender and the type of video 
content. The focus of our research is to analyze what content is 
watched, how much time, at what time of the day, etc. First, we 
had to ask a question about the respondent's gender and age. 
The inevitable question was whether the respondents watch 
more videos on TV or over the Internet. It also raised the 
questions about what type of videos they watch, how much time 
daily they watch, and at what time of the day they watch 
mostly.  In the survey we also asked questions about whether 
they prefer to pay to watch videos or whether they use pirated 
platforms. With these questions we can create a picture whether 
our respondents are willing to pay for something to watch or are 
prone to find other ways.  Last, but not least question is related 
to the quality and continuity of watching videos, whether it is 
more important for the respondents, the quality of the videos, 
the continuity of the videos or a combination of some 
interruptions and better quality.  

  The questions that were included in our survey: 

1. What is your gender? 

2. What is your age? 

3. Do you prefer watching videos on TV or on the Internet? 

4. What type of videos do you watch most often on TV? 

5. How much time do you watch TV content on a daily 

basis? 

6. At what time of the day do you watch the most video 

content on TV? 
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7. Where do you most often watch video content on the 

Internet? 

8. What type of video content do you watch most often on 

the Internet? 

9. How much time do you watch videos on the Internet on 

a daily basis? 

10.At what time of the day do you watch the most video 

content on Internet? 

11. How often do you pay for video streaming services on 

the Internet? 

12. On which Internet operator are you subscribed to? 

13. Do you use pirate (illegal) ways to watch videos? 

14. If you use pirate ways, which platforms do you use most 

often? 

15. How important is quality to you in terms of video 

continuity? 

III. RESULTS 
  

  Out of a total of 517 respondents, 298 are female and 
219 are male, and are of the following age group: 

 

Fig. 1: Age of the respondents. 

 As we can see in Fig. 1, our survey was answered by 

42.4% male respondents and 57.6% female respondents, most 

of whom belong to the age groups from 19 to 24 years. Because 

of the distribution of the survey across the social media, the 

greatest number of responders are young responders. When 

asked where our respondents most often prefer to watch videos, 

we obtained the following results, where 1 means that they most 

often watch on TV and 5 that they most often watch on the 

Internet: 

  
 Fig. 2: Respondents prefferation. 

 

 According to Fig.2 we can conclude that video content on 

the Internet is being watched by the most of the respondents. 

This may be due to the fact that the age of the respondents is 

44.9% between 19 and 24 years old and 22.1% are under 18 

years, so younger people are more often and more prone 

towards new technologies and enjoy the opportunities offered 

by the Internet. The next question we asked was about the type 

of content that they most often prefer to watch on television.  

 

Fig. 3: Type of video that respondents watch on TV. 

From Fig. 3 we concluded that movies and series are 

most often watched on TV by the 291 respondents, also sports 

are watched by 175 respondents, news by 156 respondents, 

entertainment by 162 respondents and educational and 

documentary shows by 152 respondents. Music shows, 

programs for children and quizzes are watched rarely by our 

respondents. Also, we got information about what content they 

most like to watch online and on which platforms they do it 

most often: 

 

Fig. 4: Type of video that respondents watch on Internet. 

From Fig.4 it can be concluded that movies and series 

are most often watched by 437 respondents and this is the same 

as the answers in question about the type of content they most 
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often prefer to watch on TV. Tutorials, gaming, documentaries 

and sports on Internet are watched by most of the respondents 

and the reason is that the majority of the respondents are under 

18 and from 19 to 24 years old who can be students who watch 

tutorials as a help for learning or to upgrade their knowledge.  

YouTube, Netflix, Facebook and HBO GO are the most 

common platforms that the respondents used to watch videos 

on Internet. In addition to these questions, important 

information for our research was how long the videos are 

watched on television or on the Internet by the respondents and 

also at what time of the day are watched the most: 

 
    Fig. 5: Time that respondents spend watching videos. 

 

  

Usually, videos on TV are watched less than 1 hour by 

51.6% of the respondents per day, while videos on Internet are 

watched between 2 and 4 hours by 53.4% of the respondents per 

day. Due to the fact that most of the respondents are in the age 

area under 40 years, we can conclude that videos on Internet are 

more watched by young generations than videos on TV.  

 

Fig. 6: Period of the day that respondents watch videos. 

From the charts in Fig. 6 it can be concluded that video 

contents are watched at night almost by everyone, whether they 

are watching it on TV or on Internet. 

According to the individual question check, people over the 

age of 30 pay much more often and are willing to pay to watch 

video content online. In contrast, pirated video platforms are 

more likely used by younger generations. 

Percentage of respondents who use illegal ways and 

percentage of respondents who do not use illegal ways to watch 

videos could be seen in Fig. 7:    

 

Fig. 7: Use of the illegal way to watch videos. 

The number of respondents who use illegal ways of 

watching videos is almost equal to the number of respondents 

who do not use illegal ways of watching videos. Popcorn, 

Stremio, Syncler and Kodi are some of the most common 

platforms that respondents used to watch pirated videos. The 

fact that in our country 60% of the respondents use illegal ways 

to watch video content can be related to the fact that we still do 

not have legal regulations and penalties for watching videos on 

pirated platforms, which means that if this research would be 

conducted in some other country where it is legally regulated, 

the percentage of respondents watching videos on pirated 

platforms would be very small or non-existent. 

The importance of quality related to video continuity: 

 

Fig. 8: The importance of quality related to continuity. 

 It can be concluded from Fig. 8 that the continuity of 
the  video  is  the most important for 26.1% of the respondents 
related   to   the   quality   of   the   video  itself.  36.8%  of  the 
respondents  think  that  there  should   be   a   combination   of 
both:  quality  and continuity, more precisely, they do not want 
too many interruptions while watching videos, but they also do 
not  want  bad  quality  of  it. 
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 Fig. 9: Time that respondents younger than 24 spend watching videos on 

Internet versus respondents older than 24. 

 According to Fig. 9 we can see that videos on Internet are 

watched 2-4 hours most of the time, despite of the age of the 

respondents. 

 

 Fig. 10: Period of the day that respondents younger than 24 spend watching 

videos on Internet vs respondents older than 24. 

 From Fig. 10 we can see that almost all of the respondents 

older than 24 years watch videos at  night, while  respondents 

younger than 24 years watch  videos at noon, at afternoon and 

at night. We can conclude that videos are watched through the 

day by the younger respondents as a result of more free time. 

IV. CONCLUSION 

 Because of the increased use of the Internet and 
Television, as a result of the Coronavirus all around the world, 
we assumed that it was the right time to do a survey and get 
answers to some questions about what type, how long and when 
people consume video contents. The total number of 
respondents who participated and answered our questions is 
517, which is a solid number for such a survey with which we 
can get a picture of the population in our country that consumes 
video content. 

 Young generations use a great amount of time 
watching different types of videos on the television or on the 
Internet. As a result of that, children have little time to spend 
with their families, friends and do outdoor activities. The 
findings of this paper suggest that the digital age makes a gap 
between the population mainly by their age in the view of which 
video contents and where they have been watched. Our results 
stated that responders mostly watched videos on Internet. 
Besides that, the most watched video contents on the Internet 
were movies and series, and the quality is not as important as 
the free way of watching contents. According to answers from 
our responders, we can say that video materials, especially 
movies and series are watched on Internet for free, but the 
youngest population, surprisingly still use the Internet in sort of 
educational way. So, with these findings we can say that we 
didn't discovered something new, but our results can be applied 
through community so they can change the behaviour of 
adolescents not in a way of abounding the Internet, but using it 
in a way of education, and forbid the pirate way of watching 
movies and series or adult contents. It can be concluded that the 
younger population, as a driver of changes, is more focused on 
taking advantage of the Internet and is more adaptive compared 
to older groups. However, we all try as much as possible and in 
a better way to enjoy the benefits of modern times and the 21st 
century. 
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I. INTRODUCTION 

      Due to the rapid digitalization in today’s world, 

there has been a vast influx of services that have 

been implemented as web applications. From e-

learning, e-commerce and even online health care, 

we have completely immersed ourselves in 

technology making everyday life easier. However, 

as the line between our lives and cyberspace 

continues to blur, the threats to our digital assets 

become even greater. As a result, we must consider 

these threats with a higher level of importance, and 

must be able to rigorously secure the web 

applications that we create.  

      Software engineers were faced with the 

innovative challenge of developing new ways of 

protecting their products, and due to their efforts, 

today we rarely come across a web application that 

does not provide the most basic forms of 

authentication. 

      In order to achieve this goal, we must 

implement stable mechanisms to web applications 

for user authentication accompanied by 

mechanisms that provide authorization for the 

users mentioned above. Authentication is the 

process of evaluating the identity of a user, when a 

restricted part of the system is being accessed. The 

traditional concept of authenticating a user is 

basically a challenge - response dialogue between 

the user and the system. Typically, the system 

sends a challenge to the user: asking the user to 

present something that only he/she possesses, 

something only known to them or something that 

is, using biometrics [1]. 

      Authorization, in turn, comes after we have 

successfully identified the user, who is accessing 

the restricted part of the system. It can be 

interpreted as the process of determining whether 

or not an authenticated user has the appropriate 

permissions to access a certain resource [2]. 

II. CERTIFICATE-BASED AUTHENTICATION 

      Web applications implement an extensive 

variation of authentication methods. The most 

common is the use of passwords – also used as the 

first line of defence. The system will ask the user 

for a previously defined password, which only the 

user in question would be familiar with. If the user 

provides the correct password and is furthermore 

successfully authenticated, then access is given [3]. 

However, there exists another authentication 

method that does not require passwords, but is 

stronger than any password. This method employs 

the use of cryptographically enforced security 

certificates, which are used to confirm the identity 

of the parties involved [4]. Speaking of certificates, 

they enable to make possible mutual 

authentication. It is a type of authentication where 

both entities in a communication authenticate each 

other. 

A. What is a security certificate? 

      A security certificate, at its core, is a relatively 

small public file in a computer system that contains 

data. The purpose of this file is to confirm the 

identity of a party before establishing a secure 

connection via additional cryptographic 

handshakes. The data contained within is mostly 

information regarding the validity of the certificate, 

such as the validity period, which domains or 

entities the certificate is valid for, information 
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about the authority that issued the certificate, and 

most importantly, a public key and a unique 

cryptographic signature in the form of a hash. The 

public key is a part of a key pair that also includes 

a private key whose owner is the owner of the 

certificate. Also, the owner of the private key can 

digitally sign documents, which can be verified by 

anyone knowing the certificate. The most basic and 

day-to-day utilization for these certificates is in the 

establishment of HTTPS connections to websites 

in form of X.509 certificates [5]. Whenever a user 

attempts to navigate to a particular web application 

or website using HTTPS, the web server first 

presents its server security certificate to the user’s 

web browser, who automatically performs a 

number of checks on the security certificate to 

determine if it is valid or not. If the certificate is 

valid, only then can the HTTPS connection be 

established [6]. 

B. How is the certificate related to authentication? 

      There are different types of security 

certificates, who often serve a different purpose. 

For instance, the type of certificates used in 

establishing standard HTTPS connections are 

called server certificates. These certificates are 

issued to a specific domain name and are signed by 

a trusted certificate authority. Trusted certificate 

authorities ,also known as CA, are organizations 

that create, maintain chains of certificates and 

ultimately issue certificates to end domains. These 

certificates are applied in order to confirm the 

identity of the server that the user is trying to 

connect to. The necessary checks, which the user 

must perform, require the “root CA” certificate. 

Most modern web browsers come with mandatory 

“root CA” certificates pre-imported for the more 

established certificate authorities.  

      Another type of certificate that occurs 

frequently is a client certificate. These certificates 

are commonly used to authenticate users and 

individual devices. When used to authenticate 

users, the certificates usually contain an email 

address, full name or other identification 

parameters specific to the user. In parallel to how 

the server would present a signed certificate to 

prove its identity before establishing a secure 

connection, the user/client can also present a 

signed certificate, and now the server is the side 

that does a number of checks to determine its 

validity. 

      Client certificates are usually issued by a 

privately maintained certificate authority. The 

system must maintain a certificate revocation list, 

or in another words a list of all certificates that are 

no longer trusted by the authority. It is necessary 

for cases where certificate authority, whether 

public or private, suspects that one of its issued 

certificates have been compromised or are no 

longer needed. 

 

 
 

Fig. 1. - Certificate architecture - dataflow 

C. What are the advantages of certificate – based 

authentication? 

      The most obvious advantage of deploying 

certificate - based authentication is eliminating the 

use of passwords. Certificate - based authentication 

is based upon the principle of “something you 

have”, therefore aside from the generation of 

private keys, there are no passwords in use. This 

approach is much more appealing to users, 

especially elderly users or those who have 

difficulties with remembering passwords, because 

they don’t have to remember any secret. 

      Additionally, security certificates are much 

stronger than any password since they are based on 

public key cryptography. If the proper 

cryptographic primitives and the correct 

implementation of the cryptographic algorithms 

involved in the generating of the certificates are 

used, then the chances of an adversary successfully 

forging a valid certificate are very slim. 

      There is however one small warning - the 

provided certificates must be properly handled to 

avoid theft. To achieve this, the users in question 

must be properly educated on how to handle their 

certificates. 

III. WEB APPLICATION 

      In order to demonstrate the capabilities of 

certificate - based authentication, we have 

developed a small, yet robust web application. The 

web application in question serves the simple 
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purpose of managing appointments for patients. 

However, this web application makes use of basic 

password - based authentication alongside 

certificate - based authentication. Our application 

also supports HTTPS which required the 

implementation of a custom public key 

infrastructure to be used exclusively for our web 

application, as shown on Figure 1. 

      There are three types of users in our application 

- Patient, Doctor and Admin. Patients authenticate 

themselves with only password - based 

authentication, whereas doctors and administrators 

with client certificates and password - based 

authentication. For an example, the doctor 

certificate is shown on Figure 2. 

 
Fig. 2. - Doctor certificate 

A. Techonogies used 

      Our web application is built in Spring Boot [7]. 

We chose this technology because it offers easy 

development of web applications with the MVC 

pattern. The application is divided into two 

microservices - one is responsible for handling 

connections from the patients, while the other is 

responsible for handling connections from the 

doctors and the administrators [Figure 3]. For 

security, we used the specialized dependency 

Spring Security [8]. This module was the primary 

reason why we decided to restructure our 

application from a monolith pattern to a 

microservice pattern. 

 

 
Fig. 3. - Architectural components 

     We used OpenSSL to generate certificates for 

demonstrative purposes. First, a public/private key 

pair is created, where the key length is 4096 bits. 

Subsequently using the public key, a certificate 

signing request is generated. This request is later 

processed and approved by a certificate authority, 

which then generates a certificate and signs it with 

it’s private key. However, for the purpose of this 

demonstration we approve, generate and self-sign 

all types of certificates.  

B. Challenges 

      The majority of challenges we faced along the 

way were all related with the security module 

Spring Security.  

      The module required minor configuration, to be 

able to deploy basic password – based 

authentication and set up the appropriate keystore 

with the generated server – side certificate, so that 

the application supports HTTPS. Configuring it to 

use only certificate - based authentication – on 

every part of the web application was relatively 

simple. However, problems arose when we 

attempted to configure Spring Security to use both 

types of authentication on the client side. The key 

feature in demonstrating the different types of 

authentication in our web application, relied on 

appropriately protecting different paths in the web 

application using different authentication methods. 

According to the official Spring Boot 

documentation, the employment of two security 

configuration files was necessary [9]. Configuring 

multiple authentication methods in Spring Security 

is done with configuring two 

AuthenticationProviders in the 

AuthenticationManager. However, every time we 

attempt to do so, Spring Security showed irregular 

and abnormal behavior. This led us to search for a 

different way of implementing this technology, and 
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the solution presented itself in the form of an 

architectural restructuring. This caused a contrary 

effect unlike the one described in the 

documentation -  Spring Security only enabled one 

of them at a given time. After a significant amount 

of time spent researching, we concluded that the 

cause of this behavior is most likely a software 

fault in the latest release of Spring Security - this 

has yet to be officially determined.  

C. Resolution 

      After many failed attempts in rectifying this 

irregular  behavior from Spring Security, we 

decided that the best way to circumvent this 

problem would be to revise our architecture.  

      Our  first attempt was to deploy a reverse proxy 

in front of our main application, and make the 

reverse proxy handle all HTTPS and certificate - 

based authentication requests. This solution was 

partially successful; however, it brought another 

problem. There was no way to cross - reference the 

presented client certificate with the user database. 

This meant that if an adversary had stolen the 

certificate of a doctor/admin “Bob”, and the 

username and password of a different doctor/admin 

“Alice”, the adversary could successfully log in as  

“Alice”. In fact, this is a serious security flaw of an 

application that serves with a sensitive information, 

so our next step was to use a power of microservice 

based design. The microservice responsible for 

managing doctors and administrators required 

additional custom handling to implement two - 

factor authentication and eliminate the 

aforementioned flaw. The custom handling 

consists of adding custom code to the suitable 

controller in order to check the entered username 

and password at the second authentication layer, 

which corresponds with the complementary 

certificate. The “Common name” field of the 

issued certificate consists of a username and its 

correspondent certificate. The same username, 

present in the database, identifies a unique user. 

After validating the issued certificate, the custom 

code has to perform two checks – if the entered 

username corresponds that of the authenticated 

certificate contained in its “Common name” field 

and if the password matches the one the user 

registered with. If these two checks pass, the user 

has granted access. However, if either one fails 

access is immediately denied and the event 

flagged.  

     As previously stated, different types of users 

represented in our system, authenticate themselves 

with unique methods. The doctor and administrator 

roles must go through two-factor authentication 

(present a valid signed certificate and input a 

password). This is done merely to demonstrate how 

effortlessly certificate-based authentication can 

complement additional security when necessary. 

Also it is to mitigate a trivial but very possible 

vulnerability – lower the chance for an attacker to 

authenticate himself in the event of stealing the 

certificate or having accessed it from the victim’s 

computer with the preinstalled certificate on it. 

IV. WHAT ABOUT SECURITY? 

      Securing a web application means so much 

more than simply adding a mechanism to check for 

valid passwords or certificates. It also means that 

all of the components that comprise the web 

application in its entirety are functioning like they 

are supposed to, meaning they strictly adhere to the 

behavior they have been designed for. This implies 

that every possible input to the application must be 

properly sanitized, every function properly tested 

for memory leaks, etc.  

      The Open Web Application Security Project 

(OWASP) is constantly on the lookout for security 

breaches and their cause regarding web 

applications [10]. As a result, they keep a regularly 

updated list of top 10 security risks for web 

applications [11]. We have given great effort to 

make our humble web application resistant to 

quoted risks. 

 Injection – every input in our web application 

gets passed to functions in the code. If the client 

attempts to input an invalid value of any kind 

in the parameters, the system will always throw 

an exception. 

 Broken authentication – Spring Security as a 

module has been rigorously tested by its 

developers. It executes whatever configuration 

it has active with great precision. Our custom 

code, which makes sure the credentials of a 

user match the certificate supplied, has also 

been carefully tested, following 

implementation.   
 

 Sensitive Data Exposure – in no case does our 

web application expose confidential 

information about users. The only details that 

get passed between the clients and the server, 
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are credentials and appointment information - 

the credentials of the administrators or doctors 

are securely passed via HTTPS. 
 

 XSS injection – aside from a small clock we 

have implemented on the frontend of our web 

application and a library for visual styling, our 

web application does not use a great deal of 

JavaScript -  therefore, there are no input 

parameters that the attacker can potentially 

inject malicious JavaScript in. 

 Insecure deserialization – our web app does not 

use serialization or deserialization in any part. 

 Using components with vulnerabilities – at the 

time of writing and development, the 

components our web application consists of 

have no reported CVEs or other vulnerability 

reports of any kind. 

 Insufficient Logging and Monitoring – our web 

application can be easily configured to provide 

adequate logging and monitoring at 

deployment. 

V. CONCLUSION 

 To summarize, certificate - based 

authentication has more advantages compared to 

password - based authentication. The only 

limitation here is that the certificates in question 

should be carefully stored and handled. Additional 

steps should be taken to ensure that the certificate 

issued to the user will not be stolen by an 

adversary.  

      This authentication method can be sufficiently 

complemented by an additional layer of 

authentication. For instance, in our demo web 

application we implemented an additional layer 

where the user will be asked to enter his username 

and password. The correct username and password 

of the account that the certificate has been issued to 

must be given, otherwise access will be denied and 

the event appropriately logged. Security systems 

based on cryptography will always be superior - if 

implemented correctly. 
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Abstract—With the appearance of the COVID-19 pandemic, 

the overall life of people worldwide suddenly and drastically 

changed, causing people to pay more attention to the relevance 

of the information they receive. In this research paper, the main 

accent is given on NLP data analysis and deep learning 

techniques. Using the CoAID Dataset, it includes different 

examinations and visualizations based on Twitter activity 

regarding COVID-19 during last year, such as presenting the 

number of tweets every month, determining the most frequent 

words, and a comparison of words used in real vs. fake tweets. 

It additionally includes sentiment analysis using VADER, as 

well as a deep learning neural network for classification, based 

on BERT technology and recurrent neural networks. 
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I. INTRODUCTION  

In times of a global pandemic, one of the most important 
things that improve our safety and quality of life - is the 
news we receive on a daily basis. The era of digital 
information brought us new ways to inform ourselves, and 
social media has become one of the main ways to share our 
own thoughts and opinions, as well as staying updated on 
everything happening around the world. But how threatening 
is the accuracy of the information in our daily lives? One 
research conducted by MIT University [1] states that it is 
70% more likely for a person to share a post containing fake 
news on the social network Twitter, than ones containing real 
information, which is highly concerning. Luckily, by 
analyzing current information from social media, especially 
text posts, we can discover patterns and recognize how we 
can stop the fake news from spreading, as well as capturing 
the overall state of mind of people regarding a certain topic. 
The goal of this project is to combine those two aspects with 
Natural Language Processing (NLP) - to present evidence 
that will help people differentiate real from fake news, but 
also to capture the analysis of the generalemotional response 
regarding a highly discussed topic nowadays – which is 
COVID-19. In this paper, firstly, there will be a 
demonstration of detailed analysis of the data, as it’s very 
important to examine given data first, to find patterns, 
deductions, and the answers for some questions. Then, it 
continues with a deep learning model for classification of 
tweets using several NLP techniques and a BERT model 
combined with a reccurent neural network architecture.  

 

II. RELATED WORKS 

 According to the research of Limeng Cui and Dongwon 
from Pennsylvania State University [2], who published the 
CoAID dataset (further used in this project), with the rise of 
the global pandemic, the amount of fake information 
regarding the topic has also risen. One example is fake cures 
for COVID-19; an Arizona man died, and his wife was 

hospitalized after taking Chloroquine as a prevention against 
the pandemic, due to disinformation [3]. Another example is 
the 77 cell phone towers that were set on fire because of the 
conspiracy theory that 5G cell phone networks are 
responsible for spreading the virus. [4] On the second topic, 
another research conducted by the University of South 
Florida, Tampa, Northern Illinois University, and Ajivar 
LLC [5], which focused more on the sentiment analysis and 
classification of sentences according to the most popular 
topics, shows that after the pandemic occurred, students, in 
general, were most worried about topics like health and 
family, and more often than not, mentioned those in a 
negative connotation, which shows the general emotional 
response of people during the pandemic. Lately, there has 
been a lot more research regarding the recognition of real 
and fake news in social media [6][7][8], all of those utilizing 
natural language processing methods, in order to draw 
significant deductions. 

 

III. DESCRIBING THE PROBLEM 

To find the ideal dataset, we always need to keep a 
certain goal in mind, specifically, what kind of analysis we 
want to perform. Since the topic is related to fake and real 
information on social media, one, in particular, has stood out 
to be the perfect choice to build this research upon. Twitter is 
a platform that is fully open for everyone, has an easily 
accessible API, and is currently one of the most popular and 
widely used social media platforms. To obtain a more 
structured approach, it is always a good idea to draw out 
specific questions or tasks that need to be answered. In this 
case, there are several, for example: 

1) What was the activity of Twitter users on the topic 

COVID-19 like in different months? Is the interest in the 

topic growing stronger or weaker within time? 

2) What are the most frequent words occurring in tweets 

every month?  

3) What are the most frequent words in fake tweets vs.. 

real tweets? 

4) Performing sentiment analysis of  the whole dataset 

5) Creating a deep learning model for classification of 

fake vs real tweets. 

By completing these tasks and answering these questions, 

we can get a solid understanding of the full picture of our 

dataset, which can lead us to further conclusions about the 

topic and further improvements. 

IV. DATASET 

The dataset CoAID [2] consists of 5216 news, 296752 

user activities, and 958 tweets on the social media platform 

Twitter about COVID-19. The dataset consists of several 
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subsets, more specifically data that is collected every other 

month (May, July, September, November). Furthermore, the 

data is divided by tweets and external data sources, provided 

with titles and links. This research employs only the data 

from tweets, and not external sources since this research 

focuses on the analysis of social media posts.The dataset is 

available on GitHuband everyone can download it from there 

for research purposes. In the dataset, every tweet is 

identifiable by its unique ID. In order to gather the text of the 

tweet and other metadata, several tools can be used, one of 

them being Hydrator [9], a desktop application based on 

Electron. With Hydrator, everyone can access the data of 

each tweet based on its ID, and the result is brought in JSON 

format. The course of action is shown in Fig 1. Some 

additional transformations of the data were made to collect 

them all in one place, getting them ready to be analyzed. 

 

 
Fig. 1. Gathering data using Hydrator. 

V. DATA ANALYSIS 

For data manipulation, there are a lot of libraries that can 

be useful for different data science tasks; NLTK[10] is one 

of the most popular and successful in the field of Natural 

Language Processing, which has powerful functions for 

tokenization, embeddings, etc. This project also utilizes 

Pandas and Numpy as standard libraries for data science. In 

this project, the data is filtered, so it only contains English 

tweets, even though the original dataset has tweets in several 

languages across the world. In the following paragraphs, the 

main focus is the questions and tasks mentioned in the 

previous part of this research. 

A. Number of tweets according to month 

The first issue is regarding the activity of Twitter users 

on the topic COVID-19, according to different months. The 

results are important to gain perspective for what the dataset 

is like and the interest in the topic of the general population 

over time. Something that needs to be noted right away is the 

fact that in the latter months, there is a significant drop in the 

number of tweets. This doesn't mean that it's the reality of the 

situation, but rather such is the data set that this project uses. 

The results can be seen in Fig 2. In our dataset, the month 

with the highest number of tweets is April, namely 37651 

tweets.  

 
Fig. 2. Number of tweets in the dataset in given months. 

B. Most frequent words every month  

This task is necessary so we can understand the most 

important topic of discussion each month. In this analysis, a 

general vocabulary has been made for each month, out of the 

words used in both the fake and real tweets. Additionally, it 

needs to be sorted by frequency, so that the word with the 

maximum frequency is more apparent. A crucial step of this 

process is word tokenization, and a lot of NLP libraries 

include such functions, one of them being NLTK Word 

Tokenize [10]. Additionally, to avoid repetition, the words 

COVID-19, COVID, and other common words were not part 

of the vocabulary. The results can be seen in Fig. 3, and out 

of all the months, the word with the highest frequency is the 

word "people" in April, which appears 3664 times. It's also 

interesting how at the beginning of the year, the relevant 

topics were "China", "new", "testing”, and later on the 

general public was more worried about topics containing 

"vaccine" and "Trump".  

 
Fig. 3. Table containing the most used words every month in both fake and 

real tweets, along with their frequency. 

C. The most prominent words in real vs.fake tweets 

Perhaps one of the most beneficial analyses is finding out 

the most used words in the real and fake tweets, because of 

its practical nature, so we can see how we can avoid fake 

news throughout social media. The results are certainly 

interesting - in the fake tweets the presence of more political 

themes is more dominant (e.g. “bill”, “gates”, “trump”, 

“bioweapon”), and in the real ones the focus is more on the 

health and safety of people (e.g. “health”,” cases”, “home”, 

“testing”). The results can be seen in Fig. 4 and Fig.5. 
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Fig. 4. Most used words in fake COVID-19 Tweets. 

 
Fig. 5. Most used words in real COVID-19 Tweets. 

These visualizations were generated using the library 

word cloud[11],  which allows interesting and noticeable 

presentation of short textual data. In order to get that result, 

two separate vocabularies have been formed - one containing 

words from fake tweets, the other one from real tweets. After 

sorting each vocabulary by frequency, the top 20 words of 

each one are presented on the visualizations. 

 

VI. SENTIMENT ANALYSIS 

Sentimentanalysis is a common NLP task that involves 

classification of parts of the texts with predefined sentiments. 

The sentiment models of analysis usually focus on the 

polarity (e.g. positive, negative, neutral), but they can also 

refer to the emotions themselves (angry, happy, sad), etc. 

[12] There are several approaches and means for sentiment 

analysis; one of the most prominent ones being VADER 

(Valence Aware Dictionary and sEntimentReasoner)[13]. 

This library is based on a lexicon, and rules for sentiment 

analysis, being specifically useful for sentiments on social 

media. The library is available on GitHub. This model is 

sensitive to polarity (positive, negative), and to the intensity 

of the feeling. The final result is a sum of the intensity of 

every word of the text. For example, the tweet "Contrary to 

claims in viral social media posts, the novel coronavirus was 

not man-made nor patented before outbreak" has a sentiment 

result of 0.3182 and is labeled as positive. An opposite 

example is the tweet "Firstpost: Coronavirus Outbreak LIVE 

Updates: Maharashtra govt to send 100 buses to bring back 

students stuck in Kota; Rajasthan reports 66 new cases.” 

,labeled as negative, with a sentiment result of -0.25. More 

examples can be seen on Fig.6. 

 

Fig. 6. Exmples of more sentiment scores and sentiment results 

The results of the sentiment analysis of the tweets are 

shown in Fig. 7, divided by fake vs. real tweets. One can 

clearly see that in the fake news section, there are drastically 

more tweets with a negative connotation, as fake news can 

often be threatening, intimidating, and aggressive sounding. 

On the contrary, the tweets containing real news have a more 

positive and neutral tone to them. 

 
Fig. 7. Result of sentiment analysis of the CoAID dataset. 

VII. DEEP LEARNING MODEL 

The goal of deep learning is investigate howcomputers 

and machines can use data to develop representation of 

complex interpretation tasks[14] In the field of Natural 

Language Processing, there are several approaches when it 

comes to deeplearning. A more recent trendare word 

embeddings, as well as building deep learning models based 

on recurrent neural networks. In the next part, both 

approaches will be combined for getting the best results.  As 

input in the neural network, the model uses the body of the 

tweets (the column "full_text"), represented by word vectors. 

The output of the neural network is defined by the labels of 

the classes (0 or 1 accordingly, if the tweet contains fake vs. 

if the tweet contains real news). The training, testing, and 

validation set is divided into an 80:10:10 ratio.   

A. BERT Embeddings 

In 2018 the Google AI team made a revolutionary change 

in Natural Language Processing by introducing BERT 

(Bidirectional Encoder Representations from 

Transformers)[15]. Because of its highly pragmatic approach 
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and better performance, BERT is one of the most 

contemporary state-of-the-art tools for many tasks in this 

field. [16] In this research, the library Sentence 

Transformers[17] is utilized to build feature vectors in form 

of word embeddings. This tool has simple methods for 

preparing appropriate vector presentations, on a sentence or 

paragraph level (also called sentence embeddings). The 

models based on this network are BERT / RoBERTa [18] / 

XLM-RoBERTa [19] and they function in a way so that the 

sentences with similar meanings are closer to each other in 

the vector space, and those with different meanings further 

apart from each other. The model used in this research is 

'paraphrase-distilroberta-base-v1'. This version contains a 

separate tokenizer, and as a result, each sentence is 

transformed as a vector with size 768, making the vectors 

ready to be used as an input for the model.  

B. RNN Neural Network with LSTM layer 

The model of choice for this research is a Keras deep 

learning reccurent model with an LSTM layer.[20] It consists 

of an input layer, LSTM layer, two hidden layers with 64 and 

240 neurons respectively, and output layer, which represents 

the class of the tweet. By training the data in 18 epochs, with 

batch size 30, the results show accuracy of 0.56 in the last 

epoch, as shown in Fig. 8.  The validation accuracy of the 

last epoch is 0.78, which means the model is less likely to be 

overfitted. 

 
Fig. 8. Precision in the last epochs of training 

Additionally, for the predictions, RMS can be calculated 

as a measure for precision. For example, one prediction  

shows RMS of 0.848, but this number can vary depending of 

the data that is used for testing (Fig. 9). 

 
Fig. 9. RMS – Measure for precision 

The model can predict the class of a tweet, specifically if 

it’s real or fake. This model has a lot more room for 

improvement, but these results are satisfactory, too.  

Examples of the predictions can be seen on Fig.10 
 

 
Fig. 10. Examples of the predictions of the model 
 

From the general results of the model, it’s interesting to 

note that in the incorrectly predicted instances, most of them 

were false negative tweets - real news labeled as fake. The 

conclusions from the results are interesting – firstly, the 

model tends to label longer tweets as real, and shorter tweets 

as fake, which can make sense in the real world too, as real 

news tend to contain more detailed information. 

Additionally, the tweets that contain tags and replies often 

get labeled as fake as well. The tweets that contain more 

negative news also tend to get labeled as fake, due to the 

high amount of negativity in them, as mentioned in the 

sentiment analysis part of the research paper. An example 

would be the statement “Comparing COVID-19, Flu Death 

Tolls 'Extremely Dangerous' https://t.co/GGTnxSl3vB via 

@medscape” which is shorter in length, contains a tag, and 

also carries bad news, so the model labels it as fake even 

though it’s real by nature. 
 

VIII. CONCLUSION 

The models and approaches for analysis of fake and real 

data have room for growth, like everything else in the world 

of Natural Language Processing. Sometimes it is interesting 

to look into the world of data and how it incorporates in the 

real world, like real information, and to draw out important 

conclusions from them, so we get a better future for 

ourselves.  
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Abstract—Ponzi schemes are present in Ethereum in the form
of smart contracts. In this paper we provide a few automated
methods for detecting them. We utilize the transparent nature of
blockchain to come up with two types of data, extracted from the
bytecodes and the transactions to and from the smart contracts.
This data is fed into various machine learning algorithms. Most
of the algorithms listed in this work, gave fairly good results, and
offer a promising new way to fighting this negative phenomenon.

Index Terms—Ponzi schemes, ethereum, machine learning,
blockchain

I. INTRODUCTION

A Ponzi scheme is a fraudulent scheme in which victims
usually get presented with some form of investment opportu-
nity. The investment is not actually an opportunity, because
it works with the well-known principles of ‘to rob Peter to
pay Paul’. Essentially the early victims get paid with the
contributions of the new victims. Like Pyramid schemes, there
is high leverage for the creators of such schemes. Although
Ponzi schemes are named after Charles Ponzi, a notorious con
artist that carried out such operations during the 1920s, some
instances fit to the definition of a Ponzi scheme even during
the 19th century.

The emergence of blockchain and cryptocurrencies in spe-
cific, among other things, have enabled the creation of financial
systems (DeFi) that can be entirely anonymous. On top of this
anonymity, they offer decentralization [15]. Decentralization of
resources as well as governance, secured by immutability and
modern-day PKI, made trustworthy through full transparency.
Bitcoin [2] is the largest such system, with a current market
cap of 1 trillion USD. Since the advent of Bitcoin in 2008,
other protocols have been proposed. Among them is Ethereum
[4]. Ethereum is regarded as a v2 blockchain system, with
Bitcoin being v1. Blockchain systems like Ethereum apart
from some form of cryptocurrency, also offer smart contracts
[1]. Without getting too philosophical about what a smart
contract is and is not, for the purposes of this paper it is
enough to think of them as applications that are run in an
independent, decentralized fashion. They behave similarly to
any other application. They expose an API that can be invoked.
The invocation is done through the blockchain system in which
they live in. In Ethereum, a smart contract can be invoked
by sending a transaction to its address. smart contracts in
Ethereum are developed using a high-level, Turing complete
programming language called Solidity. Solidity later gets com-

piled into Ethereum Virtual Machine (EVM) bytecode, and
as such is run on the maintainers of the blockchain system,
namely the peers. It is vital to note three points here. First,
anyone can create a smart contract, and since there is not a
central governing body, no-one can stop anyone them from
doing so. Furthermore, no-one can stop a malicious smart
contract from running in the blockchain system, although
people can choose not to invoke it. And lastly, the EVM
bytecode that enables the existence of a smart contract along
with invocations of the smart contract are registered on the
blockchain system and are open to anyone who wishes to
check them.

Ponzi schemes are well present on Ethereum. This modern
version of them still fits their original definition. Hence, Ponzi
schemes lure victims by presenting themselves as investment
opportunities. A lot of factors make Ponzi schemes in the
crypto environment much more dangerous. Firstly, it’s very
hard to track their creators due to the anonymous nature of
public blockchain systems like Ethereum [8]. If somebody
were to get caught in a traditional internet scam, perhaps there
would some form of a credit card system that would prevent
them from sending the funds, or even return the lost funds if
the individual is insured for such instances. But in the case of
cryptocurrencies, this scenario is very unlikely.

There are over 1.5 million smart contracts in Ethereum [14].
Many more are created every day. Checking manually every
contract is very costly and downright inefficient considering
their volume. Current-day intelligent methods can be of help
for such cases when manual labor is too inefficient to be con-
sidered. This paper presents an automated, intelligent approach
to detecting Ponzi schemes in Ethereum, by making use of the
transparency that Ethereum offers.

II. RELATED WORK

A detailed survey on this topic was published in 2017 [10].
This was one of the first works on this problem. The authors
identified the types of Ponzi schemes used, as well as how they
present themselves to the victims. When it comes to detecting
the schemes, most of the work on this problem focuses on
using two types of data, namely smart contract EVM bytecodes
and transactions between individuals and smart contracts. Both
[12] and [13] makes use of these two types of data. The authors
of [12] manually checked about 3780 smart contracts labeling
200 of them as Ponzi schemes. They later use these labels
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to build models using a range of algorithms like Decision
Trees, random forests, SVM, etc. The authors of [13] make
use of the same dataset with some additional filtering based on
the number of transactions for each smart contract, to achieve
slightly better results using similar methods to those in [12].

III. METHODOLOGY

We view this task as a binary classification problem. We
make use of the labels provided in [12]. For obtaining the
actual data, we take advantage of the Ethereum explorer API
provided by etherscan.io. By doing this we were able to
compile a dataset that consists of the bytecodes of the smart
contracts inspected in [12], along side a maximum of 20k
transactions to and from the contract.

The bytecode from every contract is disassembled into
opcodes. Several versions of the Ethereum instruction set do
exist, but they differ slightly. Some of these instructions can
be considered similar, since they basically perform the same
operation over a different number of items. To simplify the
analysis and reduce the redundancy in our approach, we have
treated the similar operations, like those in Table 1, as a single
unique opcode. Doing so we get a total of 75 opcodes.

TABLE I
EXAMPLE OF SIMILAR OPCODES

Opcode Function Replaced by
PUSH1 Push 1 byte item to stack

PUSH

PUSH2 Push 2 byte item to stack
PUSH3 Push 3 byte item to stack

...
...

PUSH32 Push 32 byte item to stack

We use the information from the transactions to and from
the smart contracts to build homogeneous directed multi-
graphs, one for each smart contract. Nodes of this graph
represent accounts, whereas edges represent transactions be-
tween accounts. Note that we treat both the individuals sending
transactions and the smart contracts as nodes. Furthermore, we
only add edges between the smart contract node and relevant
accounts, not between accounts. Edges also have attributes,
namely the timestamp when the transaction occurred and the
amount that was sent in the transactions. An edge from node A
to node B, means that node A sent a value x at time t. These
graphs are later embedded using Deep Graph Convolutional
Neural Network (DGCNN) and Local Degree Profile (LDP)
[9] [11]. An example of a simple such graph is shown on
Figure 1.

For our baseline model, we apply a similar approach to
that in [12], specifically we vectorize each smart contract
by calculating the frequency of all the 75 opcodes available,
which serve as our input features. In this way, we obtain a 75
dimensional numeric vector for every smart contract. These
input features are then fed into a random forrest with 120 trees,
with boostrapping disabled and the splitting of the nodes in the
trees is based on entropy. In addition to the baseline model,
we use two other random forrest instances with 100 (RF-100)

Fig. 1. Visualization of an actual graph from the dataset.

and 250 (RF-250) trees respectively. We vectorize the smart
contracts by using the TF-IDF of the 3-grams and the 9-grams
of the opcodes respectively for each of the random forrest
instances. The splitting of nodes for these random forrest
instances is done based on Gini index. We also utilize a 3-
layered neural network (NN) using the TF-IDF of the 3-grams
of the opcodes, the same technique used in RF-100. These 3
layers are all fully connected (dense) between each other, and
their sizes are 150, 150 and 100 respectively, all of which are
set up with ReLU activation. To avoid overfitting we add a 0.5
dropout between every consecutive pair of these dense layers,
in addition to L2 regularization with a penalty of 0.0001. We
train for 25 epochs with binary crossentropy as loss function
and Adam [6] as optimizer.

Furthermore, we use an LSTM-CNN with each smart con-
tract represented as a sequence of opcodes, a technique com-
monly used in the field of Natural Language Processing (NLP).
We apply this method with the assumption that the opcodes
have the same sequential nature as normal textual documents.
Table 2 shows into more detail this method’s configuration,
along with the configurations of the other methods.

Apart from the features extracted from the bytecode, as
mentioned above, the transaction graphs are embedded and
used as input features for both the 100 tree random forrest
and the 3-layered neural network. In addition to these methods,
we also use DGCNN+CNN for classifying the smart contracts
based on their transactions. Table 3 summarizes all these
methods along with their configuration. Notice that RF-100
and NN have the same configuration as in the previous
experiments with the n-grams of the opcodes as inputs, but
here we are using the embeddings of the transaction graphs
as input.

All our random forrest instances are built using sklearn [3],
a python library specialized for machine learning. The neural
networks were built using a python library keras [5].

In a separate experiment, we combine the bytecode and
transaction data and feed them to RF-100, NN and to a random
forrest with the same configuration as the baseline method.
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TABLE II
METHODS USED FOR CLASSIFYING SMART CONTRACTS BASED ON THEIR

BYTECODES

Name Configuration Input Type

120 trees, no bootstrap-
ping, split on entropy

Frequency
of every
opcode.

Baseline

250 trees with bootstrap-
ping, split on gini.

9-grams of
the opcodes.RF-250

100 trees with bootstrap-
ping, split on gini.

3-grams of
the opcodes.RF-100

3 dense layers (150, 150,
100) with ReLU activa-
tion and 0.5 dropout in-
between, binary crossen-
tropy loss trained for 25
epochs.

3-grams of
the opcodes.NN

2 1D Convolutional layers
(96 filters, kernel size 3,
ReLU activation) followed
by an LSTM layer (100
nodes), dense layer (100
nodes), binary crossen-
tropy loss trained for 25
epochs.

The opcodes
are tokenized
and
treated as
sequences.

LSTM-CNN

TABLE III
METHODS USED FOR CLASSIFYING SMART CONTRACTS BASED ON THEIR

TRANSACTIONS

Name Configuration Input Type

100 trees with bootstrap-
ping, split on gini

MultiGraphs embed-
ded using LDP [11].RF-100

3 dense layers (150, 150,
100) with ReLU activa-
tion and 0.5 dropout in-
between, binary crossen-
tropy loss trained for 25
epochs

MultiGraphs embed-
ded using LDP [11].NN

4 layered DGCNN (3x32,
1x1) for embedding the
data followed by a Con-
volution (32 filters, kernel
size 3), MaxPooling, and
a dense layer of 64 nodes.
Trained for 10 epochs,
with binary corssentropy
as loss function.

Directed MultiGraph
of the transactions for
every smart contract.

DGCNN+CNN

We execute every method 10 time and take the average of
the obtained results. In every execution, the data is randomly
split in 80% for training and 20% for testing the models.
Because there is huge imbalance in the dataset between the
positive and the negative class, we oversample the minority
class of the training set. The oversampling is performed using
the imblearn python library [7].

IV. RESULTS

For evaluating the obtained models, we use 4 widely ac-
cepted metrics. Namely accuracy, precision, recall, and f1-
score. Note that precision, recall and f1-score are defined

separately for the positive and the negative class, we only
take into consideration the positive class for these metrics. It
is possible to take into account the both classes by averaging
their scores. But having in mind the imbalance in our dataset,
the positive class would be greatly underrepresented by that
score.

TABLE IV
RESULTS OF THE MODELS TRAINED WITH BYTECODE DATA

Method Accuracy Precision Recall F1-Score
Baseline 0.978 0.915 0.651 0.757
RF-100 0.979 0.934 0.681 0.786
RF-250 0.978 0.895 0.680 0.770

LSTM-CNN 0.970 0.756 0.666 0.705
NN 0.977 0.787 0.797 0.791

As shown in Table 4, when it comes to utilizing only
bytecode data, all of the methods give similar results. When it
comes to accuracy the results are almost the same for all the
methods. Considering the imbalance in the dataset, accuracy
doesn’t best describe the performance of these models. The
random forrest methods are significantly better when it comes
to precision than NN. However, they do not perform so well on
recall. Hence, why the NN configuration has the best F1-Score.
Increasing the complexity of the random forrest instances, did
not have a positive effect on any of the metrics, since RF-
100 outperformed RF-250. Although, it is fair to say that
using TD-IDF instead of simple term frequency (TF) as the
vectorization method for the opcodes, has a positive effect on
the results. LSTM-CNN gives the worst results, but this is
expected considering the complexity of this method and the
scarcity of the data.

TABLE V
RESULTS OF THE MODELS TRAINED WITH THE TRANSACTION DATA

Method Name Accuracy Precision Recall F1-Score
DGCNN 0.792 0.110 0.470 0.178
RF-100 0.957 0.608 0.291 0.392

NN 0.858 0.166 0.519 0.249

More or less the same pattern was observed when using
only transaction data, as presented in Table 5. Random forrest
outperforms NN, while DGCNN another complex method,
does not deliver much. Again, we attribute this to the amount
of data, and the fact that our nodes and edges in the graphs
do not have much meta-data (attributes).

TABLE VI
RESULTS OF THE MODELS TRAINED WITH COMBINED BYTECODE DATA

AND GRAPH EMBEDDINGS

Method Name Accuracy Precision Recall F1-Score
Baseline 0.977 0.931 0.590 0.718
RF-100 0.974 0.915 0.581 0.703

NN 0.935 0.312 0.486 0.373

According to the results shown in Table 6, combining
the two types of features did not improve the performance
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obtained using only the bytecode based features. It seems that
the data obtained from embedding the graphs acts simply as
noise when combined with the data from the bytecodes, at
least in our configuration.

V. CONCLUSION

It is hard to say that scams like Ponzi schemes will
ever cease to exist. However, cryptocurrencies offer them an
environment that makes them even more dangerous, by making
the process of finding their authors very difficult. Automated
methods like those presented in this work, and those mentioned
in the related work section, enable another dimension from
which Ponzi schemes can be tackled.

The biggest challenge faced in this problem, is a fairly
common one, namely finding labeled data. Utilizing a semi-
supervised approach might be a possible solution to this
problem that can be investigated in the future.
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Abstract— With the WHO declaring the pandemic and the 

ensuing quarantines in many countries because of the covid-19 

virus, one of the hardest hit sectors was education. The teaching 

staff and school management were forced to start activities 

overnight that in most cases, they were never trained for. In 

addition to the technical aspects, the use of technologies, digital 

literacy, tools, methods, and numerous other parts of the 

educational process were neglected in online teaching, resulting 

in dissatisfaction with the process among all stakeholders, 

especially among students. The main focus of this article will be 

on the use of technologies and tools in online teaching. Here, we 

present many modern tools which we logically classify in four 

groups, as a help for the teachers and creators of curriculums. 

They should provide better education, facilitation, and better 

organization for the teachers in online classes and more 

interesting, interactive, and diverse classes for students.  

Keywords— Online teaching tools, Online Games, Online 

Courses, Online Quizzes, Digital Educational Content 

I. INTRODUCTION  

Online learning brings knowledge closer to us, offers us 

flexibility where the schedule can be changed more easily in 

agreement with the students. The lesson can be recorded, 

attached by the teacher, and viewed at any time by the 

students. Costs, such as transportation, food, parking, 

excursions, are reduced. Online teaching offers students and 

teachers the opportunity to maintain asynchronous 

communication outside classes. If there is no time left from 

the class for all the students’ questions, teachers and students 

create groups themselves that can be beneficial for students 

having problems that need to be solved and issues that need to 

be clarified. Classes can be attended online in a variety of 

locations, which leads to students missing out classes less 

often because their schedule is more compatible to their daily 

obligations. E-learning is suitable for different learning styles. 

Every student learns differently therefore the online learning 

system can be adapted to the needs of each student. The 

teaching staff needs to be trained online, both students and 

teachers. One of the advantages of online teaching is that the 

lecture can be recorded by the teacher. This project existed 

back in the days, when there was no online teaching, but was 

rarely executed due to lack of resources and insufficient 

knowledge of technology. [1] Nowadays, the learning method 

has changed dramatically, especially with the new conditions 

and opportunities that technology offers us. Teaching takes 

place through an online supervised environment as productive 

as when we are normally in a classroom. The ultimate goal of 

the process is for students to learn something and teachers to 

assess their progress and knowledge. The whole process of 

monitoring students’ knowledge will be much easier if online 

tools are used during online teaching. All this leads to a 

complete summary assessment and statistical results on 

teaching productivity. Students' progress may be monitored 

individually if necessary.  

Many researchers focus on the advantages of online 

teaching (for example, [4][5][6] and [7]). In [13] the research 

is presented, that polled a nationally representative sample of 

more than 1,200 K–12 teachers to gauge the state of 

education technology in America’s classrooms and explore 

“what it takes to support teachers and prepare students as 

schools navigate the growing presence of technology.” 
This report from 2019 examines how K-12 teachers across 

the United States are currently using educational technology 
tools with students in their classrooms and influencing the 
learning they evoke, given the wider learning context. 

Important research findings are: 

 80 percent of teachers have computing devices in 
their classrooms. 

 40 percent have 1-to-1 devices. 

 Another 30 percent have devices for use by five 
or fewer students apiece. 

 16 percent reported being in BYOD classrooms. 
That percentage was higher in schools in affluent 
areas (20 percent) than non-affluent ones (13 
percent). 

 A small but significant percentage of teachers, 12 
percent, said the majority of their students did not 
have access to the internet or a computer at home. 

In Table 1 we tried to summarize the data presented in 
[13]. 

Table 1. Presence of technology in schools 

Technologies 

How many teachers use 

educational tools during 
online class? 

How many of 

the teachers 

evaluated the 
tool 

positively? 

Tools and technologies 
(general) 

 95% / 

Youtube  60% / 

Microsoft Office 54% / 

Social media 

(facebook,twitter) 

13% / 

Health and wellness tools 25% 75% 

Digital creation tools 25% 73% 

Tools for assistive 

technology 

29% 69% 

The specific situation with covid pandemic forced many 

countries to switch to online teaching, or some combined 

online-onsite approach ([2], [3] and [10]). In Macedonia, 

especially, all pupils from age 9 and above (K4-K13) attend 

classes online. 
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In this article we will consider many tools that will help in 

online education today. In the following chapter we will 

explain all the tools together and will present a summary with 

a small introduction about the benefits of online teaching 

because it is also a topic of interest that we must not omit. In 

the further chapters we will present the tools in detail, divided 

into subgroups. At the end we make a conclusion. 

II. DIFFERENT TYPES OF DIGITAL EDUCATIONAL TOOLS 

Online classes are the only option that teachers should use 

in conditions when traditional education is disrupted. They 

are required to make heavy decisions every day in online 

teaching whether it is asynchronous or synchronous learning 

using the educational tools they need during class [14]. 

Online courses are of great help to marginalized groups. 

Students with low socioeconomic backgrounds or students 

with disabilities benefit greatly from online courses [15]. 

Online classes also appeal to newer generations of students. 

They have different expectations of higher education with 

flexibility, active learning and digital tools being some of 

them. [16]. Online classes appeal to students who are 

comfortable with technology and are used to ingesting large 

amounts of digitally provided information. Studies have 

shown that online classes are particularly helpful for 

encouraging collaborative learning and that asynchronous 

interactions between teachers and students helps to engage 

learners and encourage reflection. Both techniques are 

strongly linked to active learning principles [8]. The online 

lesson is shorter than the traditional lesson, which means that 

if the teacher does not organize the goals he wants to achieve, 

he will not be able to present the lesson as he predicted. That 

is why there are tools that will help the process and shorten 

the teacher's time to hold the lesson as planned. The tools that 

we will present will help in the realization and maintenance 

of online teaching. Some of them are intended for recording 

the classes and courses, others are intended for learning 

through play, others have the role of an inverted classroom 

and the latest are for the purpose of testing students' 

knowledge and self-checking. The classification is presented 

in Fig. 1. 

 
Figure 1. The classification of the tools in the focus of this paper 

III. LEARNING THROUGH GAME 

Learning through play based on educational nature aims 

the game players learn a certain topic. Today young people 

are getting to know the digital world through various games 

and the way they communicate with their technology can be 

a new way of learning. Because of the pandemic and online 

teaching, computer games are a priority for us and 

furthermore how students can learn something from them and 

show teachers they can be a powerful tool in educating 

students. The games are followed by rules the players should 

follow. They are structured in such a way as to inspire and 

motivate with the intention to achieve the given goal. 

Although there are games used only for fun, there are some 

that are educational, moreover help students to develop their 

skills, to broaden their horizons, to help them understand a 

certain event or certain facts. Following this article, we will 

explore a few games and how they can be used to better 

educate our students. They are designed to engage students, 

to keep them motivated, to solve the challenge and to learn 

more about the topic being covered. Paper chase is a game 

enriched with QR codes and a great way to bring education 

to the online classroom. This is a simple free solution that 

offers a wide range of opportunities to make tasks and puzzles 

interesting for students. Firstly, students are given a topic by 

the teacher and they start to explore the topic on their own. 

After researching it well, they divide into teams and start 

teamwork. Students will learn how to work in a team, how to 

use information technology and the Internet, learn search and 

content selection, problem solving and lesson material. A 

series of questions asked by the teacher are then answered. 

The teams present their creations. In the whole process the 

teams collect points and in the end one team will be the 

winner of the game. Storybird is an online platform for 

creating digital brochures that turns students into real 

storytellers (Fig. 2). Instead of being passive students, they 

become creators and additionally develop their media 

competencies. The activity is based on some picture 

(available on the platform). The teacher can provide a topic 

or give the students to choose a topic, then the students can 

create stories individually or they may work in a group. 

Through the activity students will learn the topic in question.  

 

Figure 2. Teacher's window for keeping records in 
Storybird 

 

The teacher may use the tool to: 

 create a classroom for the students, 

 perform a detailed assessment of the students, 
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 keep records and statistics for overall 
achievements and individual achievements of 
the students. 

The teacher can choose from the existing courses on the 
platform and send it to the students. There are free courses and 
courses that are charged on the site. The teacher can create his 
own course. The menu or site bar of the platform is quite rich 
and complex, with many options. You can view your creations 
and items for your platform profile. The teacher can keep 
records for the classes he / she teaches. But it should be noted 
that for most of the options offered by the site you have to be 
subscribed. The site is not free therefore it offers many 
opportunities for educating students. Everything you need for 
an online class can be found on this platform. Mastering a 
foreign language requires engagement and is considered to be 
the best training our brain can do. Numerous studies have 
shown that speaking more languages improves your 
concentration and memory. Achilles is an educational tool for 
online learning, which focuses on learning foreign languages 
through play. It can be used by teachers to give students 
homework so they can develop the challenges the platform 
requires. Fig. 3 shows list of languages available in Achilles. 

 

Figure 3. List of languages available on the Akelius platform 

 

A username must be created when logging in to the site. 
You need to choose the language that should be learned and 
mastered by the student. Immediately after that you need to 
choose the level in the game that you want the student to 
master. Each level contains the sub-levels shown in Figure 4. 
You need to unlock some of the entry levels to proceed to the 
upper levels. Once you select the level you start the game. 
Students can play games, write essays, take tests, and apply 
listening and conversation methods. 

 

Figure 4. Level selection in the game Akelius 

 

Duo lingo is also an application for learning foreign 
languages that may provide better and wider education to 
younger students. You need to create an account when logging 
in to the online tool. You can then choose the language you 
want to study, the method and the level of study. Educandy is 
an online platform that offers opportunities to create digital 
educational games. Such as: word search, noughts & crosses, 
crosswords, hangman, and others. This online platform 
enables you to create games used for educational purposes, in 
a short amount of time. Once you have generated the activity 
an automatic code is generated, the teacher can share that code 
with the students, and they can play the game on their device. 
When entering the platform, you need to register your account 
and login first. Next you choose the type of activity that will 
be played in the game. Then you need to select a list of words, 
questions, puzzles, or a combination, (Fig. 5) [23]. 

 

Figure 5. Creating the type of game 

 

IV. LEARNING ONLINE COURSES AND CREATING ONLINE 

COURSES  

Online courses allow you to learn anywhere, anytime. 
Some courses are free, and some are commercial. Learning 
through online courses may give access to high quality content 
anywhere in the world. There are many benefits to free online 
courses, like: 

 Flexible layout and environment: While learning 
through online courses, the environment that best 
suits the listener needs may be chosen - bedroom, 
office, favorite café, or even the gym. In addition, one 
can learn when it suits him, without adapting to 
someone else's schedule, but by adapting online 
courses to his daily schedule. 

  Online courses are usually the cheapest courses on 
the market: this allows to save money while learning. 

 Possibility to interact with wider and more diverse 
community of listeners.  

Online learning is taking on the challenge of a world that 
is changing so rapidly, in a way that traditional teaching could 
never. When new information or discoveries appear in a 
particular field, reprinting new materials and putting them into 
utilization is a much slower and more expensive process than 
simply supplementing or changing the material available in 
the online course. Thus, online courses have the opportunity 
to always have the latest knowledge in any field, which is why 
online learning is considered to be the learning of the future. 
The current situation with the coronavirus has closed schools 
and all other institutions, where some kind of teaching takes 
place, so online learning is the only way of learning that is 
affordable for now. Eduino, Naukazadeca.mk, Unicef.mk, 
Alison, Udemy are some of the many platforms on the Internet 
where one can find digital educational courses, and in some of 
them one can create its own courses.  
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The Eduino platform is designed for teachers, students and 
parents to jointly publish and participate in new resources and 
materials for digital educational content. This platform is 
mainly focused for primary school students. There are lots of 
activities and games such as maze that are entertaining and can 
help children to develop their logic [21]. The Macedonian 
platforms Naukazadeca.mk and Unicef.mk were created due 
to the pandemic situation where a group of scientists and 
young experts decided to collaborate and help educate 
students through digital educational content. These platforms 
are educational and entertaining and are intended for teachers 
and students. There are multiple subjects so every student can 
find something they are interested in [19] [20]. The Alison 
platform is a great platform to enrich your knowledge through 
free courses in various subjects available online. What sets 
this platform apart from the rest is the possibility of obtaining 
a certificate in a certain area if you pass the test at the end of a 
certain course. In addition to the already existing courses, the 
platform offers the opportunity to create courses yourself [18]. 
Udemy is a platform for creating and viewing courses. The 
site can help students learn new skills, knowledge and start 
their careers in a specific field. Access to some courses is not 
for free [17]. If you create your own profile you can create 
courses in your area. Earnings happen whenever an individual 
buys your course. Through more detail explanation of Udemy, 
we will more or less explain how all the platforms work. First, 
one should create a user account on the site, log in, and click 
on the "teach on Udemy" button, then click on the "become an 
instructor" button. Then, a survey on the details of the course 
follows (whether the instructor have held previous courses or 
this is his first time, the type of course, how much time will be 
devoted per week to create the course, what types of learners 
will learn from the course and various experiences related to 
teaching). After that, the course material may be uploaded.  
Courses from these platforms help teachers enrich their 
lectures with material in the online classroom, providing 
students with additional learning and discussion material for 
their classes. 

V. LEARNING THROUGH QUIZZES 

Online quizzes are tools for assessing students' knowledge. 
Online quizzes allow teachers and students to create a virtual 
environment and students receive a unique access code. They 
can access and solve the quiz with limited time per question. 
After completing the test, they get results. These results are 
then tabulated and graphically presented to the teacher to give 
a clear picture of each student individually. This immediate 
phase can be used by the teacher to review future learning and 
teaching activities for students and to put the focus and 
emphasis on the material that students lack knowledge of. 
Some of the many quiz tools we can highlight that have proven 
to be effective, so far are: Quizizz, TypeForm, Quiz Maker, 
flexiquiz and AhaSlides. To use Quizizz, at the beginning, we 
need to create an account and log in to the website. Clicking 
on the Create a quiz button opens a block, as shown in Figure 
6, where we need to enter the name of the quiz and the subject 
the quiz will be related to. The platform also contains ready-
made quizzes that may be used for free or may be purchased 
[22]. 

 

Figure 6. The name and area of the quiz in Quizizz 

In Figure 7 we can see a search box for a specific quiz by 
name or area. There is a hook-shaped icon that takes the users 
to the home page where they can browse and select one of the 
offered quizzes. There are 3 categories of quizzes: 

 Running: Quizzes in progress. 

 Completed: Quizzes that have been completed. 

 Created: Quizzes that we have been created but 
have not been released yet. 

 On the right-hand side there is a button for creating the 
quiz. The interface is useful for creating digital educational 
content that will be useful for primary and secondary school 
students, as well as simple for teachers to be able to assess 
students' knowledge. The settings include the most basic 
functions to log out from the site, to change language, name, 
email, class, background music, wallpapers, etc. All other quiz 
tools are identical with Quizizz tool. Their differences come 
down to which services from their platform provide you for 
free to use, while for others one needs to subscribe to the site. 

 

Figure 7. Search box for a specific quiz by name or area 

VI. SCREEN RECORDERS 

In some situations, teachers need to record some of the 
digital educational content. Screen capture has become 
essential for many teachers (and even students) for creating 
digital educational content. Teachers should decide which part 
of the screen they want to be recorded, which codecs to use, 
whether to use sound, camera, etc. Free cam, Quick time, 
Apowersoft Screen Recorder, FlashBack, ShareX are some of 
the many tools available online for screen capture. Some 
positive aspects of these tools in general are: 

 No watermark, time limits, or ads, 

 Voice and computer audio transmission is also 
possible, 

 High quality resolution, 

 Direct YouTube upload, 

 Easy video cropping, 
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 Background noise can be removed, 

 A wide range of audio effects is available. 

For example, Apowersoft Screen Recorder is one of the 
best screen recorders for Mac. Recordings can be paused to 
record content flexibly. It also supports recording audio from 
the microphone and synchronizing with on-screen broadcasts. 
Another example is Flashback Express. It is a free version of 
the paid application, Flashback Pro. The free version excludes 
features such as video editing, notes or effects. Nevertheless, 
users can save videos such as MP4, AVI or WMV and upload 
videos directly to YouTube. It should be noted that every one 
of these software does the main thing with small differences 
that can be barely noticeable. Detailed view of screen capture 
tools’ features is presented in Table 2.  

Table 2 Advantages and disadvantages of screen capture tools 

Tools and features 
Quick 
time 

Apowersoft 
Screen 

Recorder 

Flash
Back 

Share
X 

Capture screens with multiple 
monitors 

No No Yes Yes 

Capture full screen, window, 
region, hands-free or 

scrolling 

No Yes Yes Yes 

Custom watermarks and color 
effects are available. 

No No No Yes 

high quality game recording No Yes No No 

Posting videos directly on 
YouTube 

No No Yes No 

 

VII. CONCLUSION 

The specific situation with covid-19 pandemic forced 

many countries to switch to online teaching, or some 

combined online-onsite approach. For example, in our country 

a complete school year is conduced as online teaching, i.e. 

pupils of 9 years and above attend the classes online. 
In this article we made an overview of the benefits of 

online learning and presented tools that may be used by the 
teachers in an online course. We divided the tools in four 
different classes and explained the usage of tools for each 
class. In consultation with a few teachers, reading on forums 
and attending groups where teachers communicate, we 
concluded that the tools we present in this paper are not being 
widely used. Teachers are not yet fully accustomed to the 
Microsoft Teams platform and they have learned everything 
by verbatim and use only the moves they know, if something 
goes wrong and they have not seen it before, they do not know 
how to deal with it. Although some of these tools have been 
around for a while, we think they are still new for the teachers 
nowadays because no one needed to use them before the 
coronavirus pandemic. When planning and designing the 
teaching in these special circumstances, we hope that these 
may be valuable pointers for the teachers and creators of 
curriculums. Additionally, we look forward to having impact 
on the education even when the situation goes back to normal, 
for better, more appealing, more student-centered, and more 
active teaching. 
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Abstract—Versatile video  coding (VVC), also known as H.266, 

is a new video compression coding standard finalized by the 

Joint Video Experts Team (JVET) on 6 July 2020. It is the 

successor to HEVC (High Efficiency Video Coding). It offers the 

highest compression efficiency available today.  It can be used 

to reduce the bitrate of content while maintaining the same 

quality. In this paper, we will be conducting an in-depth analysis 

of the codec and its features and capabilities and seeing some 

side by side comparisons to its predecessor.  

Keywords—coding, compression, decoding, video codec, 

MPEG, filtering, quantization, HEVC, partitioning, blocks, VVC, 

intra-prediction 

I. INTRODUCTION 

Because video takes a significant amount of internet 
traffic (60% and increasing) [1], and with the occurrence of 
the new COVID-19 pandemic people are now using video 
conferencing all over the world and the number has 
skyrocketed. Video codec is the implementation of encoding 
and decoding digital video, which extremely reduces the 
bitrate of uncompressed video without any noticeable visual 
quality degradations. New codecs have been developed all 
over the years since the 1980s, each one more superior than 
its predecessor. Because of this, every new codec has made a 
major leap forward for video compression technology, 
including the newest standard, Versatile Video Coding. VVC 
offers the highest compression efficiency of all codecs, and it 
is particularly appropriate for higher resolution video streams 
due to its coding tools, which can operate on block sizes of 
up to 128x128 pixels. VVC’s versatility also makes it an 
attractive choice beyond mainstream 2D video services. It 
had been designed to handle both traditional camera captured 
content as well as computer-generated imagery used in 
applications such as online gaming, e-sports, video streaming 
and screen-sharing applications. 

 

Figure 1.  VVC application areas 

II. PREVIOUS CODECS 

Because many practical video coding standards have been 
developed, we will be mentioning a few of the most popular 
ones used. H.120 was the first digital video compression 
standard, it provided important knowledge leading directly to 
its successors, such as H.261 which was the first practical 

video coding standard. The next one being H.262 whose main 
reason for usage was to support existing set-top-boxes. 
H.263, originally designed as a low-bit-rate compressed 
format for video conferencing. The most widely used have 
been the MPEG standards, used for compressing VHS-
quality videos (MPEG-1) and DVD/SD digital television 
(MPEG-2). Currently the most extensively used standard is 
MPEG-4/H.264/AVC, because it is supported by practically 
all mobile devices and is heavily used by video streaming 
services such as YouTube, Netflix, Twitch etc. AVC has been 
succeeded by High Efficiency Video Coding (HEVC/H.265) 
developed in 2013. Mainly a standard for 4K broadcasting 
and recommended for HD (HDR) and 4K mobile streaming 
by multiple mobile telecommunication organizations. As the 
successor of HEVC, Versatile Video Coding (H.266) was 
developed and finalized on 6 July, 2020. It was based on 
many of the coding structures in HEVC and added further 

improvements mainly for 360° video, VR streaming  and live 
streaming. 

 

Figure 2.  The history of video codecs 

 

III. VVC COMPRESSION TOOLS 

Versatile Video Coding has been designed to attain 
noteworthy improved compression compared to older 
standards such as HEVC and AVC, and at the same time to 
be very flexible for effective use in a wide range of 
applications. The superior coding efficiency of VVC is the 
result of combining many compression tools, each 
contributing with a small compression improvement. The 
analyzed tools in this paper are: 

● Block partitioning 
● Advanced inter prediction 
● Dependent quantization 
● Adaptive loop filtering 
● Improved deblocking filtering 

IV. BLOCK PARTITIONING 

VVC uses a block-based hybrid coding architecture. This 
means that the codec itself does not code pixel values directly 
but actually predicts only error information to recompense for 
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the inaccurate prediction. This activity actually runs on 
blocks of pixels instead of the entire picture itself, because it 
makes it possible to modify and alter to local video picture 
characteristics and minimizes the prediction error/failure. 

Because of this, a well-structured picture partitioning 
scheme is needed to achieve high compression efficiency. 
VVC specifically uses three types: multi-type tree, separate 
chroma partitioning and virtual pipeline data units. 

A. Multi-type tree  

One chunk is partitioned into multiple coding tree units 
(CTU). A coding tree unit is the basic processing unit of the 
HEVC video standard and conceptually corresponds in 
structure to macroblocks (a processing unit based on linear 
block transforms) that were used in several previous video 
standards. The CTU can use larger block structures and can 
better sub-partition the picture into variable sized structures. 
The minimum and the maximum sizes of the CTU are 
specified among the sizes of 8x8, 16x16, 32x32, 64x64 and 
128x128. Then the CTU is partitioned into a number of 
coding units (CU) in order to adapt to various characteristics. 
For example: if CTU size was  NxN where N is 128,64,32, or 
16. The CTU can be a single CU or it can be split into four 
smaller units of equal sizes of N/2xN/2 which are nodes.  The 
CTU is partitioned using recursive quadree (QT) split 
(quadtree being a data structure in which each internal node 
has exactly four children/chunks and are used for partitioning 
a two-dimensional space into 4 partitions). VVC also 
supports binary-tree (divides a CU into two equal-sized CUs) 
and ternary-tree (divides a CU into three CUs of sizes 1/4th, 
2/4th, 1/4th ) split modes. After the CTU is split it can be done 
again and so on, that is why it is a recursive function. At the 
leaf of the tree (after splitting) there are nested recursive splits 
called Multi-type tree splits.  

             

  

Figure 3.  HEVC and VVC partitioning  

When this is done, each split is called a CU. As seen on 
the picture, larger blocks are used in VVC which reduces the 
structure coding cost and partitions match more closely to the 
objects’ boundaries.[4] 

B. Separate Chroma Partitioning 

 Separate Chroma Partitioning or so-called Dual Tree 
Partitioning enables/creates two separate trees for the 
chroma(color) and luma (light) blocks. Specifically MTT 
coding tree. This is motivated by the fact that the color 
information has lower resolution and you would split the tree 
less for the chroma. If these are separated you could stop the 
partitioning earlier for chroma which makes the encoding 
much faster. Because there are separate partitionings, the 
blocks are not aligned and mechanisms are needed to be 
implemented. 

C. Virtual Pipeline Data Units 

 The virtual pipeline data units (VPDUs) are non-
overlapping cells in the image. In the hardware decoding 
process (which shifts the video processing to the GPU), 
consecutive VPDUs are processed in parallel by multiple 
pipelines. In most pipelines the VPDU size is proportional to 
the buffer. With this you can define  a maximum granularity 
for pipelining (good for high block sizes). Critical for intra 
blocks that require neighbouring samples to be reconstructed. 
VPDUs may be bigger or smaller than CUs. This is why a 
VPDU may contain a CU or a CU may contain a VPDU. The 
size of the VPDUs may vary for luma and chroma data. The 
picture represents a 64x64 which is typical for VPDU [3]. 
You can also see different splits of the CTU on the same 
picture (triple and binary). The VPDU boundary: dashed, the 
CU boundary: red. The picture below is used to better 
illustrate this. 

 In order not to have one CU which spans over two of the 
64x64 VPDUs, restrictions are implemented in the splitting 
process in VVC that prevent that from occurring. This is done 
so that the throughput for pipeline processing is improved. 

 

Figure 4.  VPDU spanning CUs  

V. ADVANCED INTER PREDICTION 

One of the most efficient bit-saving techniques in video 
compression is inter-prediction, which simply means copying 
sample values from previously coded pictures. The 
information for where to copy from the horizontal and 
vertical displacement for a block, is stashed in a motion 
vector (key element in the motion estimation process). 
Techniques that improve inter prediction are responsible for 
a substantial part of the bitrate reduction difference between 
VVC and HEVC. While there have been many techniques 
that have been used to achieve the advanced inter prediction 
in VVC, there were five that are particularly noteworthy: 

● The affine motion model 
● Adaptive motion vector resolution 
● Bi-directional optical flow 
● Decoder side-motion vector refinement  
● Geometric partitioning mode 

 The techniques that are implemented in VVC which 
improve the inter prediction are intended to be a substantial 
part of the bitrate improvement. The precision of motion 
vectors has also been increased to 1/16 pixel compared to the 
quarter pixel resolution of HEVC. In previous video coding 
standards it was possible to compensate for translational 
motion (the decoder can be instructed to fetch sample values 
not from the same place in a previous picture but from 
another position). In VVC the affine motion model makes it 
possible to specify the distance, rotation and zoom which can 
save a lot of bits for sequences containing such motion. 
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 Another bit- saving technique implemented in VVC is the 
ability to vary the precision of motion vectors. For example 
the encoder can send a signal to the decoder that the incoming 
motion vectors are an integer or four-times-integer 
resolution. This process can save bits when it is doing the 
process of predicting smooth areas where the exact sub-pixel 
precision does not help much with image improvement over 
integer precision and also when representing large motion 
vectors. VVC’s advanced inter prediction in VVC further 
uses and makes most use of the fact that in some cases the 
information about motion does not have to be transmitted as 
motion vectors but can instead be collected from similarly 
moving parts of the picture. For example, the bi-directional 
optical flow tool can deduce motion vectors by measuring the 
optical flow in the reference pictures and the decoder side-
motion vector refinement can make motion vectors by 
minimizing differences between reference pictures. Finally 
VVC’s advanced inter prediction also uses motions of non-
rectangular shapes to better line up with the shape of the 
objects that are in motion. This means that one half of the 
block can have one motion vector and the other half can have 
another motion vector with the  halves separated by one 
geometrical line that is decided by an offset and an angle. 

VI. DEPENDENT QUANTIZATION 

 The quantizer is a central part of a video codec that is 

directly linked to operational control of video bitrate and 

visual quality. Quantization itself is the procedure of mapping 

out input values from a bigger set to output values in a smaller 

set, often with a limited number of elements.With the 

adjustment to the quantization step, the encoder controls the 

transform coefficients which is then coded with a lossless 

data compression (entropy) coder and is sent into the video 

stream. Previous coding standards have used scalar 

quantizers but because the entropy coder processes each 

transform coefficient in a coding block in sequential order 

there was an inefficiency if the quantization of the coefficient 

were to be determined independently. Some encoders solved 

this issue by using an algorithm called trellis quantization (it 

improves data compression in DCT-based encoding 

methods). Dependent quantization was introduced in VVC. 

Dependent quantization means that the codec can switch 

between two shifted quantizers and thereby reduce the 

quantization error. Based on the way VVC is designed, the 

quantization levels for a particular transform coefficient 

depend on the values of the quantized coefficients prior to the 

current  one. In order to use this tool effectively the encoder 

needs to evaluate how the determined quantization level for 

each coefficient impacts both the bit count and the total 

reconstruction error for the whole block. The new dependent 

quantization implemented in VVC removes the inefficiency 

of previous quantizing coefficients and it provides a 

substantial bit-reduction over HEVC. 

VII. ADAPTIVE LOOP FILTERING 

 The adaptive loop filter (ALF) is a new loop filter in VVC. 

This filter scans the picture after it has been decoded and 

selectively applies (on a CTU basis) one of several two-

dimensional finite impulse responses filters before the picture 

becomes output or is used for prediction. The encoder 

calculates all the sets of filter coefficients that will lead to 

even the smallest of errors and then it  transmits those to the 

decoder.  These impulses are named luma component and 

chroma component. The luma component has 25 different 

filters which is a significant number and the determination for 

which of these 25 filters to choose is actually dependent on 

the so-called activity index and the so-called directionality 

index, this means that you basically adapt on the features that 

you observe on the 4x4 block. The chroma component has a 

single set of filter coefficients. The shape of the filter is a 

diamond shape. The luma component can be a diamond 

shaped in 5x5 or 7x7 blocks, whereas the  chroma component 

is more simple and can only be a 5x5 block shape. The reason 

for this is because the chroma signals by tendency have way 

less detail than the luma signals so this is the reason they are 

only in 5x5 blocks. The Adaptive loop filtering has the ability 

to clean up artifacts (visible edges at some block borders)  in 

the picture and also contributes to a substantial bit-reduction 

over HEVC. 

 
Figure 5.  ALF diamond shapes in 5x5 and 7x7 blocks [8]  

VIII. IMPROVED DEBLOCKING FILTERING  

 VVC, HEVC and H.264 are all block based video codecs. 

The downside of this approach is that it can give rise to “block 

artifacts”, these are  visible edges at some block borders. As 

a way to fix this problem the  deblocking filtering was 

created. Deblocking filtering is a tool that was created to 

reduce these artifacts by selectively smoothing across the 

block boundaries. The deblocking filtering in VVC is based 

on HEVC deblocking filtering. On top of that VVC is also 

capable of using longer deblocking filters. The long 

deblocking filters allow the codec to be able to do stronger 

deblocking that can be more effective in hiding block 

artifacts, especially for larger blocks in relatively smooth 

areas. The long deblocking filters help improve subjective 

quality of VVC compared to HEVC.  

 

IX. PERFORMANCE COMPARISON 

 In our work, we made a comparison between HEVC and 

VVC by using softwares to encode video files with  different 

standards. The software used for HEVC encoding was 

ffmpeg [7], an open-source software designed for processing 

of video files on the command-line. For the VVC standard, 

we used the Fraunhofer Versatile Video Encoder (VVenC) 

software [6]. It is meant to be an efficient encoder 

implementation and, same as ffmpeg, it is used through the 

command-line. Along with this, we used the Cmake [8] as an 

additional software to control the compilation process. 

 Since the available VVC encoding software only accepts 

raw yuv (raster graphics) files, we needed to convert the 

original files into yuv format, encode it, and then convert it 

back to mp4/mov file. The main focus was the video quality 

and the impact it would have on the computer’s performance 
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whilst the encoding process was taking place. It is important 

to note that VVC’s encoding process takes a lot longer to 

execute. In addition, this specific encoder is still in the early 

stages of development, despite the standard being issued.  

The parameters measured were the CPU usage, RAM usage, 

size and bitrate of the videos. The videos chosen to be 

encoded were: 

1. A 5 minute mp4 video of 24MB (megabytes), with 

a resolution of 640x480.  

2. A 7 second mov file of 8MB, with a resolution of 

1920x1080  
3. An 18 second mp4 video of 1,44 MB, with a 

resolution of 1280x720 
 

 The FramePerSecond and GroupOfPictures sizes were 
also measured. Fps of all the videos stayed the same at every 
video with every encoder. Whereas the GOP size changed 
with HEVC & VVC, but were the same for both encoders. 
The HEVC software was fast to encode, using an average 
CPU usage of 76% and using on average 661MB of RAM. 
During the encoding of the second and third video, however, 
it took a larger toll on the CPU and RAM usage. The VVC 
software took longer to encode. It took on average 75% of the 
CPU usage and on average of 630MB RAM. All videos did 
have almost the same total bitrate as the original. The 
encoding of the second and third video especially went better 
with objectively finer results for the parameters. With these 
tests the results showed that despite the fact that the VVC 
encoding software isn't fully developed, 2 out of the 3 
encoding tests have proved to surpass the performance of 
HEVC. It should be noted that this is only based on our 
personal tests, and by using newer software and additional 
testing in the future more accurate results can be gathered. 
This would show the true improvement of VVC and its 
versatility.  

Table 1.  HEVC and VVC performance  

 CPU RAM Size Bitrate FPS GOP 

Video 
1 

/ / 24 MB 639 kbps 29 153 

HEVC 
1 

57% 460 MB 18.7 MB 490 kbps 29 206 

VVC 1 83% 670 MB 19.2 MB 630 kbps 29 206 

Video 

2 

/ / 8 MB 9588 

kbps 

25  166 

HEVC 

2 

87% 767,4 

MB 

1,049 

MB 

1045 

kbps 

25 171 

VVC 2 75% 447,7 

MB 

899 MB 9396 

kbps 

25 171 

Video 

3 

/ / 2,44 MB 1136 

kbps 

29 64 

HEVC 

3 

82,% 756,4 

MB 

1,32 MB 608 kbps 29 63 

VVC 3 67,% 768,7 

MB 

1,1 MB 1113 

kbps 

29 63 

X. CONCLUSION  

 Versatile Video Coding represents state-of-the-art video 

coding and is certain to play an important role in supporting 

a wide range of 5G uses to the IoT (Internet of Things) and 

many other industries. In addition, it supports new features of 

adaptive spatial resolution from picture to picture and 

scalability. These characteristics combined with its high 

compression efficiency make this new standard a flexible 

solution that is able to call attention to a variety of application 

and content types. VVC was designed to manage the high 

demand that increasing amounts of video poses on networks, 

research reveals that VVC achieves the best available 

compression performance at a computational complexity 

suitable for implementation in both software and hardware 

and is certainly the future standard in video compression 

software.  
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Abstract: Robots are becoming integral components of our 

society and have great potential to be used as educational 

technology. This paper presents a review of the use of robots in 

education, describes the types of robots used in preschool 

education, and elaborates on the experience gained by the children 

at preschool age while using robots in their everyday activities. The 

research describes the importance of the robots, which use tangible 

elements and offer children the opportunity to manipulate. The 

paper further presents the results obtained from teaching fifteen 

preschool children, to work with robots. The robots enable them to 

get familiar with the initial programming and abstract thinking. 

Statistical results have confirmed the reliability and show that 

robots are good tool for learning. 

Keywords: interactive robots, preschool, education, tangible 

blocks 

I. INTRODUCTION 

 
 Educational robotics used in the learning process is gaining 
widespread popularity for research and study. 

There is a great interest in the use of tangible, tactile, 
manipulative robots in early childhood that are associated with 
traditional learning methods, such as toys created by Friedrich 
Frobel and Maria Montessori. These toys are designed for the 
little ones, where children use their hands to construct, build, 
connect, use their own imagination and insert their own design 
[1]. 

There are many definitions of robotics. For the purpose of 
exploring early childhood education, in this paper, we will use 
the following one: “Robotics is an engineering discipline that 
focuses on developing and nurturing creativity as well as on 
programming with robots, which are machines that follow 
instructions and move to perform predetermined tasks” [10]. 

Robots used by children aged 3-6 years, help them 
overcome introversion, learning and concentration difficulties, 
increase their motivation and desire to learn and solve 
problems, which they encounter in their daily lives, while 
providing an individualized approach where the robot's actions 
are adapted to suit each of the children's needs and abilities. 

The preschool period is a wonderful time to arouse 
children's interest in developing children's competencies that 
include the STEAM (science, technology, engineering, art, 
mathematics) learning approach. Young children are curious 
about the world around them, and today that world includes 
robotics and learning coding through it. 

It is widely accepted that mastering STEAM competencies 
at a preschool age leads to faster development of cognitive and 
problem-solving abilities in children. 

In order to stimulate interest and cognitive development in 
children, educational robotics is used as a tool popular in the 
21st century [2]. 

The use of interactive robots in improving everyday 
learning in young children is reviewed the following chapter. 
Chapter III elaborates on the use of interactive robots for 
young children. The next two chapters describe the robots that 
are used by the children ages 3-7 in the daycare center 
"Scamper”. The robot Cubetto is elaborated in chapter IV and 
Kibo in chapter V. Chapter IV presents the performances of the 
interactive robots used in the preschool period. In depth 
descrpition of the target group and the results of their usage of 
the robots is given in chapter VII. The concluding remarks are 
given in chapter VII. 

II. RESEARCH REVIEW 

 
Research and experiments have shown that children who 

used educational robots during the educational process solved 
the problems they face in everyday life, in a much easier, 
creative, and logical way. Research projects on this topic began 
a long time ago and are still ongoing. All previous research has 
shown that the robot should be used as a teacher, not as a tool 
that does not intend to educate and teach. With the rapid 
development of technology in the 21st century, the use of 
multimedia tools in education is becoming an increasingly 
popular topic. Preschool children play more and more with 
technologically advanced devices and robots, during their 
organized time or play time. 

Recent studies [6] have shown that the use of robots 
encourages interactive learning, making children more 
involved in learning activities. The reviewed articles also 
revealed topics that point to children's behaviour and 
development [6]. 

Research continued in later years (2013) when Mubin [7] 
analysed robots used in the educational process. The most 
important factors were the role of the robot, type of robot, 
behaviour (possibility of interaction), type of activity, as well 
as the place of robot’s use, inside or outside the classroom, 
where the learning process takes place. In his research, Mubin 
[7] pointed out the different roles that the robot plays in 
education, as a tool and as a teacher or educator. This was 
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additionally emphasized by a study by Nardi [4] which states: 
“Robots allow children to engage deeply in thinking because, 
by solving a problematic situation in a team, all participants at 
the same time improve their work and learning experience”. 

Robots are non-threatening objects that children can benefit 
from while playing or learning, Robins [8] points out. 

In our country there is a research on the use of robots in the 
educational process [11][12][13]. It is conducted by a group of 
researchers, professors, students working on this issue, seeing 
it as a challenge to use robots since preschool, in the youngest 
children. 

Each of the robots is built for a specific purpose. Emphasis 
is placed on social robots, which enable the development of 
interaction, children's extroversion, and the display of 
emotions, which also stimulate play and learning that lead to 
the knowledge they apply in people's daily lives.[13] 

Most of the robots that have been researched were used for 
human-robot or child-robot interaction, while some were used 
to express emotions, such as the Feelix robot [14], as well as 
the Eddie [15] and FACE robots [16]. 

Fong's study [17] states that "the robot must project a little 
humanity", ie to have part of the human appearance and 
components, in order to achieve human-robot social interaction 
so children can easily identify and learn with it. 

Although in this paper we mention robots as supporters in 
the learning process of children with typical development, we 
must note that the robots are widely used as support for 
children with atypical development, who learn differently and 
require a different approach, as noted in a study [11], which 
address this issue. 

The programming of the robots that are used by atypical 
children requires a modular approach, a trained person who 
will adapt the exercises according to the robot and the 
capabilities and specifics of the children [12]. 

To work with children with disabilities, researchers 
recommend training and learning sessions with  humanoid 
robots. They make it easier for these children to connect with 
other humans, improve their communication and interaction 
skills, become aware of their body, and develop spatial 
awareness and orientation [11] [12]. 

In this study we will describe in more detail the types of 
robots that are used by preschool neurotypical children. The 
types of interactive robots used by the preschool children are 
elaborated in the next chapter. 

 

III. TYPES OF INTERACTIVE ROBOTS 

 

Preschool children have a special and most important 
learning tool that helps their development – the play [2]. 

Children between 4 and 6 years old learn how to 
understand, represent, remember without having an object in 
front of them. However, the way they handle the abstract 
concepts suggests that they rely on physically tangible objects 

in their early years to help them formulate and test their ideas 
about how the world works. To this end, the game involves the 
manipulation of physical objects from which children further 
explore systems and rules for abstract processes and concepts 
[3]. 

There are three types of robots used in the learning process 
of children: 

• tactile 

• graphic (virtual) 

• hybrid 

Inspired by the traditional learning methods, created by 
Maria Monteori and Friedrich Frobel, in this study we give 
special importance to tactile types of robots, which support the 
learning process and implementation of curricula using 
technology on the one hand, but without screen exposure, on 
the other hand [1]. 

3.1 Tactile robot 

Technologies that offer tactile elements encourage 
socialization and interaction and help children develop self-
confidence and their potential. The integration of tactile parts 
of technology into a problem-solving learning process 
encourages initiative, motivation, perseverance, and curiosity 
in children as the main drivers of their development. 

Tactile robots are well-suited to introduce children to the 
basics of programming in order to develop their skills. With the 
help of tactile robots and the wooden blocks and cubes, 
children have the opportunity to connect the blocks and cubes 
themselves, to create, and at the same time to program. Tactile 
robots allow interaction through motion sensors and gestures. 
Using these robots, it is accepted that: "Gesture is an innate 
skill that is adopted in communication", while inserting various 
sensors, which lead to new and interesting interactions between 
humans and robots [4]. 

Robots that offer the use of tactile elements and their use 
and creation of basic programs, enable the development of fine 
motor skills of children as well as the development of skills for 
organization and responsibility. 

Tactile robots are easily portable and encourage user 
mobility as well as the development of gross motor skills, 
which is also crucial in preschool and early childhood 
development. 

Learning through play using tactile objects stimulates 
imagination and critical thinking and discovers new 
opportunities for expression and exploration. 

3.2 Graphic (virtual) robot 

Graphic types of robots refer to the use of a computer 
screen, through which they receive instructions for work, as 
well as various types of applications related to the robot and its 
use.  

To use this type of robot, it is necessary to know and 
operate various available applications, which do not require 
developed reading and writing skills to understand and use 
them in the process of playing and learning [1]. 
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3.3 Hybrid robot 

Hybrid robots are a combination of tactile and graphic 
robot type. They enable easy folding, connecting tactile 
wooden blocks and graphic computer digital screens, in order 
to program multiple sequences that should be achieved and 
performed, as well as its application in the educational process. 
The physical robot is very often transferred with all its 
functionalities to the virtual world, which is usually 
represented through an application with the robot. 

Hybrid robots are becoming increasingly popular in our 
area, and at the same time fun and attractive to children [1]. 

The next two chapters will describe two robots used for 
preschoolers that help develop their cognitive abilities and 
tactile abilities. Both robots are used in "Scamper" - preschool 
that teaches children from 3-6 years old. 

 

IV. INTERACTIVE ROBOT – CUBETTO  

 

One of the interactive educational robots used in early 

childhood in preschool children from 3-6 years is the 

interactive robot Cubetto (Fig. 1). 

 
Figure 1. Cubetto  

Cubetto is a modern wooden interactive toy that offers many 

benefits and therefore is gaining momentum in the process of 

education in preschool institutions and centers, including 

children who have reached the age of three. With the help of 

this robot, children learn skills valuable to modern society. 

The preschool period is a period in which children still do not 

know how to read, but with its help they begin to learn the 

basics of coding that stimulate cognitive development, 

creative, critical and algorithmic thinking, and also learn the 

way to solve problems that they face daily [5]. 

Cubetto is a modern toy that is not digitized, but is tactile, 

which affects sensory development, which is also important 

for children's development. Also a key feature of this 

interactive robot is that it integrates the STEAM (science, 

technology, engineering, art and math) process where children 

are able to: experiment, identify problems and find possible 

solutions, develop critical and creative thinking, learn 

programming, directions, and forms. 

Like any other robot, Cubetto has its own components that are 

needed to properly perform the game and achieve the goals. 

Cubetto is a small wooden cube with two wheels, which are 

connected to an engine. Its brain is a processor, which listens 

and does what the children tell it to do. 

In order for Cubetto to move and reach the desired goal, its 

board is needed. The task of the board is to send instructions 

to Cubetto that the children have previously programmed. 

With the help of the board, they communicate with each other. 

It is very important for children to understand this connection, 

and with that they learn that other items in their home, such as 

the TV, the washing machine, can only work if the person 

gives them instructions. 

The board consists of a long line, a row in which the necessary 

blocks of different colours are placed that show the signpost of 

Cubetto (Fig.1). There is also a start button on the board. By 

pressing it, Cubetto starts the predetermined path, i.e. . 

executes the program. There is also a line on the board - a 

function that can be repeated many times. This line is used if 

we want to give Cubetto the same directions several times in a 

row [5]. 

 

V. INTERACTIVE ROBOT – KIBO  

 

Kibo is an interactive non-digitized robot, but at the same time 

educational, which is also used in the process of education and 

adoption of new units, contents. This robot is intended for 

children aged 4-7 years. With this robot, children can create, 

develop critical thinking, and also learn through play. 

Kibo satisfies the interests of school children and nurtures and 

encourages STEAM concept, which encourages the learning 

of the skills needed to fit into the world we live in today. The 

STEAM concept is learned through play with this robot, it is 

very fun, it easily develops the imagination and curiosity of 

children. 

This robot consists of a board on which several parts are 

inserted, such as the auditory, light, and distance sensor, but 

also has wooden cubes that are given a function, which we 

want this robot to perform. With their help, the children create 

a path, from the separate sequences. Each of these cubes has a 

barcode that needs to be scanned to perform a pre-

programmed path, ie command. Each path starts with a 

"begin" cube and ends with an "end" cube. 

Young children's minds are the most creative, each in their 

own way. This robot enables each child to create their own 

game in their own way. 

What makes Kibo different is that when it performs 

commands that have been previously given, composed, it 

moves in multiple directions, and it can spin as if it is "alive". 

Also another feature is that it responds to sounds e.g. clapping 

its hands and repeating what we have said or recorded before 

[5]. 
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Figure 2. Kibo 

VI. COMPARING THE PERFORMANCES OF INTERACTIVE 

ROBOTS USED IN THE PRESCHOOL PERIOD  

In this paper we examines and we make a distinction 

between two robots, used in the preschool shildren education. 

Table 1 shows the features of the Cubetto and Kibo robots 

described in the previous two chapters. The first column lists 

the characteristics of working with robots, while the second 

and third columns provide an explanation of how they are 

achieved and perfected through the selected robots. By 

playing with robots, children learn and explore the basic 

concepts, problem definition, orientation, representation, 

decomposition, sequencing, abstraction, pattern making, 

optimization, and function (see more in Table 1). These are 

the main features of working with educational interactive 

robots, which later assist the children in their daily life and 

daily activities. The questions that children constantly ask 

themselves, such as: Where am I?, Which side should I turn 

to?, Where should I go?, How should I get there? are those 

who can be easily responded by playing with robots, through 

educational, creative scenarios, that help them learn and 

develop cognitively. 

 

VII. TARGET GROUP AND RESULTS 

 

 The interactive Cubetto robot is used to conduct classes at 
the Scamper Training Center. 

 The preschool institution is attended by  children aged 3-6 
years, who attend regular, daily classes, whose work is 
monitored daily and results are obtained from their progress. 

Trained educators work with this target group, and they 
monitor the robot, the possibilities it offers and adjust the 
exercises, taking into account the age and individual 
differences of the children. 

The target group consisted of 15 young children, four of whom 
are 4 years old, six are 4 years old, and five children are 5 years 
old. All children involved are part of the educational process in 
the educational center. 

 The children had their first contact with a robot in the 
educational center “Scamper”. The teaching lessons with the 
interactive robot Cubetto, are conducted daily for the past 4 
months, in accordance with the recommendations and obstacles 

for work because of the new situation with the Covid-19.
  

 It is this robot that positively affects the development of 
social skills, communication, learning new concepts and 
content, orientation and directions for movement. 

 Exercises and games with Cubetto include the most 
important features needed in the process of learning and 
educating preschool children: imitation, turning to the 
appropriate side and taking steps, using tactile elements, 
introducing and learning new concepts and content. 

 Cubetto is a wooden cube that depicts parts of the human 
head, eyes and mouth that help in orientation as one of the 
main features that we want to achieve by playing and learning 
with this robot. Children look at Cubetto and his position in 
order to orient themselves more easily and achieve their goal. 
Moreover, for this purpose, they use their body parts, ie the 
upper limbs for easier determination of the side on which they 
need to point the robot to reach the desired goal (see Figure 3). 

    

Figure 3. Оrientation and identification with the robot's 
position 

For easier mastering of the directions of movement, 

the tactile blocks are of different colours, so it can be found 

that they more easily master the functions by connecting them 

with the appropriate colour. When it comes to representative 

tactile material, research shows that children at the age of 3 

are at a lower level of thinking, so we keep orientation, 

defining the problem and achieving the goal, step by step, ie 

sequenced, as one of the features of working with robots (see 

Figures 4 and 5). 
 

      

Figure 4.                                      Figure 5. 

Step-by-step task with sequencing 

The progress of children in using more complex 

processes, such as abstraction and functions (see Figures 6 

and 7) is recorded in children aged 5 and 6 years, who fully 

implement them, using more than three tactile blocks, predict 

the directions of movement of the robot in advance, to reach 

the goal and solve the given problem. 
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Table 1. Comparison of features of learning achieved by the 

use of two interactive robots  

Cubetto and Kibo 

 
Interactive robots 

Tracking features 
when working 
with interactive 
robots 

Cubetto Kibo 

Defining a 
problem - the way 
something will 
work, how far it 
should go. 

How to perform a 
predefined task? The 
task is analyzed and a 
conclusion is made - 
to which place it 
should get, the path 
along which it will 
move, and also which 
blocks will be used. 

The task that needs to be 
performed is analyzed. 
The cubes that can be 
used to achieve the 
desired goal are selected. 
They are lined up as a 
whole and scanned by 
the robot. 

Orientation - 
determining the 
location. 

Where is the Cubetto 
wooden cube, which 
side is it facing at the 
moment, and on 
which side should it 
be to reach the 
intended goal. 

The place where it will 
perform the previously 
given commands is 
determined, enough 
space for movement 
because this robot has 
the ability to go out of a 
line. 

Representation - 
presentation of 
components, their 
meaning and 
appropriate 
procedures for 
performing a task. 

Blocks as 
directions that 
Cubetto follows. 
Different blocks by 
colour give different 
directions that are 
recognizable. 

Green block - 
moves it 15 cm 
straight. 

Purple block - 
puts it back by 15 cm. 

 Yellow block - 
turns it to the left for 
900. 

Red block - turns 
it to the right for 90o. 

Light yellow 
block - performs the 
opposite function of 
the already given one. 

Blue block - performs 
a previously given 
function. 

Black block - 
performs a random 
direction (always 
different). 

Wooden blocks that 
are given multiple 
functions that Kibo can 
perform once they are 
connected to each other, 
and their barcode will be 
scanned. 

Begin – to start 

Forward – go ahead 

Beep – beeping 

Shake - trembling 

End - finish 

Repeat - redo 

End repeat – ends 
with repetition 

Backward – go into 
reverse 

Turn left – take a 
left 

Turn right – take a 
right 

Each Kibo program 
should start with a 
wooden cube "BEGIN" 
and end with a wooden 
cube "END". Additional 
complex blocks such as 
‘if’ and ‘repeat’ start 
with their own begin 
loop / end loop, and 
begin if, else if, else 

Decomposition - 
breaking down a 
large whole 
(pattern, path) 

Knowing the path it 
will take to reach the 
intended place, it 
begins by determining 

The assigned task is 
divided into smaller sub-
problems that are further 
analyzed and a solution 

into smaller parts, 
i.e. steps. 

the steps it needs to 
take and perform, so 
it divides them into 
smaller parts, 
combines them and 
performs them into 
smaller parts, but in 
the end it reaches the 
goal. 

is devised for each of 
them. By solving all the 
smaller problems, the 
big problem is also 
solved. 

Sequencing - 
performing a task 
in smaller 
sequences, step by 
step 

The sequencing is 
done in such a way 
that the blocks can be 
used separately, one 
by one, when one step 
ends, another starts. 

The sequencing is done 
so that you can choose a 
command that a 
command can be chosen 
to be performed, but it is 
always combined with 
the first (begin) and the 
last (end) cube. 

Abstraction - 
prediction, how a 
whole could be 
divided into 
smaller parts and 
its realization 
from a starting 
point. 

 

Determines other 
fields that are closer 
and lead to the goal, 
thus dividing the 
whole into smaller 
parts, performing 
several steps in 
advance. 

The child is given a 
chance to predict which 
command to start with 
and which command 
should follow. It 
performs all commands 
at the beginning, before 
it starts scanning. 

Finding patterns - 
making a pattern, 
a path, how to 
reach the goal. 

It determines the 
target field, and then 
determines the 
"closest" path it will 
take to reach the goal 
and sticks to it. 

By using sensor blocks, 
optimized schemes for 
moving the robot can be 
made. 

Optimization - 
ability to 
recognize patterns 
and apply 
methods to 
achieve the best 
and shortest 
solution to a given 
goal 

The child sees a 
pattern that (s)he can 
replace and apply 
multiple times. It 
defines it as a 
function and repeats it 
several times in 
sequence. 

/ 

Functions - 
repeating 
sequences of steps 
several times. 

• recursion - a 
function that calls 
itself. Allows 
defining a concept 
through oneself. 
Connecting 
multiple ordinary 
commands, 
making one 
complex 

The child realizes that 
a sequence of steps 
can be used multiple 
times. Instead of 
repeating e.g. 3 steps 
forward, it performs 
the same as a function 
and moves three 
times forward with 
the help of a blue 
block that represents 
3 steps forward. 

Using this robot, the 
child can perform simple 
and complex functions. 

In order to perform the 
given functions, it is 
always done by nesting, 
what is between the 
sequences for the 
function to be performed 
so that the performance 
of the other, given 
functions can continue. 
The functions are 
accompanied by 
numeric, how many 
times to repeat, or by 
conditions, if it is light, 
dark, close, etc. 

 

 These features of working with robots are those that 
children can easily implement  in their play and they can use 
them to solve problems in their daily lives. 
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               Figure 6.                                            Figure 7. 

Multiple steps at once with tangible blocks 

 Everyday content implemented with the help of Cubetto 
includes creative elements, creations, self-made by children, 
which stimulates their creativity and imagination. 

 Through the play they asks a questions, as well as 
storytelling (see Figure 4) which are interesting for them and 
lead to the improvement of communication skills. 

 When working and learning with Cubetto, it is important to 
keep children motivated and focused, to achieve the intended 
goal, and to receive positive feedback from them about the 
success achieved. 

 From the four-month monitoring of the children's work 
with the help of this interactive robot, Figure 8 shows the 
progress of children of all ages, from the beginning to the end 
of the fourth month of the implementation of the tasks. As 
shown, in the first month, all children showed lower results in 
mastering the learning content with the Cubetto robot, while in 
the fourth month, all showed progress and development of 
abstract thinking, predicting and using more tactile blocks 
making a pattern for achieving the goal and solving the 
problem they faced. 

 Figure 8 show the results we obtained from our qualitative 
evaluation, through observation of  the children’s work. It 
explains, how many of the characteristics from Table 1 the 
children managed to master in the first and how many in the 
last month of their work with the Cubetto. This positive 
progress is easily observed, every month children adopted a 
new step and direction of work that leads to abstract thinking.  

 The positive progress was easily observed in the kids’ 
learning. We give here an example of an individual progress 
for the child with initials A.D. During the first month, A.D. (5 
years old child) knew only three features of learning with 
Cubetto (problem definition, representation, sequencing). After 
completing four months of mentoring, A.D. learned the other 
features that lead to abstract thinking (decomposition, finding 
patterns, optimization, functions) and A.D. also stated, “Now I 
can play and learn with this robot that can complete mission in 
one program”. This shows that the child understands all the 
elements of learning with Cubetto, understands that learning 
and playing are one and the same, and that programming 
enables completing a goal. 

 

Figure 8. Comparison of children's progress by age 

 In addition to this progress, children are increasingly 
motivated. 

VIII. CONCLUSIONS 

 
Inevitably, the technology in the 21st century offers great 

benefits, especially when it comes to education. Digital 
technologies have an important aspect in the process of early 
learning and cognitive development. Robots are becoming an 
integral part of our society and have great potential to be used 
as educational technology in the educational process itself. 
Social robotics is especially important, which affects the 
intellectual growth and development of children..  

The use and application of technology in education, means 
greater use of educational robots in the process of learning and 
problem solving, teaching and acquiring new knowledge, 
primarily introduced through play in a fun and interesting way 
easily acceptable to the children, starting from the youngest 
age.  

Educational robots aim to facilitate the overall learning 
process as well as to improve the educational performance of 
the children. 

However, the use of educational robots in preschool is a big 
challenge. Following the work and progress of the children, we 
noticed that great results are being achieved. Everything that 
children will learn through playing with robots, they apply in 
all other activities, compare, incorporate and solve problems 
they face. Playing and learning with robots increases their 
creativity and perseverance, enhances their socio-emotional 
development (children learn sides, and directions of movement, 
share resources) and moreover allows the development of 
critical thinking, as well as curiosity and desire to acquire new 
knowledge. 

This paper examines two robots used in the process of 
learning new content, starting at an early age. Fifteen children 
ages 3-6 were tested on using robots in their everyday 
educational activities.  

The results obtained from the past four months show great 
progress in children as well as achievement of the goals, 
helping the children in the target group to improve learning in 
terms of orientation, directions and development of 
communication and social skills. The results also show that 
children can accept the robot very easily. 
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In the future, interactive robots are expected to be 
increasingly used in other preschool institutions, noting their 
potential, opportunities and benefits they offer in terms of 
learning and social development of children, as well as 
improving the interaction between humans and robots in 
general. 
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Abstract—Time series data is one of the main moving objects
in big data work. A dedicated database should be implemented
to deal with the storing and processing needs that this kind
of data entails. In this paper, a NoSQL approach for building
a time series database(TSDB) in RAM memory is presented.
An overview of InfluxDB is given and how it inspires some key
concepts in the architecture of this system. The data schema
is constructed abstract enough to allow the mapping of wide
range of domains of time series data. Carefully chosen data
structures for indexing the data schema occupy a vital role
in the optimisation process. A PATRICIA Trie is the crucial
data structure used to index the timestamp field, unlocking great
querying performances. Additionally, the system is implemented
in Haskell, so it takes advantage of the default lazy evaluation and
the highly optimized data structures that the functional paradigm
has to offer. The proposed methodology should be seen as the
basis of an efficient, fully functional, NoSQL time series database.

I. INTRODUCTION

Time series is a sequence of values of a quantity measured
over time. In particular, time series data can give us informa-
tion about the variability of a system or a phenomenon. Ex-
amples are: temperature changes, stock prices, web analytics,
IoT sensors, etc. This type of data is used in many branches
of science. Scientists can analyse and extract meaning from
the data using methods like: time series analysis, time series
forecasting, regression analysis etc. Mainly, to achieve any
substantial progress in analysing and processing the data, large
quantities of data are required. For this purpose, time series
databases are implemented.

Time series database (TSDB) is a database specifically
designed for handling substantial numbers of time series
data[1]. This type of databases are mainly used when there
is a stream of data generated over time. An example of this
is IoT sensors, the sensors are producing data very frequently,
sometimes every couple of milliseconds. Thus, a TSDB must
provide high throughput and efficient inserts in order to
handle the massive insertion rates caused by these sensors.
But, there is a balancing act between insertion and querying,
often sacrificing one for the other. These days, state-of-the-
art TSDBs are so optimized, there is no real performance
difference between the two. In additions to this, TSDB must
provide some security when storing its data. This depends

highly on the architecture of the system and on the type of
the system (SQL or NoSQL)[2].

The biggest difference between SQL and NoSQL systems is
the way they structure the data [2]. SQL (Relational Database
Management Systems) are more common and store their data
in a structured way in a form of relations[2]. These systems
provide a great deal of security and robustness, guaranteeing
the ACID properties. All these features are useful when the
structure of the data is known beforehand and when the data
is stable i.e. the data does not change structurally over time.

NoSQL systems use a partial schema, allowing the user to
store any kind of data. The DBMS will have a local custom
schema that enforces a structure much more suited to the
problem it is trying to address. NoSQL systems typically use
a simpler data schema then RDBMS, making it usable with
different kinds of data. On the other hand, this kind of systems
do not use the concept of ACID properties [2], leading to less
secure and robust systems. This is a calculated risk, lacking
in security often means greater performance.

InfluxDB [3] is a NoSQL database with a characteristic data
schema and a query language, highly optimized for storing and
processing time series data. The underlying schema that this
database uses captures the essence of time series data. These
are some of its main concepts:

• time - This is the field that distinguishes time series data
from other types of data and it’s in the core of every
time series database. This field is used to store discrete
timestamps associated with the data.

• fields - Here are stored the actual quantities that are
measured over time. Field is further decomposed into
field values(the actual quantities) and field keys(strings
that represent what the field values refers to). This field
is not indexed.

• tags - The tag field is used to store some metadata about
the time series. This field is usually a subject to a lot
of querying so InfluxDB stores an index for every tag
column.

This paper describes a NoSQL time series database in
Haskell, with a data schema that is heavily inspired by
InfluxDB. The database is kept in RAM memory, unlike Inl-
fuxDB which is disk based. There are many popular databases
kept in RAM memory, e.g. Redis [4]. On top of that, the
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system complies to the ACID properties, offering security
on par with RDBSM. Appropriate data structures are stored
to index the fields susceptible to querying. Haskell’s lazy
evaluation, coupled with the indexes and the fact that the
database is in RAM memory, enables the system to reach high
querying performances.

Key difference between the existing solutions and the one
laid out in this paper is that the whole system is implemented
using functional programming. Also, the combination of stor-
ing the data in RAM memory while providing high level of
data validity is not something any other NoSQL TSDBs are
offering.

The rest of this paper is organized as follows. The second
section describes the system’s architecture and some Haskell
specific optimizations. Section 3 gives an overview of the most
important features of the system and how the user can use
them. The paper is concluded in the fourth section.

II. SYSTEM ARCHITECTURE

In this section, a high level overview of the core design
choices for this system is put forward. The system’s architec-
ture is presented by going over the underlying data schema, the
data structures used to index the schema and certain Haskell
fine-tunings to maximize performance.

A. Data schema

A favorable to use data schema must capture the nature of
the data it is trying to represent. Time series data in its shortest
form can be represented in two dimensions i.e. timestamp
and value. Meaning that every timestamp can be associated
with a measured value. This model is very basic, but it can
be used to represent all types of time series data. Although
this is enough in it of itself, oftentimes there needs to be
some metadata that gives additional information about the
time series. For example, it is meaningful to know where the
quantity is measured? who measured it? what was used to
measure it? etc. The metadata potentially will be a subject
to a lot of querying. This leads to the data schema that this
system uses:

• timestamp :: Int - Unix timestamp in milliseconds.
• tag :: String - Metadata, giving additional information

about the time series.
• value :: Double - The quantity that is measured in an

associated timestamp.
This schema in a sense it’s a striped-down version of the data
schema that InfluxDB uses.

One constraint is that every combination of timestamp and
tag must be unique. This is logical, there shouldn’t be two
different quantities measured in the same time with the same
tag value. In other words, the combination of timestamp and
tag is the primary composite key of the data schema.

Couple of examples of time series data represented with this
data schema:

• Stock prices - time associated with the price(timestamp),
stock symbols(tag), the price(value).

• Weather temperatures - when the temperature was mea-
sured(timestamp), the place where a particular tempera-
ture is measured(tag), the temperature(value).

The user must know beforehand what the value means i.e.
what the unit of the measurement is.

B. Indexes

In order to reduce the range of data that should be pro-
cessed during querying, the system must store additional data
structures on top of the data schema. These data structures
are also called indexes. Storing indexes is expensive, the data
structures consume additional memory and they can reduce
the performance of inserting, updating or deleting data, as the
indexes need to be modified accordingly. Thus, the developer
must choose carefully what fields to index and what data
structures to use. In the following subsections every field is
analysed and then assessed whether it needs an index or not.

1) Timestamp: The timestamp field is what characterizes
time series data, so naturally most of the queries will be done
on this field. Storing an index should be very beneficial. The
timestamp as a field has high-cardinality, meaning that the
values are very uncommon. This could lead to high memory
usage, which for a RAM memory database is certainly a
problem. Therefore, the data structure used must be able to
share structure between keys to reduce memory cost.

Unix timestamps are consecutive integers, and depending on
the time interval between entries and the length of the time
series, they will all share a common prefix. One data structure
that utilizes the common prefixes, while providing fast lookups
and range queries, is a PATRICIA trie.

PATRICIA trie is a variant of a radix trie, which is a
spaced-optimized trie. Trie is a tree data structure intended for
looking up unique keys in a set. It’s most commonly used for
strings but it can be adapted for other data types as well. What
makes tries different from other types of tree data structures
is that they can provide lookups in O(l), l = length key.
Every node in a trie represents a prefix, and all of its children
share that common prefix, so getting all the keys that share a
prefix is efficient.

The trie data structure can be used for timestamps by
branching on the individual bits of a timestamp. This type
of trie is called a bitwise trie.

The problem with tries is that they can be memory ineffi-
cient. In the tree there may exist a chain of nodes that only
have one child. Radix trie alleviates this problem by merging
this chain of nodes in one node. A radix trie that branches
on individual bits has a radix equal 2 and is also called a
PATRICIA trie.

A PATRICIA trie is comparable to a hash table, but it has
some key advantages:

• The keys are naturally sorted.
• The tree shares common prefixes.
• Looking up keys in a trie may be faster compared to

worst case O(n) lookups in imperfect hash tables.
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Therefore, a PATRICIA trie is the perfect data structure for the
timestamp index, as the timestamp queries will benefit from
all these points.

2) Tag: The tag field stores metadata about the time series
and one of the main reasons it exists is because it can help
during querying. Often, the user will query the data by the tag
field and the timestamp field. So there should be a composite
index on these two fields.

For the tag field, there is no need of the benefits that tries
provide, so using a simple hash table will suffice. Additionally,
for every key in the hash map there should be a PATRICIA
trie on the timestamp field, thus making the composite index.
This will prove very practical when the user asks for a specific
tag in a given time interval.

3) Value: This field has type Double and can have high-
cardinality, causing the index to consume a lot of memory.
Storing an index on this field is not worth the additional mem-
ory usage and the reduced performance when manipulating the
data. Currently, the system does not allow querying on this
field.

C. Storage
The data is stored in a vector and it’s accessed by indexing

that vector. The indexes store the positions of the associated
data in the vector. A vector provides O(1) indexing which is
a must when using the field indexes.

To make the whole state persistent, the system uses a library
in Haskell called acid-state. This library enables the user to
store any Haskell data structures in memory as a database. It
claims to set stronger ACID guarantees than most RDBMS.

Fig. 1. System Architecture

On figure 1 is shown a simple diagram of the architecture
of the system. The requests sent by the users are forwarded to
an appropriate query processor. The query processor itself is
a function that optimizes and executes a query. The key point
here is that acid-state ensures consistency of the database by
having control of the execution of every function that has a
direct access to the state. Consequently, the query processor is
governed by acid-state, as the processor must have an access
to the state in order to execute the query.

D. Garbage collection

This is something specific to Haskell and the garbage collec-
tor it uses. Haskell by default uses stop-the-world generational
garbage collector[5]. This garbage collector proved to be
problematic for this system because the garbage collection
is linear in the size of the live-data. Additionally, during the
garbage collection, all the mutation is stopped. This does not
work well with in-memory DBMS because the GC needs to
traverse the whole live-data during major garbage collections,
causing long pauses in the execution.

Thus, the system uses the low-latency concurrent garbage
collector. The concurrent GC runs on the oldest garbage
generation and dampens the long pauses by doing the garbage
collection concurrently with the execution, making the system
more responsive.

III. FEATURES

In this section, the features that this system offers are
presented. The system listens on port 8081 and is available
to the user through http requests.

A. Insert data

Inserting data is done on route POST /timeseries. The
data is expected to be in a JSON format as a list of objects
containing the fields ”timestamp”, ”tag” and ”value”. If any
object already exists in the database, the system returns an
error.

Behind the scenes, inserting the data is straightforward.
The new data should be concatenated with the vector and
the indexes modified. The most expensive operation here is
the vector concatenation O(n+m) where n is the number of
entries in the system and m is the number of entries that are
inserted.

B. Update data

Updating data is done on route PUT /timeseries. The data
format should be the same as when inserting data. If the user
tries to update data that does not exist, the system returns an
error.

The procedure for updating the data is simple. For every
entry that needs to be updated, the system searches for the
matching timestamp/tag combination and overwrites the value
field. Only the vector needs to be modified so the procedure
is linear in the number of entries that are updated O(n).

C. Delete data

Deleting data is done on route DELETE /timeseries. The
whole database is cleared if the body of the request is empty.
If the user wants to specify the data that should be deleted,
the system expects it in a JSON format as a list of objects
containing the fields ”timestamp” and ”tag”.

In order to delete specific data, each entry is deleted from
the vector and its position in the vector is removed from the
indexes. This is the most expensive operation and in the worst
case can run in O(n∗ (log(m)+k)) where n is the number of
entries in the database, m is the number of entries that should
be deleted and k is the number of unique tags in the system.
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D. Query data

Querying the data can be done by posting a query on route
POST /timeseries/query. The query should be in a JSON
format and there is a set of query parameters that the system
accepts. These parameters can be passed as fields in the query.
The query parameters are:

• gt :: Int - Return all the entries that have a timestamp
greater than gt.

• ge :: Int - Return all the entries that have a timestamp
greater or equal than ge.

• lt :: Int - Return all the entries that have a timestamp less
than lt.

• le :: Int - Return all the entries that have a timestamp less
or equal than le.

• tsEq :: Int - Return all the entries that have a timestamp
equal to tsEq.

• tagEq :: String - Return all the entries that have a tag
equal to tagEq.

• aggFunc :: ”avg” | ”sum” | ”count” | ”min” | ”max”
- Aggregate the data with the function specified in this
parameter. For example if aggFunc = ”avg”, the system
will calculate the average of all the values.

• groupBy :: ”timestamp” | ”tag” - This parameter groups
the values by timestamp or tag. Each group is aggregated
with an aggregation function specified in the ’aggFunc’
parameter.

• sort :: ”asc” | ”desc” - Sorts the data by timestamp in
ascending or descending order. By default the system
returns the data in an ascending order.

• limit :: Int - Limit the entries that are returned.
Combining these parameters produce different results. This
creates an optimization problem. For a given query, what is the
fastest way to achieve a result? The queries could be divided
by which data structure they use.

1) Querying the vector: There is only one case in which
querying the vector makes sense i.e. if the only present
parameter in the query is the ’aggFunc’ parameter. This means
that the user tries to aggregate the whole live-data in the
system, so using the indexes is less efficient. To aggregate
all the data, the system traverses the vector and aggregates the
values O(n). If the aggregation function is ”count”, simply
taking the length of the vector O(1) is the best solution.

2) Querying the tag index: Querying by the composite
index of tag and timestamp is selected only when the user
tries to find a specific tag or tries to group by the tag field.

Searching for a tag requires a lookup on the hash table
O(1). If timestamp query parameters are also present in the
query, the trie built on the timestamps for that tag is used to
find the data.

Grouping works by aggregating all the data for every group.
When grouping by tag, the trie for every tag is traversed and
aggregated.

3) Querying by timestamp: In all other cases this index is
used. The trie data structure is especially performant when
doing range queries, so getting the data in a particular time

interval is relatively fast. Also, the time series are always
sorted by the timestamp because the trie data structure nat-
urally stores its keys in an ascending order. Getting the data
in descending order can be accomplished by traversing the
elements in the trie from the right. This means that getting
the data in ascending or descending order does not make a
difference in terms of performance.

When using the limit parameter, Haskell’s lazy evaluation
comes in to play. Lazy evaluation means that the expres-
sions are not evaluated until they are needed. Unlike strict
evaluation, where every expression is evaluated immediately.
Using the lazy evaluation allows the system to process only
the number of entries specified by the number in the limit
parameter. This applies to every query, when grouping, the
system will return limit number of groups. When querying by
timestamp, the trie is traversed until the limit is reached, so
the system does not process any more data then necessary.

The limit parameter makes no difference when aggregating
the data though, the aggregation happens on all the data that
is queried by the rest of the query parameters. So in this case,
the lazy evaluation is not necessary and it can cause problems
building a huge stack of unevaluated expressions. Taking this
into consideration, the system adapts to the query and uses
strict evaluation when it’s best to do so.

IV. CONCLUSION

As stated in this paper, a NoSQL approach for building a
time series database can be very beneficial. A data schema
can be designed that perfectly encapsulates the nature of time
series data. Using appropriate indexes on the fields of the
data schema proves to be the key to fast performances. The
PATRICIA trie data structure serves best as an index for the
timestamp field, which is the main field in every time series.
Haskell as a language to implement a TSDB comes with a lot
of advantages, the default lazy evaluation plays a crucial role
when querying the data. Storing the data in RAM memory
is also possible, but the developer needs to keep in mind the
GC that the programming language uses. This paper aims to
combine functional programming, database concepts and data
structures to produce a practical and performant time series
database.
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The main challenges of online lecturing from 

teachers perspective 
 

Abstract— The “new normal” situation demanded 

replacement of the on-site classrooms with online platforms for 

teaching or evaluating. Online lecturing is a challenge for 

everyone directly involved in the educational process, especially 

for the students. Students experience the transition from school 

to online teaching differently. It can be noticed that there is a 

stagnation in education, and it should be reduced to a minimum 

regardless of the current crisis. It is up to the schools to discover 

the best ways to educate, supervise and evaluate students. This 

paper presents results of our analyses of published papers 

dealing with different methodological approached of the 

imposed problems, mainly from the teachers perspective. 

Keywords— remote teaching, online learning, flipped 

classroom, online student assessment tools, educational games. 

I. INTRODUCTION 

    Opinions on holding online classes with appropriate tools 

are divided, but mostly used ones are Zoom or Skype Meet 

Now (for classes) and ClassDojo (for homework and 

assessment), according to most recent papers. Certain 

teachers have created Facebook groups on their initiative and 

give students instructions to be done at home. Meanwhile, the 

Ministry of Education and Science of R. N. Macedonia has 

promoted Microsoft Teams to conduct classes. Some teachers 

who use Facebook groups do not want to change their 

methods or do not know how to use another platform and thus 

resist this. The challenge, especially for older teachers, is the 

lack of digital literacy needed to create digital classrooms, 

networking students, holding a practical class, assigning 

homework, reviewing them, and preparing appropriate 

feedback based on which an objective assessment should be 

given. There are also challenges for students. Many do not 

have any digital footprint, mostly due to lack of Internet and 

limited access to hardware. Many do not have the primary 

conditions for attending lessons at home. Many of the schools 

do not have the necessary data from students to network 

online with the entire class. Instead of forming a group of 

twenty students, many teachers barely manage to gather half 

of them. Some students, networked in a conference group 

refuse to attend the online classes, giving different excuses. 

For all of these reasons, many students will not attend online 

lectures and be effectively involved in all the interactions 

necessary for quality knowledge absorption. Those who can 

follow often complain of numerous noises and interruptions 

caused by a poor connection, low speed, bad microphones, 

and cameras, or a combination of all these. Obstacles of this 

caliber become significantly more pronounced when more 

people join the group. There are several possible solutions, 

but their biggest enemies are lack of time and poor social and 

economic situation. 

In order to tackle all of those challenges we have 

investigated existing body of knowledge. This paper presents 

results of our analyses of 258 published papers dealing with 

different methodological approaches, such as online 

utilization of educational games and flipped classroom, 

mainly from the perspective of teachers.  

The next section, section 2 presents our methodology for 

selecting the papers and research questions. Section 3 

elaborates on obtained results and related discussion. Section 

4 gives some recommendations derived from obtained results 

that can be used in local, Macedonian context, while section 

5 concludes the paper. 

II. METHODOLOGY 

 

    In order to explore the pool of knowledge about the 

experience in the world’s online education process, we 

developed a suitable search methodology. We created a list 

of relevant questions and conducted a search on Google 

scholar and ResearchGate with "Online lecturing" content,  as 

shown in Figure 1. Out of the found 258 articles, 123 were 

not enticing or were not scientific papers. The other 135 

articles were screened on abstract and part of them were fully 

processed. 

 

  
Figure 1. Methodology of our research work 
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In the following part we present and elaborate the questions 

that led the process of distinguishing the online teaching 

challenges. 

 

1. How many papers use the key word “flipped 

classroom”?  

Flipped classroom is a teaching method where 

students first learn about the new lesson at home, 

especially online, and then discuss it in class. In this 

mixed approach to learning, interaction face-to-face 

interferes with independent learning through 

technology. Students watch  previously recorded 

videos at home, then come to school with at least 

some basic knowledge and do short quizzes, then 

thay ask questions about that lesson. The way the 

teacher will present the lecture on the online class is 

very important. The standard traditional teaching 

approach does not give the desired results in online 

teaching, since the time frame of online classes is 

shortened, and the attention of the students cannot 

be influenced by the teacher. Thus, the flipped 

classroom method might be a good practice with 

promising results in the online teaching.  

2. What types of tools do teachers use for 

assessment?  

The way the teachers communicate with the students 

is a key feature for teachers to adapt to a particular 

online platform. The goal of this question is to 

recognize the most used tools presented in the 

published literature for communication between the 

teachers and the students. 

3. Educational games during class? 

Game based learning is established as a method that 

helps students to comprehend and remember the 

new material done in class. This question checks the 

occurrence of utilizing educational games as a 

learning method in the published literature. 

4. What do students and teachers prefer? 

(Distance learning, Online learning, Remote 

teaching) 

This question investigates what type of teaching 

students and teachers prefer. Online learning is 

considered as asynchronous and synchronous 

communication, Remote teaching is considered as 

live communication and Online teaching is 

represented  through courses. 

 

III. RESULTS AND DISCUSSION 

    The results of the performed paper survey are given in the 

Table 1. It can be concluded that many of the papers take into 

account both asynchronous and synchronous communication 

between teacher and student. Game based Learning is not 

mentioned enough in the context of online learning. Zoom 

and Microsoft Teams are some of the most commonly 

mentioned tools in today's online education. More than 30% 

of the papers agree that there should be a platform that will 

offer all the necessary conditions for teaching and giving 

homework to students and should also be mandatory for use. 

50% of the papers mention a flipped classroom, but everyone 

thinks that we should not completely abandon the traditional 

classroom and focus on new teaching methods. Teachers 

should be given freedom in the way they conduct their classes 

with students. Using conferencing tools for students' remote 

teaching and homework together with Quizlet application 

that allows learning and teaching through games is suggested 

in [1]. In [3], the authors suggest using Mixed Learning and 

a flipped classroom model in online teaching. They claim that 

the use of games for online education has increased, but do 

not elaborate on this matter. Remote teaching is proposed for 

teaching in India due to the many areas that cannot follow the 

teaching in real-time [4]. In that context at least 25% of any 

classes today should be held with the flipped classroom. 

 

Table 1. Critical attitudes of professors and students that lead to better lecturing 

 

Number of 

research 

papers 

 

Question  

Scientific 

paper 
 

 

1. How 

many 

papers use 

a flipped 

classroom? 

2. What types of 

tools do teachers 

use for 

assessment? 

3.Educational 

games during 

class? 

 

 

4. What do 

students and 

teachers prefer? 

1.  [1] flipped Zoom, Skype, 

Microsoft Teams, 
google meet, digital 

talk 

Yes(Quizlet) Online learning 

2.  [3] flipped One platform for all Yes Online teaching 

3.  [4] flipped WhatsApp, 

YouTube, Skype, 

Google hangout, 
Zoom 

No Remote teaching 

4.  [5] flipped SUTD’s Learning 

Management System, 

eDimension, and 
emails 

No Online learning 

5.  [6] Traditional Google classroom 

and google drive 
platform 

No Online learning 

6.  [9] Traditional / / Remote teaching 

7.  [11] flipped / yes Remote teaching 
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8.  [13] Traditional Microsoft teams No Online learning 

9.  [14] Traditional / / / 

10.  [15] flipped / yes Remote teaching 

11.  [17] flipped Zoom and Microsoft 
Teams 

No Online learning 

12.  [18] / / / Remote teaching 

13.  [21] flipped One platform for all Yes Online learning 

14.  [23] Traditional Microsoft tools yes Remote teaching 

15.  [25] flipped / No Online learning 

16.  [26] Traditional One platform for all No Remote teaching 

17.  [28] Traditional / No Online learning 

18.  [29] Traditional / Yes Online learning 

19.  [32] flipped WebTeach No Remote Teaching 

20.  [34] Traditional / No Online learning 

 

In [5], the concept of a flipped classroom is promoted, and 

students seemed to prefer a blend of face-to-face and online 

learning. Similar findings related to remote teaching and 

reverted classroom are presented in [9]. Research presented 

in [6] elaborates about improving the processes in online 

teaching and the technology that can be used during the 

online class. The authors give good suggestions for online 

teaching and an initiative to its improvement.  In [11], the 

authors argue about the challenges of online versus traditional 

education and the way teachers confront the issues. The 

authors conducted a series of researches on the functioning of 

online teaching. The paper [13] deals with online learning as 

a combination of asynchronous and synchronous 

communication. The presented results compare the online 

teaching with the regular teaching with attendance at school.  

The main purpose of [14] is to find out to what extent 

Romanian teachers are able to meet the new requirements of 

their professional activity and if the current welfare state 

could influence their implication for work. This research 

focuses mainly on the following: the changes in the teachers’ 

working conditions, the use of new online teaching tools, the 

way in which the professional community of educators in 

Romania manages and adapts in order to attain the didactic 

objectives. In [15], the author reflects on the principles of 

remote teaching, argues that the way of teaching should be 

altered to online teaching and suggests flipped classroom 

methods and utilizing games during classes. Research 

presented in [17] argues that the transformation of a class is 

with a flipped classroom is better than a traditional classroom. 

Research presented in [18] and [23] are similarly since they 

both write about the technology, activities during online 

teaching and rapid transformation to remote teaching. The 

authors of the papers mention learning through games and 

points out examples of how useful it is in online teaching.  

Discussion regarding the characteristics of Computer-

Mediated Communication and online learning is presented in 

[21]. The paper recommends using of a flipped classroom 

more often and propose a unified system common to all in the 

school to be used for students’ homework. Research 

presented in [25] states that part of the online teaching should 

be conducted with a flipped classroom using a variety of 

methods that will bring knowledge to the students. A survey 

of 1,000 teachers in which they discuss online teaching is 

presented in [26]. Teachers agree that there should be a 

unified platform for online teaching and that the online 

teaching should be mixed with a variety of methods such as 

flipped classroom.  The purpose of [29] is to analyze the risk 

of Internet addiction in a sample of high school students by 

comparing two different types of teaching (online and 

traditional teaching). The adaptability of teachers and the 

independent learning of students in online teaching as well as 

methods and tools that are good to use in holding online 

teaching are the topics of research presented in [28].   

 

IV. RECOMMENDATIONS FOR MACEDONIAN EDUCATIONAL 

CONTEXT 

    Following the current situation in our country, it can be 

noticed that we have more active communication between the 

teachers and the students outside the teaching hours 

compared to the pre-Covid time. This is due to the missing 

physical correspondence in the classic school during school 

hours. It seems necessary for teachers to be appropriately 

motivated, familiarized and educated, and then to focus on 

students and parents. Choosing a universal tool for holding 

classes, such as Microsoft Teams, seems like a debatable 

strategy given the time and conditions from a teacher's 

perspective. Given the lack of time and the urgency in these 

conditions, it seems best for each teacher to use the tools they 

know best. Those teachers who, for any reason, do not feel 

able to teach online could focus entirely on giving written 

instruction related to the topics in the books and materials. 

Teachers can share links from previously prepared and posted 

lectures by other teachers at the Eduino E-Classroom. It is a 

government-sponsored platform that offers video tutorials 

and learning activities through play. The platform does not 

have a good user experience, as part of the materials are 

served in PDF. Furthermore, if it is not feasible to give 

homework through the Class Dojo, it can be done through the 

FB group where the reviewing, monitoring, and grading, 

instead of using digital points, can be done through standard 

checklists. This article is based on teacher's forums and 

interactions with few of the teachers as well as personal 

opinion, solution and conclusion by the authors. 

 

A. Tools that can help in Remote teaching 

On the part of teachers, the current situation is that there is an 

insufficient knowledge about the digital tools that can help in 

the process of teaching online classes. Before the pandemic, 

most of the teachers did not know anything about video 

conferencing tools, simply because they did not need them. 

The general rule is - before starting to use the tools that will 

help in the education process, the teachers should be 

acquainted with them. A series of tools that aim to make 

teaching more interactive and learning more interesting are: 
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Quizizz, TypeForm, Quiz Maker, flexiquiz, AhaSlides, 

Storybird, Akelius and Duolingo. These tools are games and 

quizzes that could be of great use in online teaching today. 

They aim to facilitate teachers' teaching, to introduce 

interactivity and interest in students. 

V. CONCLUSION 

 
    The current situation demands utilization of digital tools 
and different teaching approach in pursuing the online 
teaching. Both the teachers and the students are confronted 
with plethora of challenges because of the urgency in 
transitioning from classic to online teaching. In this paper we 
address the teacher’s perspective in this setting. Firstly, we 
analyze the knowledge pool in the published literature in order 
to find out about the best practices around the world in 
overcoming the challenges of the online teaching. We 
developed suitable methodology by creating list of relevant 
questions. It helped us to narrow the choice of current papers 
on the topic of online teaching in order to draw conclusions 
about our point of interest. The main conclusion is that the 
authors recommend blended approach of classic and flipped 
classroom using game-based learning and utilization of 
different digital tools. We created a series of grouped tools that 
aim to make teaching more interactive and learning more 
interesting - educational games, course portals, quizzes and 
screen recorders. After overcoming the crisis with COVID-19, 
this concept of online teaching and learning should be 
established with standardization and train both teachers and 
parents themselves. As for the current situation, for students, 
parents, and teachers to function as the three key pillars that 
drive the whole digital learning machinery from home, they 
need to be aware of the conditions and current improvisation 
and understand the goodwill behind this idea, to adapt and 
encourage it. Otherwise, this whole enormous effort might not 
deliver expected results.  
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Abstract—In this paper, we will take a look at an algorithm
which plays as White in the King and Rook vs King chess
endgame. First, we will explore the history of Artificial
Intelligence and the evolution of chess machinery over a 70
year time span. Next, we will go over the structure of the
algorithm and the priority checklist which is used to influence
the algorithm’s decision making. Moreover, we will look at the
time complexity of the algorithm and analyze its efficiency.
Finally, we will conclude the paper by going over some
optimizations that can be made in the future and Artificial
Intelligence’s impact in the present.

Keywords—Chess, Algorithm, Artificial Intelligence

I. INTRODUCTION

A. Goal of the Project
Artificial Intelligence has become increasingly prevalent

in our current society. We can find Artificial Intelligence
being used in many aspects of our daily lives, such as
through the use of smartphones and autonomous driving
vehicles such as the Tesla. Leading textbooks on AI define it
as the study of “intelligent agents”, which can be
represented by any device that perceives its environment and
takes actions that maximize its chances of achieving its
goals [1]. In the context of this paper, the intelligent agent is
a chess-playing AI, which implements different kinds of
methods and strategies to defeat any opponent in a particular
chess endgame scenario. The endgame scenario that we will
be exploring is a White Rook and White King, which are
controlled by the AI, and a Black King, which is controlled
by a human player. Such a program has already been
created, and it was the first Macedonian chess program,
which was created by Stevo Božinovski in 1969 and it was
written in Fortran for the IBM 1130 computer [2]. However,
in the case of this paper, the AI is written in Java and uses
Netbeans as its IDE. This program and its methods will be
showcased in a subsequent section.

B. Evolution of Chess Engines
Chess engines have seen massive progression in just 70

years, from Alan Turing’s Turochamp in 1948, using simple
two move heuristics and position evaluations, to
DeepMind’s AlphaZero in 2017, incorporating several
different methodologies such as neural networks, deep
learning, and reinforcement learning. However, the
algorithm discussed in this project is an improvement on the
first Macedonian chess program, made by Stevo Božinovski
in 1969. The first program was written in Fortran and was
not meant to complete a full game, but rather simulate a

scenario where the human player has a Black King, and the
computer has a White King and a White Rook. This
program used several different methods for specific
purposes. “DATSW” was used to plot the chess board,
“POTEZ” was used to determine the legality of the human
move, “POZIC” was the algorithm which served as both a
positive analyzer and a move generator, and “MATIR”
which determined if the state of the chessboard was in
checkmate [3]. However, in the program shown in this
project, the methods are more specialized, the algorithm is
arguably more efficient, and the program is incredibly fast.
In fact, the program calculates positions so quickly that a
one second delay was deliberately put before the White
would be given a chance to move, so that the program
would be more suitable for human players. The program
referred to in this paper is also capable of instantaneously
resetting the chessboard to the initial position and generating
new and valid random starting positions.

II. MAIN PART

A. Structure of the Program
Fig. 1 shows the legend of the colors used to showcase

the time complexities of the methods that comprise the
program, all of which are presented on the UML diagram
shown in Fig. 2. An explanation of the different time
complexities will be given in the subsequent section.

Fig. 1 The Time Complexity Legend
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Fig. 2 The UML Diagram of the Program

B. Time Complexity
Before giving an overview of the time complexities of

the methods, it is important to explain the purpose of O(J).
O(J) is a function that represents the time complexity of Java
methods which are imported from Java libraries, but are not
documented well enough so that their precise time
complexities could be determined. Despite there being
several instances of O(J) throughout the code with different
time complexities, O(J) will always represent the highest
time complexity of those, since J is a function and not a
distinguishable value. Since all of the Java library methods
eventually complete their execution, it is a reasonable
assumption that they are bounded from above with a certain
function, and the method that takes the longest of them all is
represented with the J function, which in turn is bounded
from above by O(J).

The clear() method is O(N) complexity because it
iterates through linked list data structures and sets them
equal to “null”, essentially clearing all linked lists of their
contents [4]. The get() method is O(N) complexity because
it must traverse through a linked list in order to attain an
element at a specified index [5]. The equals() method is, on
average, O(1) [6]. However, in a worst case scenario where
one needs to compare every character in an object value, the

time complexity would be O(N) [6]. The Arrays.sort() and
Collections.sort() methods are what give the program an
overall time complexity of O(J) + O(N log N). The
Arrays.sort() method uses Timsort, which is a fusion of the
Insertion Sort and Merge Sort algorithms [7]. The
Collections.sort() method uses a modified Merge Sort in
which the merge is omitted if the highest element in a low
sublist is less than the lowest element of a high sublist [8].
Both of these algorithms are O(N log N), and, together with
the O(J) accounted for in other parts of the program, the
total time complexity of the program is O(J) + O(N log N).

C. Functionality of the Program
To ensure optimal program functionality, following is a

table which gives the order, name, and explanation of the
most important methods invoked with specified priority.
This sequence, in which the appropriate methods in the
program are invoked, ensures that the algorithm functions
properly.

TABLE I. PRIORITY CHECKLIST OF THE EXECUTION OF THE PRIMARY METHODS
IN THE PROGRAM

Order Method Name Method Description

1 inDanger() Tests if the White Rook is in danger of
being captured by the Black King
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2 !isClose() Tests if the White Rook is not a row or
column away from the Black King

3 isCloser()
Tests if the White Rook is in the ideal

position to restrict the Black King to the
least amount of spaces

4 isOpposition()

Tests if the x or y coordinates of White
and Black Kings are matched, which
allows for delivery of  a subsequent

check or checkmate

5 isClose()

Tests if the White Rook is a row or
column away from the Black King, so

that the White King can approach a
square which is a Knight’s distance away

from the Black King

III. CONCLUSION

There are several improvements that can be made to the
back-end of the program, such as using methods and
strategies to always result in a win in the least amount of
moves possible. Although this AI only covers a particular
chess endgame, we believe it fulfilled its goal of showing
how impressive Artificial Intelligence can be. The way that
chess is played has changed significantly, since the
development of chess playing machines and games. Now
that these chess engines are available on phones and laptops,
there are many children who will be able to learn the game
more easily due to easy accessibility of both technology and
knowledge. There are also chess machines like AlphaZero
that are teaching us new openings in chess theory which
have never been seen before. It is fascinating that, originally,
it was human beings that were supposed to teach machines
how to perform certain tasks. Now, we have machines which
are teaching us new ways of playing chess unlike anything
that has been seen before. As machines continue to evolve,
not just in chess, but in other areas as well, we should stay
open minded and use these paragons as examples so that we
can improve ourselves too.
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Abstract—Wildfires are one of the most destructive natural
disasters that impact the lives of people and animals, damaging
the forests, the climate and the ecosystem as a whole. Recently,
drones are becoming an increasingly useful asset to firefighters
for wildfire monitoring and assessment. In this paper, we try to
improve the detection accuracy of fire in UAV collected images
from the new FLAME dataset. We propose and evaluate the usage
of transfer learning and fine-tuning on several different convolu-
tional neural network architectures. The greatest accuracy score
was obtained by fine-tuning the ResNet50 model, reaching 88%
or that is an 11% increase. The testing results show that transfer
learning significantly helps generalization and that this method
exhibits strong potential for real-time application of forest fire
detection.

Index Terms—wildfire detection, deep learning, transfer learn-
ing, CNNs, UAVs, drones

I. INTRODUCTION

Wildfires and human-instigated fires present a threat to
the environment and human lives. Each year hundreds of
thousands of people worldwide lose their lives as a result
of fires. Therefore, early fire detection is crucial to save
human and animal lives, as well as to reduce economic losses
[1]. Wildfire monitoring is usually done with man-piloted
airplanes, however that can be very expensive if performed
frequently. Another way is to use satellite images, but due
to low spatial and temporal resolution, fires can’t be detected
in its early stages. As a solution, in this paper, we present
the usage of drones for early fire detection because of their
cost-effective means to provide high-resolution images [2].

Unmanned Aerial Vehicles (UAVs), more commonly known
as drones, are air-crafts that can be remotely controlled or fly
autonomously [3]. Today, drones are available for the general
public. Modern drones can be equipped with high resolution
cameras that are capable of capturing quality images and
videos. The acquired data can then be used for various kinds
of analysis and predictions. Datasets of high-resolution aerial
images are increasingly available and contain an abundance of
visual information.

Recently, deep convolutional neural networks (CNNs) have
been shown to be very successful for tasks such as image
classification and object detection. With the advent of deep
learning and the advancements in the field of computer vision,
drones are now capable of contributing to many areas. Drones

are being used in domains such as public safety, security,
construction, agriculture and more. Therefore, combining deep
neural network models with drones, can result in a successful
early fire detection system [4].

These kinds of systems come with their advantages and
challenges. One of the advantages of using drones for detecting
objects in a scene is that drones can examine objects from
closer distances than people or other robots can. Another
advantage of automating fire detection comes from the urgency
and time sensitive nature of the problem. On the other hand,
the challenges in automating the analysis of drone images
include flat and small view of object, low visibility and smoke
environments, motion blur, limited hardware resource as well
as data acquisition and labeling [5].

In this paper, we present and evaluate several deep learning
architectures trained for early fire detection from drone cap-
tured images. More precisely, transfer learning is utilized using
five different CNN-based models VGG16, VGG19, ResNet50,
Inception and Xception, fine-tuned to the FLAME dataset.

II. RELATED WORK

Early fire detection systems used to rely on hand-crafted
features such as spatial, temporal and color characteristics of
fire [6], [7]. In paper [7], image pixels are predicted as fire
and non-fire pixels using rule-based and machine learning-
based methods. In more recent years, there has been a great
interest in convolutional neural networks, due to their success
in the tasks of image classification and object detection.

The fire detection task can be treated as a binary classifica-
tion problem where a model would label an image as fire or
no fire. Paper [8] uses a convolutional neural network inspired
from GoogleNet architecture to detect fire in surveillance
videos. Another usage of CNNs for fire detection is described
in [4], where a CNN first detects fire in an image and then a
fine-grained patch classifier detects the exact location of the
fire.

The following papers specifically use UAV collected images
to train a binary classifier. In paper [9], a CNN based architec-
ture is used to detect fire from images with simulated flames.
Paper [10] experiments with different image pre-processing
steps and layers of the convolutional neural network. In
[11], the authors used different CNN architectures such as
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AlexNet, GoogLeNet and VGG13. The Xception model is also
considered for the task of fire detection [12].

A challenge for developing accurate fire detection systems
is the lack of large-scale aerial image datasets. Therefore,
transfer learning can be utilized by using a pre-trained model
on a large dataset and fine-tuning it on a smaller aerial dataset.
This approach is used in [13] and [14], where the model
MobileNet pre-trained on the COCO and ImageNet datasets
respectively is employed to achieve greater accuracy while
reducing calculation complexity.

Another type of approach to the fire detection problem is
to treat fire as an object and use object detection algorithms
to detect and localize it. Most used is the YOLO (You Only
Look Once) [15] method, which passes an image only once
through a fully convolutional neural network, making it faster
than region-based methods and suitable for time-sensitive tasks
such as fire detection. Usages of YOLOv3 for UAV fire
detection are described in [16], [17].

III. DATASET

So far, most datasets used for developing fire detection
systems have not been publicly available or they have been
from a very small scale. Recently, a new public dataset have
come out containing fire and non fire images taken by drones
during a prescribed burning slash piles in Northern Arizona,
USA. Pile burns are usually used by forest management
for cleaning up forest residues (”slash”) and they provide
an opportunity to collect image datasets. Images showing
pile burn can be helpful in the detection of fires in their
early stages. The FLAME (Fire Luminosity Airborne-based
Machine learning Evaluation) dataset [12] offers aerial images
of fires taken by multiple drones with different points of view
and different zoom.

The dataset is split into two categories, one for fire classi-
fication and one for fire segmentation. In this paper, we will
take advantage of the fire classification dataset, consisting of
39,375 training images as well as 8,617 testing images labeled
as ”Fire” or ”None-fire”. The total number of training ”fire”
frames is 25,018, while the total number of ”non-fire” training
frames is 14,357. In the test dataset, there are 5,137 fire-labeled
frames and 3,480 no-fire-labeled frames. The training dataset
was additionally split into training and validation sets with
ratio of 80:20. Examples from the FLAME dataset are shown
on Fig 1.

IV. MODELS

This section presents the models used for the task of binary
image classification on the FLAME dataset. First, we explain
the advantages of using transfer learning. Then, pre-processing
and data augmentation steps are described. Finally, models’
architectures and training details are presented.

A. Transfer learning

In scenarios when a large training dataset is not available,
it is a common practice to use transfer learning. With transfer
learning we can exploit knowledge learned from a similar task

Fig. 1. Example fire images (first row) and non-fire images (second row)

and transfer it to our specific task [18], fire detection. The
benefits of using transfer learning include less training time,
better performance of the model and improved generalization.
All of the models used in this paper were pre-trained on the
ImageNet dataset, which contains over 1.2 million training
images and 1,000 image classes.

B. Pre-pocessing and data augmentation

For pre-processing, the images were transformed as in
the models’ original papers. The pre-processing for VGG16,
VGG19 and ResNet50 consists of converting the images from
RGB to BGR and then zero-centering each color channel
with respect to the ImageNet dataset, without scaling. For the
Inception and Xception models, the pre-processing involves
scaling the input pixel values between -1 and 1, sample-wise.
Resizing the images was not necessary, as the whole dataset
comes with already resized frames to 254x254.

Data augmentation is another technique that can improve
performance when training models on a limited number of data
[19]. It is also used to address the issue of bias for unbalanced
datasets, as we have more ”fire” training images. Therefore,
we performed online augmentation to the training data, using
transformations such as rotation with a degree range of 5
and horizontal flipping. With this kind of augmentation, the
models see slightly different versions of the training images
each epoch and that contributes to them learning important
features about the objects and not how they are presented on
the image.

C. VGG16 and VGG19

The VGG models [20] are characterized with a simple
network architecture, consisting of only 3x3 convolutional
layers along with max pooling layers for down-sampling.
The convolutional layers are stacked on top of each other,
increasing in depth. The numbers ”16” and ”19” stand for
how many layers with weights are there in the network. At
the end of the models, there is a flatten layer, followed by two
dense layers and a final output layer.
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D. ResNet50

Researchers have learned that deeper networks are better
performing, however these networks showed problems with
optimization, vanishing/exploding gradients and degradation.
Therefore, the ResNet architecture [21] makes use of skip
connections to solve these problems in very deep networks. By
using residual blocks, we can construct networks of any depth
with the hypothesis that new layers are helping the model
learn new patterns. The ResNet50 model, used in this paper,
consists of 50 layers with weights.

E. InceptionV3 and Xception

The InceptionV3 architecture [22] is third version and the
successor of the GoogLeNet model. The goal of the inception
model is act as a multi-level feature extractor. Convolutions
of 1x1, 3x3 and 5x5 are computed within the same module of
the network and they are stacked together along the channel
dimension. By performing 1x1 convolutions, the inception
module preserves the spatial dimensions but reduces the depth.
The Inception network also consists of two auxiliary classifica-
tion outputs which are used to inject gradients at lower layers.
The Xception architecture [23] is an extension of the Inception
network which replaces the regular inception modules with
depth-wise separable convolutions.

F. Training details

All previously presented models can be seen as composed
of two parts, a feature extractor and a classifier. The feature
extractor part is kept with Imagenet pre-trained weights, while
the classifier is replaced with a global average pooling layer,
followed by a dropout layer and finally a dense layer. The
dropout layer is with a rate of 0.5 and it is used in order
to prevent over-fitting. The dense layer has one node with
a sigmoid activation function. The general architecture of all
presented models can be seen on Fig 2.

First, the weights of the feature extraction layers of every
model are freezed, while the newly added classifiers are trained
for 5 epochs, batch size of 64, with an Adam optimizer, a
learning rate of 3e-4 and using binary cross-entropy loss. This
is done so that the model can learn to turn the previously
learned features into predictions on our dataset, while not
destroying any of the formerly acquired knowledge. For the
second phase of the training, we unfreeze all the layers and
continue the training for another 5 epochs with a smaller
learning rate of 5e-5, while all the other parameters are left
the same. This is also referred to as fine-tuning of the entire
model, where we are slowly adapting the pre-trained features
to the new data.

The training accuracies of all fine-tuned models can be seen
on Fig 3.

V. EVALUATION

The previously described model were evaluated on the
FLAME test dataset [12] , consisting of 8,617 images. All
of the results and gathered metrics can be seen on Table I.
The first column presents the models’ accuracies on the test

Fig. 2. General architecture of all used models

set after training the top or the classifier part of the model.
On the second column accuracies after fine-tuning the models
are shown. Next, there are the total number of parameters, the
sizes of the top-trained and fine-tuned models respectively, as
well as the average prediction times per image.

In the original paper, where the FLAME dataset is presented
[12], the authors implement a Xception network, train it
without transfer learning and get an accuracy of 76% on the
test dataset. In comparison with our obtained results, we can
observe that after fine-tuning, all the models show increased
accuracy. This increase is attributable to the usage of transfer
learning and fine-tuning. The best performing model in term
of accuracy is the ResNet50, reaching 88% accuracy, closely
followed by InceptionV3 with 87%.

The reason for including the model size and prediction time
into our evaluation is due to the time sensitive nature of the
fire detection problem and the limited hardware that a drone
can be equipped with. Note that, by using a global average
pooling layer instead of dense layers, we reduce the total
number of parameters and with that reduce the models’ size.
All models show great potential to be used for real-time early
fire detection, ranging from 168 to 274 Mb in size and being
able to predict fire in a new image in fractions of a second.
These experiments were done using Google Colab, therefore
the prediction time may vary on different hardware.

The whole implementation of the models and the performed
experiments are available on GitHub [24].

VI. CONCLUSION AND FUTURE WORK

This paper aimed to develop a convolutional neural network
with the use of transfer learning for the purpose of detecting
early wildfires by drones equipped with cameras. Five differ-
ent CNN architectures were fine-tuned and evaluated to the
FLAME dataset. The best performing model was a ResNet50
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Model Top-trained accuracy Fine-tuned accuracy Num. parameters Model size (in Mb) Prediction time (in seconds)
VGG16 77.89 % 80.76 % 14.7 mil 56.5 / 168.9 0.35

VGG19 69.44 % 83.43 % 20 mil 76.8 / 229.7 0.43

ResNet50 66.11 % 88.01 % 23.5 mil 94.4 / 274.9 0.12

InceptionV3 67.48 % 87.21 % 21.8 mil 90.3 / 257.3 0.08

Xception 71.93 % 81.3 % 20.8 mil 83.1 / 242.5 0.18

TABLE I
COMPARISON OF MODELS’ TEST ACCURACY, NUMBER OF PARAMETERS, SIZE AND AVERAGE PREDICTION TIME PER IMAGE

Fig. 3. Training accuracies of the fine-tuned models

network that achieved an accuracy of 88%, with small memory
usage and fast prediction time, making it suitable for real-
time application. We believe that this type of system can
be of great use to firefighting departments so that they can
effectively monitor, detect and control wildfires as well as to
reduce environmental damage.

Regarding future work, the performance of the models
may be further improved by training them for more epochs,
optimizing the hyper-parameters such as learning rate, batch
size, by using different augmentation techniques or by trying
out different network architectures. Having bigger datasets
of UAV-collected fire images will also greatly improve the
generalization capability of the networks. This may also be
achieved by training the models on different types of fire
images as well as drone-collected images specifically. Another
way of improving the performance of the neural networks is
by using multi-modal learning and including thermal images
and different sensors to the analysis.
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