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Preface

This volume contains the papers presented at the 18th International Conference for Informatics
and Information Technology (CIIT 2021), which was held as an online conference on May 6-7,
2021. The conference was organized by the Faculty of Computer Science and Engineering, Ss.
Cyril and Methodius University in Skopje, Republic of North Macedonia. As the COVID-19
pandemic entered 2021, the same restrictions, more or less, were still in effect, unfortunately. It
was the reason that the conference was held online for the second year in a row. However, this
was also an opportunity for the conference to have increased attendance and for the authors
to be able to present their work to a broader audience. The conference was publicly available
to everyone interested. Likewise, we have other students and staff of the Faculty of Computer
Science and Engineering, as well as attendees from other companies and institutions. Addi-
tionally, we had participants at the conference from neighboring countries. In general, we had
a lot of excellent submissions from the country and the region. The aim of the 18th edition
of the CIIT conference, as in previous editions, was to provide an opportunity for young re-
searchers from the country and abroad to present their work to a broader research community
and get valuable feedback on their work. For the 18th edition of the conference, we had 49
paper submissions, of which 22 were accepted as full papers, 5 short papers, and 12 student
papers. During the conference, we had 37 presentations organized in 5 paper sessions and 2
student sessions. Additionally, we had three keynote lectures and three workshops as part of
the conference.

This year we continued the tradition of this conference and awarded our hard-working
students. However, the grading considered several aspects of each paper: technical quality,
scientific contribution, and oral presentation. The session chairs and conference chairs graded
each paper regarding those qualities, and we also considered the reviewer grades and comments.
In the end, we had a difficult job, but we finally reached a consensus and decided to award
instead of one, two students, one for the best paper and one for the best presentation.

The online format of the conference allowed the participants to attend all the talks covering
a diverse range of topics. We are proud to have participants from almost all academic institu-
tions in Macedonia and several from the state public institutions and business sector as well as
neighboring countries. We had the pleasure of hosting three invited speakers. Our first keynote
speaker was Jasmina Bogojeska, PhD, a research staff member in the Al Automation group in
the Cognitive Computing and Industry Solutions Department at IBM Research — Zurich work-
ing in the area of machine learning, deep learning, and natural language processing (NLP). The
main focus of her work is application-inspired machine learning, where she is developing and
applying machine learning solutions to various challenging real-world problems from the areas
of services research and health informatics.

Our second keynote speaker was Milivoj Simeonovski, PhD. Milivoj currently holds the po-
sition of the CPO (Chief Product Officer) at AIS Advanced IT-Security Solutions, a company
where he is also a founding member. The company was founded as a spin-off of CISPA (Center
for Information Security, a German national Big Science Institution within the Helmholtz As-
sociation). It touches on different aspects of the security research conducted by Milivoj while
working on his PhD.

The third keynote speaker was Gjorgji Strezoski. He started his PhD at the University
of Amsterdam as a researcher in the VISTORY project, where he is exploring the multi-task
multi-modal nature of artistic data with deep learning methods. As a part of his PhD work he
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was also a research scientist in the ViSenze computer vision research team in Singapore. His

research interests include Computer Vision, Active Learning, and Information Visualization.
Part of the conference success is owed to the support received from our partners and

sponsors: Ss. Cyril and Methodius University in Skopje and ICT-ACT Association in Skopje.

September, 2021 Hristina Mihajloska Trpcheska
Skopje Ivan Kitanovski
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The 18th International Conference on Informatics and Information Technologies - CIIT 2021

A Short Review of Challenges and Benefits for Big
Data in Healthcare Sector: eHealth and Analytics

1%t Viktor Denkovski
School of Computer Science and
Information Technology
University American College Skopje
Skopje, Macedonia
0000-0001-6577-1760

Abstract—After many years of research and technological
advancements, the accumulation of big data enables various
opportunities. Development in using and analyzing big data in
the healthcare sector started to appear recently in many studies.
By exploiting and analyzing big data with powerful systems such
as healthcare systems, it can provide improvements for patient
outcomes, reduce medical expenses, improve patient-physicians
relationships, disease surveillance and prediction, health
management, etc. This paper introduces big data in healthcare
information systems, and the provided benefits. Technological
progress, tools, and methods to use for analyzing big data in
healthcare are presented. Furthermore, challenges of big data
analytics regarding healthcare information systems are
discussed. In addition, opportunities for R.N. Macedonia with
the current eHealth establishment were presented.

Keywords—big data, healthcare, analytics, big data tools,
challenges and benefits

. INTRODUCTION

Big data represent not a single method, technology or
resource, preferably it represents many areas of trending
technology that include various fast-changing and diverse data
[1]. Initially, the term Big Data was considered a problem in
which data was generated more than it was being able to
actually process. As various large amounts of data are being
generated in an unstructured, semi-structured, and structured
form by many worldwide institutions, combined this
heterogeneous data represent big data [2]. The increasing
production of digital data by public and private
administrations, a large number of industries, non-profit
sectors, business, and scientific researching has led to
generating around 2.5 quintillion bytes of data every day, of
which 90% of the data is unstructured [3]. Big data is a product
of individual and collective information shared via
technological environment in which everything can be
memorized, measured, and written digitally [3]. It was made
possible with the distribution of smart devices, using the
Internet of Things (1oT), and cloud computing [1]. After many
years of research within this topic, together with the
technological advancements, Big Data now is considered as
an opportunity. The generated big data is being exploited by
powerful systems and applications such as smart grids,
government, healthcare systems, etc. on the end-user [4].
Barber et al. [5] reported on the recent development of big data
platforms like Hadoop [6] and Spark [7], which were created
specifically to run complex and time-consuming analytics on
big data. Furthermore, all these different platforms for
processing big data have their own advantages and
disadvantages which determine how different sectors employ
different tools depending on their requirements [8].
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University American College Skopje
Skopje, Macedonia
0000-0002-0316-6052
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However, using the accumulating big data for any kind of
improvement in all sectors can face many challenges. In a
review by Sivarajah et al. [3], a data lifecycle is presented,
which is divided into data, management classification, and
process concerning big data challenges. Data challenges are
representing the data characteristics (volume, variety,
variability, visualization, etc.), process challenges include
facing problem during the processing of the data (data mining,
analysis and modeling, data implementation, etc.), and
management challenges face privacy problems, security, lack
of knowledge on understanding the data. Oussous et al. [4]
confirms that the lack of flexibility, scalability and
performance in the context of big data management needs to
be improved by cleaning, processing, analyzing, securing, and
enabling access to the data. Additionally, the wide use of big
data also relies on privacy preservation and security. As such,
Ye et al. [9] reported on privacy and security issues regarding
big data divided in categories in which the infrastructure
security (Hadoop, cloud security, and DoS attacks), data
privacy (encryption, data anonymization, and access control),
and data management (key management, data provenance,
and monitoring and auditing) are concerned. For example, for
big data in healthcare protecting the sensitive patients’
information, is crucial when dealing with security and privacy
issues. Furthermore, Jain et al. [10] point out the differences
between privacy and security issues that arise when dealing
with big data in which the security prime goal is to protect the
data, not being adequate for addressing privacy. They explain
that privacy of data is more prone to managing individual
personal data (setting up policies to ensure consumers that
their personal information is being collected, shared, and used
in a proper way) and security is more focused on safeguarding
the data from malevolent attacks and exploit the stolen
information for profit. The purpose of this literature review is
to analyze the importance of big data in the healthcare sector.
What methods and technologies are recommended to analyze
the big data, benefits, challenges, and issues in regards to the
healthcare industry? Furthermore, this study explores the
Macedonian current establishments towards big data
accumulation in the healthcare sector. The paper is organized
in five main sections. The first part reviews the use of big data
in healthcare sector. The second part discusses how big data
can be used by healthcare information systems. Furthermore,
in third part various tools and analytic methods are examined
that can be used for healthcare. In continuation, part four
discusses the opportunities in regards to the big data in
healthcare for R.N. Macedonia with its current eHealth
establishment. Finally, section five concludes the paper.
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I1. USE OF BIG DATA IN HEALTHCARE SECTOR

According to a systematic review by Khanra et al. [11],
development in using and analyzing big data in the healthcare
sector started to appear recently in many studies, and the
healthcare system was composed of three modules: medical
providers of healthcare services, services associated with
medical care, such as health research and insurance, and
medical consumers. Additionally, the pharmacy industry and
shareholders started repeatedly to analyze big data to gain
knowledge and overview on various activities regarding their
sector, however, it is still in early stages [2]. Towards
digitalization of patients’ medical records in the healthcare
sector, the increase in the capacity of data is making it more
complex and diverse, including unstructured, semi-structured,
and structured data in various formats, such as image, text,
video, audio, etc. [10]. Digitalizing healthcare combined with
data analytics is opening new opportunities for the future in
healthcare information systems together with electronic health
records (EHR) being a very important structure for this
purpose [12]. Digitalization of healthcare data is in advanced
stadiums in some EU countries. The first exchange started
between Estonia and Finland in January 2019 and other 22
countries that are part of the eHealth digital service
infrastructure are expected to exchange e-Prescriptions and
patient summaries by the end of 2021 [13]. However, in R.N.
Macedonia, the eHealth Digital Service Infrastructure is still
in its early stages. As reported in WHO Regional Office for
Europe [14], breaking down health care for studying and big
data are very important, but are not traverse sufficiently and a
very small number of plans and strategies are provided to
contribute in this field. This report shows that only 13 percent
(6 countries) of the EU countries possess national regulations
or plans that were put into operations on big data in this area
and a small amount, only 9 percent (4 countries) is controlled
by the private sector. The reason being that, if this field is not
explored by the public health authorities then the private
sector will jump to the opportunities and utilize its
prospective. Big data analytics can be crucial and
influenceable in the healthcare areas providing surveillance of
diseases, prediction and support of clinical decisions, and
health management [15, 16]. Proper and correct information
input of data is crucial in using the information for positive
benefits. As reported by Sivarajah et al. [3] in the UK National
Health Service where data is recorded from millions of
patients (medical reports, x-ray data, prescriptions, etc.),
which are being used by the physicians. If wrong information
and data are stored on the patients, it can lead to wrong
diagnoses and medical records. In order to avoid mistakes, an
extraction method to mine out the necessary information from
unstructured big data and present it in structured form is
required. Jain et al. [10] pointed out that big data presented a
complete contemplate of different tools and methods that can
be used in pervasive healthcare in a disease-distinct way. As
such, it would be able to cover major diseases for fast
detections and treatments with the use of information
technology, including non-fatal and fatal falls, Parkinson’s
disease, stress, cardio-vascular disorders, etc. Many studies
reported the perspective of big data in healthcare, talking
about monitoring and care of patients, diagnosing various
diseases, proposing methods for treatments, and other areas.
Khanra et al. [15] mentioned the enhanced risk-profiling based
on a Bayesian multitask learning approach [17] that has
revolutionized possibilities for clinical practices by
minimizing failures and lower delays for preventive
interventions.

As mentioned above, when it comes to the privacy and
security of patients’ medical records, big data in healthcare
information systems raises concerns. Mainly, the information
is gathered in data centers accommaodated with different levels
of security. As such, traditional security options and solutions
could not be directly set to large and various data sets [18].
The raised demand for healthcare cloud solutions leads to
increased complexity in security for a large number of
software solutions that handle various data formats and
sources [10]. That is why big data needs to be managed
properly before it is revealed for data analyses. Table 1 shows
the seven key elements that need to be considered when
dealing with big data in healthcare according to Jain et al. [10]
and other studies that support them.

Table 1. Key elements to consider when working with big data in
healthcare supported by studies

Key element Purpose Studies
Especially important for
healthcare analytics having [2][’1%0]’
Data in mind industry, local and [19]’
management regional standards for [20]’
common data [21]’
representation.
Threat sources prediction
and analyzing security
risks in real-time is very [10],
important especially in [15],
Security cloud-based solutions that [16],
govern health information, [21],
protecting it from attacks [22],
such as stealthy malware [23]
and distributed denial of
service (DDoS).
Essential for keeping
patients’ information [10],
private by implementing [15],
Privacy various encryption plans [16],
that allow prediction [22],
algorithms on encrypted [23]
data.
Collected from various
sources, the health data
may be complex and pretty
much unsorted. When
dealing with EHR systems,
where the data is not
collected mainly for [3][’150]’
Quality of data | analytic purposes there [16]!
may be issues like missing [23]’
data or incorrectness by
the physicians
overworking, system
interfaces that are not user-
friendly, and no human
validation checks.
Having the risk of [10]
violating patients’ private [15]’
. information, there are legal '
Sharing of data difficulties i . [16],
ifficulties in sharing and [21]
accessing the health data. [22]’
As such, health data must
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be anonymous by
incorporating various de-
identification methods and
masking for it to be used
by researches following
legal data sharing
agreements. In order for
the data to be analyzed and
not to lose the quality by
overprotecting it with
security and anonymity,
there must be some
balance between these
elements.

Big data can be used for
prediction of diseases and
people management.
However, due to dealing
with patients’ life, it is
very important not to lean
too much on prediction [15],
models when making [19],
crucial decisions for [20]
treatments that may bring
further harm. Every
constructed data-mining
model has its own
accuracy purposes.

Due to the complexity of
various DM methods and
being not very
understandable by non-
technical personnel, many
physicians prefer the
traditional statistical
techniques. It is very [16],
important for the data [19],
analyst to know the [20]
different methods and their
accuracy measurements in
order to apply them when
analyzing certain health
dataset.

Lean on 2], [10],

predictive
solutions

[2], [10],
Various [15],
methods for

analytics

I11. BIG DATA AND HEALTHCARE INFORMATION SYSTEMS

When it comes to the technological aspect of big data in
healthcare, we can talk about the real application of
technology to capture the importance of healthcare through
mHealth and eHealth services. This area encloses similar
issues, such as disease monitoring and alerting systems [15].
For example, Shao et al. [24] developed an algorithm based
on reducing variable neighborhood search in order to enhance
the operations of eHealth networks. Furthermore, a study by
Bravo et al. [25] shows that mHealth services could be
assigned to regulate real-time patient evaluations. Supriya and
Deepa [19] mentioned deep learning in healthcare as a type of
machine learning (ML), which uses neural networks to raise
computational power and enable more precise results using
big data. They talk about using deep learning for healthcare
management information systems in order to accomplish
lower prices, reduce unnecessary hospital stays, discover

patterns of diseases, and improvement in healthcare and
resource distribution. Wang and Alexander [16] explain the
benefits of using information technology to apprehend big
data in healthcare in order to explore information and make
better policies. Japan is already using big data technologies for
improvement in healthcare for the elderly population. By
analyzing big data, it would be possible to extract important
information from very large and complex datasets through
data mining (DM). The difference between ML and DM is
that, while ML tries to discover data patterns and then alerts
on its findings improving the program’s understanding along
the way, applications that use DM are extracting data based on
human comprehension [2]. Table 2 presents the big data
features that could be mined in healthcare in different aspects
[16].

Table 2. Big data features in healthcare (Wang and Alexander,

2017) [16]
Aspects Description Examples in healthcare

Volume Data size Treatment plans, multiple

conditions, and cohorts of
patients

Velocity Data Sensing and diagnostics
generation transmitting patients’ status
rate (batches, | and behaviors
streams,
infrequent
intervals)

Variety Various Clinical, medical, and
formats and omics data and images
data types from various patients under
(numbers, diverse conditions
text, images)

Variability | Data change Health data from wearable
with time Sensors

Veracity Imprecise or Clinician notes about
untruthful patients’ states, patients’
data feedback

Value Inherent value | Drug side effects
(often identification and many
achieved patients’ feedback analytics
through DM)

Complexity | Hierarchies, Multi-morbidity, Multi-
linkages pharmacy
between items
and recurrent
structure of
data

Sparseness | Very little Missing data from patient
useful input on their symptoms
information and progress
(due to
missing data,
null values,
etc.)

Sousa et al. [20] reported using big data analytics to help
healthcare organizations with decision-making and people
management. Different types of IT analytic tools can be used
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to help healthcare organizations to provide better and more
precise decisions. Furthermore, many mobile and web
applications have been developed for healthcare that enables
patients’ to provide initial symptoms to the physicians via a
web server. The apps may provide instructions in first aid,
emergency help for various treatments or navigate the
patients’ to appropriate medical facilities [16]. The most
spread application of big data in healthcare is the EHR where
medical records of patients’ are stored including their medical
history, diagnoses, symptoms, and laboratory test results.
These records are shared in both private and public sectors
along with healthcare providers through a secure health
information system. The data stored for each patient is
changeable and physicians have the option in updating the
information over time, excluding the need for paper and
creating duplicate data [2].

IV. TooLS AND ANALYTIC METHODS

As healthcare data comes from various sources including
EHRs, genome data files and databases, text and images,
support systems for clinical decisions, government sources,
etc. they are accessible in various scheme tables as ASClI/text
and are stored in different locations [2]. As such, various tools
and techniques are needed to explore big data and IT uses the
Hadoop platform to do so. For processing data sets from the
healthcare sector, the Apache Hadoop architecture includes
tools such as Pig, Mauhaut, Oozie, MapReduce, Hive, Avro,
and others [30]. Kumar and Singh [2] recommended
conceptual architecture of big data analytics that can be used
for health informatics presented in Figure 1.

Big Data Sources

[ EHR Textimages Clinical Decisions  Government Sources  Genome Database Genome Data Files

Big Data Tools / Platforms for Processing l

HB
Distributed, Scalable Database

l l Big Data Analytics l l
Queries

Reports oLAP Data Mining

E — S S — S — e —

Figure 1. Architecture proposal of big data analytics for health
informatics. (Kumar and Singh, 2019) [2]

Apache Pig as a platform is used for analytics on large data
sets for the flow of data in the high-level applications, mainly
because of its structure that is compliant to parallelization
[27]. Apache Oozie as a workflow structure for processing, it
enables users to outline work sequences in various languages
then carefully join them to each other [28]. Hadoop
Mapreduce a YARN-based system (Yet Another Resource
Negotiator - an Apache Hadoop technology), which is a large-
scale, distributed operating system for big data applications,
used for parallel processing of large data sets in a dependable
manner that is fault-tolerant [29]. Apache Avro is a
serialization framework that enables simple implementation
with dynamic languages, rich data structures, a warehouse for
storing persistent data, a binary data format that is compact
and fast, and a remote procedure call [30].

Hadoop HDFS as a circulated file structure delivers a large
amount of correspondence on application data. It is very fault-
tolerant, developed to be implemented on low-cost hardware,
and suitable for applications that have large data sets [31].
Apache Hive as a warehouse software it eases writing,
reading, and managing large data sets located in circulated
storage [32]. Apache HBASE as a scattered database it
improves storing data for large tables for randomized real-
time read and write access to the big data [33]. Apache
Mahout as an open-source project it is mainly used for the
creation of adaptable algorithms for ML utilizing popular
techniques such as: classification, clustering, and
recommendation [34].

V. MACEDONIAN EHEALTH INFORMATION SYSTEM AND BIG
DATA ANALYTICS

The electronic health platform (EHP) system as a central
oriented electronic system that can hold all medical associated
data that is saved and operated online began its integration in
various countries [35]. In 2011 in R.N. Macedonia, this EHP
presented itself as an eHealth system by the name
“MojTermin” (My Appointment), which is cloud-based
software, programmed and organized to be adjustable with
other healthcare applications. What started as a primary goal
in the beginning for “MojTermin” to improve the appointment
system for secondary healthcare, evolved into an eHealth
system that holds all health information in regards to
electronic referrals and prescriptions for the patients as part of
its core [14, 36]. This opens new doors for healthcare data
analytics and improvements using the accumulated huge data
for the Macedonian healthcare sector. Following the above-
mentioned example with the same EHP, an eHealth system
was also developed in Serbia by the name “MojDoktor” (My
Doctor) and was put into function in just 9 months [35, 37].
“MojTermin” was developed to join the three healthcare
levels (primary, secondary, and tertiary) in managing patients
and sharing medical data [36, 38]. Additionally, some of the
data on health care are found in the IT system of the Health
Insurance Fund, especially those health data that are related to
financial calculations [39]. Also, some medical data are
located in local databases of healthcare facilities. Other
solutions  that stream  medical data such as
electroencephalography (EEG) for processing various types of
physiological signals, and electrocardiogram (ECG) for
detection of electrical activity of the hearth are in need of fast
processing power with artificial algorithms (Al) algorithms,
thus presenting additional big data examples, which are fit into
the definition of velocity, volume, variety, etc. Gusev et al.
[40] present a development of an ECG m-Health solution and
its challenges. As the system is to detect and alert of a possible
heart attack in a 24h health monitoring state, it requires
technologies to filter sufficient quality of the ECG signal and
visualization with processing demands as small as possible.
Trivodaliev et al. [41] reported on the challenges in
proteomics, which is computational function prediction. They
discuss this problem in protein interaction networks and
present a simple deep learning model in six-layers design for
the protein function learning, as big data is generated dally on
proteins. Dimitrievski et al. [42] reported on Ambient Assisted
Living (AAL) as a promising approach to facilities the elderly
to live longer in their family residential environments and how
the analysis of the data generated from the loT devices would
benefit by using ML techniques. They talk about the
protentional of ML and Al to be used in the generated data
from the used sensors in AAL.
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Dash et al. [21], provide a very good review, and De
Mauro et al. [43] a good formal definition of the term “big
data” based on its most essential features pointing that big data
is unwieldy to the traditional software, and we are in a need of
an advanced technological applications and optimized
software that would be able to utilize fast and cost-efficient
high-end computational power for such complex tasks.
Implementation of Al and novel fusion algorithms would be
necessary to make sense from this large amount of data.
Having to consider the importance of big data in healthcare
and the benefits it brings, a further research is needed to
investigate how the authorities, the public and private major
shareholders in healthcare in R.N. Macedonia are using this
powerful information. Some of the basic questions for further
investigation would be the following: Are they familiar with
the recommended analytic tools for big data in healthcare
given in the literature review, or are they using others, and
moreover which ones? How do they extract information from
the large data sets? For what purposes do they use that
information?

VI. CONCLUSION

Nowadays, after a long period of research and technical
improvements, big data now represent great opportunities. As
such, very powerful systems and applications are being
developed to support big data in the healthcare sector.
However, there are challenges when it comes to big data usage
in healthcare, especially when privacy and security are
concerned. Healthcare data digitalization combined with data
analytics are opening new possibilities for the future in
eHealth information systems. Big data analytics is very
important in healthcare providing benefits like disease
management and prediction, support clinical decisions, and
health monitoring. All this is very important when trying to
make the best usage of big data in healthcare and it would be
highly beneficial for all the countries to consider the options
of improving their health system. As healthcare data
accumulates from various data sources including EHRs, text
and images, genome data files and databases, support systems
for clinical decisions, government sources, etc., they are
accessible in different scheme tables as ASCll/text and are
stored in different locations. In order to make full usage of
these opportunities, different tools and methods are required
to explore big data and IT uses the Hadoop platform
completed with many analytic tools for that purpose. In the
case of R.N. Macedonia, the eHealth digital information
infrastructure is still in its early stages. The Macedonian
eHealth system “MojTermin” holds all health information in
regards to electronic referrals and prescriptions for the patients
as part of its core. This opens new doors for healthcare data
analytics and improvements by using the accumulated huge
data. Further research is required to investigate the usage of
the mentioned techniques regarding the Macedonian
healthcare sector and do a comparison with other countries.
That would surely lead to various improvement possibilities
within.

REFERENCES

[1] Garg, N., Singla, S., & Jangra, S. (2016). Challenges and Techniques
for Testing of Big Data. Procedia Computer Science, 85, 940-948.
doi:10.1016/j.procs.2016.05.285

[2] Kumar, S., & Singh, M. (2019). Big data analytics for healthcare
industry: impact, applications, and tools. Big Data Mining and
Analytics, 2(1), 48-57. doi:10.26599/bdma.2018.9020031

(3]

(4]

(5]

(6]

(71
(8]

(]

(10]

(11]

[12]

[13]

(14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

Sivarajah, U., Kamal, M. M., Irani, Z., & Weerakkody, V. (2017).
Critical analysis of Big Data challenges and analytical methods.
Journal of Business Research, 70, 263-286.
doi:10.1016/j.jbusres.2016.08.001

Oussous, A., Benjelloun, F.-Z., Ait Lahcen, A., & Belfkih, S. (2017).
Big Data technologies: A survey. Journal of King Saud University -
Computer and  Information  Sciences, 30(4), 431-448.
doi:10.1016/j.jksuci.2017.06.001

Barber, R., Garcia-Arellano, C., Grosman, R., Miller, R., Raman, V.,
Sidle, R., Spilchen, M., Storm, A., Tian, Y., Tozun, P., Zilio, D.C.,
Huras, M., Lohman, G., Mohan, C., Ozcan, F., & Pirahesh, H. (2017).
Evolving Databases for New-Gen Big Data Applications. CIDR.

Apache Cassandra. http:/cassandra.apache.org [Accessed: Feb 02,
2021]

Apache Spark. http://spark.apache.org/ [Accessed: Feb 02, 2021]

Baig, M., Shuib, L., & Yadegaridehkordi, E. (2019). Big Data Tools:
Advantages and Disadvantages. JSCDSS, 6(6), 14-20

Ye, H., Cheng, X., Yuan, M., Xu, L., Gao, J., & Cheng, C. (2016). A
survey of security and privacy in big data. 2016 16th International
Symposium on Communications and Information Technologies
(ISCIT), Qingdao, 268-272. doi:10.1109/iscit.2016.7751634

Jain, P., Gyanchandani, M., & Khare, N. (2016). Big data privacy: a
technological perspective and review. Journal of Big Data, 3(1).
doi:10.1186/s40537-016-0059-y

Khanra, S., Dhir, A., Islam, A. K. M. N., & Méntyméki, M. (2020). Big
data analytics in healthcare: a systematic literature review. Enterprise
Information Systems, 14(7), 878-912.
doi:10.1080/17517575.2020.1812005

Gavrilov, G.,Trajkovik, V. (2016). New model of Electronic Health
Record: Macedonian case study. Journal of Emerging Research and
Solutions in ICT, Vol.1, No.2, 86-99.
doi:10.20544/ERSICT.02.16.P08

European Commission: Exchange of Electronic Health Records across
the EU, Shaping Europe’s digital future, Policy. [Online]. Last update:
26 January 2021 [accessed 2021 Feb 11]. https://ec.europa.eu/digital-
single-market/en/exchange-electronic-health-records-across-
eu#:~:text=The%20eHDS1%20connects%20eHealth%20national,suc
h%20health%20information%20by%202021

WHO Regional Office for Europe: From innovation to implementation
eHealth in the WHO European Region, WHO Regional Office for
Europe, Copenhagen, 2016. [accessed 2020 Feb 18]
http://www.euro.who.int/__data/assets/pdf_file/0012/302331/From-
Innovation-to-Implementation-eHealth-Report-EU.pdf

Khanra, S., Dhir, A., Islam, A. K. M. N., & Méntyméki, M. (2020). Big
data analytics in healthcare: a systematic literature review. Enterprise
Information Systems, 14(7), 878-912.
doi:10.1080/17517575.2020.1812005

Wang, L., & Alexander, C. (2019). Big Data Analytics in Healthcare
Systems. International Journal of Mathematical, Engineering and
Management Sciences. 4. 17-26. 10.33889/IJMEMS.2019.4.1-002.

Goncalves, A., Ray, P., Soper, B., Widemann, D., Nygard, M., Nygard,
J.F., & Sales, A.P. (2019). Bayesian multitask learning regression for
heterogeneous patient cohorts. Journal of Biomedical Informatics: X,
4 (2019). doi: https://doi.org/10.1016/j.yjbinx.2019.100059.

Yuan, T. (2017). Towards the Development of Best Data Security for
Big Data. Communications and Network. 09. 291-301. doi:
10.4236/cn.2017.94020

Supriya, M., & Deepa, A.J. (2020). Machine learning approach on
healthcare big data: a review. Big Data and Information Analytics.
5(1): 58-75. doi:10.3934/bdia.2020005

Sousa, M. J., Pesqueira, A. M., Lemos, C., Sousa, M., & Rocha, A.
(2019). Decision-Making based on Big Data Analytics for People
Management in Healthcare Organizations. Journal of medical systems,
43(9), 290. https://doi.org/10.1007/s10916-019-1419-x

Dash, S., Shakyawar, S.K., Sharma, M. et al. (2019). Big data in
healthcare: management, analysis and future prospects. J Big Data,
6(54). https://doi.org/10.1186/s40537-019-0217-0

Pastorino, R., De Vito, C., Migliara, G., Glocker, K., Binenbaum, 1.,
Ricciardi, W., & Boccia, S. (2019). Benefits and challenges of Big Data
in healthcare: an overview of the European initiatives. European
Journal  of  Public  Health, 29(Supplement_3), 23-27.
doi:10.1093/eurpub/ckz168



http://cassandra.apache.org/
http://spark.apache.org/

[23]

[24]

[25]

[26]

[27]
[28]
[29]

[30]
[31]

[32]
[33]
[34]
[35]

The 18th International Conference on Informatics and Information Technologies - CIIT 2021

Ristevski, B., & Chen, M. (2018). Big Data Analytics in Medicine and
Healthcare.  Journal of Integrative  Bioinformatics, 0(0).
doi:10.1515/jib-2017-0030

Shao, Y., Wang, K., Shu, L., Deng, S. & Deng., D. J. (2016). Heuristic
optimization for reliable data congestion analytics in crowdsourced
eHealth networks. IEEE Access. 4: 9174-9183. do0i:10.1109/
ACCESS.2016.2646058.

Bravo, J., Hervas, R., Fontecha, J. & Gonzélez.. I. (2018). m-Health:
lessons learned by M-experiences. Sensors, 18 (5): 15609.
doi:10.3390/518051569.

Senthilkumar, S.A., Bharatendra, K.R., & Gunasekaran, A. (2018). Big
Data in Healthcare Management: A Review of Literature. American
Journal of Theoretical and Applied Business. 4. doi:
10.11648/j.ajtab.20180402.14.

Apache Pig. https://pig.apache.org/ [Accessed: Feb 02, 2021]

Apache Oozie. http://oozie.apache.org/ [Accessed: Feb 02, 2021]
Hadoop MapReduce.
https://hadoop.apache.org/docs/rl.2.1/mapred_tutorial.html
[Accessed: Feb 02, 2021]

Apache Avro. https://avro.apache.org/ [Accessed: Feb 02, 2021]
Hadoop HDFS (Hadoop Distributed File system)
https://hadoop.apache.org/docs/rl.2.1/hdfs_design.html  [Accessed:
Feb 02, 2021]

Apache Hive. https://hive.apache.org/ [Accessed: Feb 02, 2021]
Apache HBASE. http://hbase.apache.org/ [Accessed: Feb 02, 2021]
Apache Mahout. https://mahout.apache.org/ [Accessed: Feb 02, 2021]
Atanasovski, B., Bogdanovic, M., Velinov, G., Stoimenov, L.,
Sahpaski, D., Skrceska, l., Kon-Popovska, M., Jankovic, D., &
Jakimovski, B. (2017). Transforming an Enterprise E-Health System
from Process Oriented to Model Driven Architecture.

(36]

(37]

(38]

(39]

[40]

[41]

[42]

(43]

Velinov, G., Jakimovski, B., Lesovski, D., Panova, D.I., Frtunik, D., &
Kon-Popovska, M. (2015). EHR System MojTermin: Implementation
and Initial Data Analysis. Studies in health technology and informatics,
210, 872-6.

MojDoktor Public Portal. [Online].
https://www.mojdoktor.gov.rs. [Accessed Feb 02, 2021]

Law of healthcare protection, Official Gazette of the Republic of
Macedonia Nb. 43 from 29.03.2012 (2012). [Online]. Available
https://www.refworld.org/pdfid/54edef434.pdf. [Accessed Feb 02,
2021]

Gavrilov, G., Simov, O., and Trajkovik, V. (2020). Analysis of
digitalization in healthcare: case study in Dimitrovska, V., Dimitrovski,
1. (eds.) ICT Innovations 2020. Machine Learning and Applications,
Conference proceedings of 12" International Conference, pp. 202-
216. ISBN: 978-3-030-62097-4

Gusev, M., Stojmenski, A., and Chorbev, I. (2016). Challenges for
development of an ECG m-Health solution. Journal of Emerging
research and solutions in ICT. 1. 25-38. 10.20544/ERSICT.02.16.P03.

Trivodaliev K., Josifoski M., Kalajdziski S. (2018) Deep Learning the
Protein Function in Protein Interaction Networks. In: Kalajdziski S.,
Ackovska N. (eds) ICT Innovations 2018. Engineering and Life
Sciences. ICT 2018. Communications in Computer and Information
Science, vol 940. Springer, Cham. https://doi.org/10.1007/978-3-030-
00825-3_16

Dimitrievski, A., Zdravevski, E., Lameski, P., and Trajkovik, V.
(2016). A survey of Ambient Assisted Living systems: Challenges and
opportunities. 2016 IEEE 12th International Conference on Intelligent
Computer Communication and Processing (Iccp).
doi:10.1109/iccp.2016.7737121

De Mauro, A., Greco, M. and Grimaldi, M. (2016). A formal definition
of Big Data based on its essential features, Library Review, Vol. 65 No.
3, pp. 122-135. https://doi.org/10.1108/LR-06-2015-0061.

Available



https://pig.apache.org/
http://oozie.apache.org/
https://hadoop.apache.org/docs/r1.2.1/mapred_tutorial.html
https://avro.apache.org/
https://hadoop.apache.org/docs/r1.2.1/hdfs_design.html
https://hive.apache.org/
http://hbase.apache.org/
https://mahout.apache.org/
https://www.mojdoktor.gov.rs/
https://www.refworld.org/pdfid/54edef434.pdf

The 18th International Conference on Informatics and Information Technologies - CIIT 2021

Analysis and guidelines for improving the current
state of accessibility of Macedonian websites for
people with disabilities

1*' Ana Tripunoska
Faculty of Computer Science
and Engineering
Ss. Cyril and Methodius, University
Skopje, North Macedonia
atripunoska@ gmail.com

Abstract—Access to the WWW has always been a significant
and major problem in the field of web design and its usage.
The most commonly used slang phrase ”surfing the Internet”
means fast and free access, indicating its importance among
designers and users. However, the web is not equally available to
everyone. While it is a highly interactive and designed to increase
communication and collaboration, the user interface can be quite
complex, not intuitive and difficult to use, especially for people
with disabilities.

There are approximately 1 billion people with disabilities in
the world having hard times using the Internet. Web accessibility
aims to help those people understand, navigate and interact with
the Internet as well as with society. There are specifications that
websites need to meet to provide better experience for this type
of users and to allow their greater inclusion in the society.

In this paper, we study the different types of disabilities of
the Internet users, the tools that can be uses to analyze the
accessibility of the websites and the specifications that need to
be followed to make the websites easier to use. It also includes an
analysis of the accessibility of important and frequently visited
Macedonian websites stressing out their weak points regarding
easiness of use by disabled people and pointing out the key
measures that have to be taken towards creating websites for
everyone.

Index Terms—web accessibility, disability, specifications, web
pages

I. INTRODUCTION

Technology has become an important part of people’s lives
and provides new opportunities that make life easier for
everyone. There are about 7.53 billion people in the world
and 4.48 billion Internet users [15]. Around 1 billion people
of the global population have some kind of disability. Some
types of disability make it difficult to consume specific content,
and therefore, people with disabilities need to use assistive
technologies. People with disabilities, however, can not access
web content if the accessibility guidelines are not followed,
so they are restrained from the opportunities provided by
technology [15].

The Internet is basically designed to work for all people,
regardless of their hardware, software, language, location or
capabilities. If the Internet achieves this goal, it is open to
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people with a wide range of hearing, movement, vision and
cognitive abilities.

Accessibility is important aspect for developers and orga-
nizations who want to build high-quality websites and web
tools without exclude anyone from using their products and
services [12].

Digital exclusion of people with disabilities is only one
part of the whole problem of exclusion, where some of the
consequences are poor lifelong earnings and an increased risk
of marginalization. Over time, the Internet has become a basic
way of accessing and obtaining information. Web accessibility
allows everyone, including people with disabilities, to per-
ceive, understand and communicate online.

In this research, data collection will be obtained based on
a comprehensive analysis of Macedonian websites in several
areas of everyday life such as public services, government
sites, news portals, e-shops, banks and health sector. The
purpose of this paper is to explain what web accessibility for
people with disabilities is, how to measure it and to propose
ways in which it can be improved.

II. RELATED WORK
A. What is web accessibility?

Web accessibility means that websites, tools and technolo-
gies are designed and developed so that people with disabil-
ities can use them [15]. Specifically, people can: perceive,
understand, navigate and communicate with the Internet and
contribute to the Internet.

Internet access covers all disabilities that affect Internet
access, including: auditory, cognitive, neurological, physical,
spoken, visual.

Web accessibility also benefits people without disabilities,
for example:

« people who use mobile phones, smartwatches, smart TVs
and other devices with small screens, different input
modes, etc.

o older people whose abilities change over time due to

aging
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o people with a “temporary disability” such as a broken
arm or lost glasses

« people with ’situational limitations”, such as strong sun-
light or in an environment where they cannot hear audio

o people who use slow internet connection

The Internet is becoming an increasingly important resource
in many aspects of life: education, employment, government,
commerce, healthcare, recreation and more. It is essential that
the Internet can ensure equal access and equal opportunities
for people with disabilities.

There is also a strong business aspect to accessibility. It im-
proves the overall user experience and satisfaction, especially
in different situations, on different devices and for older users,
so it can significantly improve the brand, encourage innovation
and expand the market scope [12].

B. Web accessibility standards

Internet accessibility depends on many elements that work
together. Some of them include: web content, user agents and
authoring tools.

Standards play a key role in determining the accessibility
criteria for each of these elements. Some accessibility stan-
dards are easy to meet, but learning the basics of how people
with disabilities use the Internet helps implement them faster
and more efficiently. Some aspects of accessibility require
more technological expertise or specialized knowledge of how
people use the Internet.

1) Web Content Accessibility Guidelines (WCAG): WCAG
are developed through the W3C process in collaboration with
individuals and organizations around the world to provide
a single common standard for accessing web content that
meets the needs of individuals, organizations and governments
internationally [14].

WCAG documents explain how to make web content more
accessible to people with disabilities. Web “content” gener-
ally refers to information on a website or web application,
including:

« information such as text, images and sounds

o code or markup that defines structure, presentation, etc.

WCAG 1.0 [7] was released and became a W3C Recom-
mendation on May 5, 1999. They have since been replaced by
WCAG 2.0 [8].

2)  Accessible Rich Internet Applications (ARIA):
ARIA [13] is a collection of attributes that can be applied
to HTML elements that improve the accessibility of websites
and applications by adding additional information to screen
readers. Screen readers work with plain HTML, but the
addition of ARIA can provide users who use screen readers
with more context and interactivity with the content of the
website. ARIA has no effect on how elements are displayed
or behave in browsers. It does not add new functionality and
aims to act only as an additional descriptive layer for screen
readers. ARIA helps fill in the gaps where native HTML issues
cannot be resolved [2], [4], [9].

The official name of ARIA is Web Accessibility Initiative
- Accessible Rich Internet Applications (WAI-ARIA) (WAI-
ARIA) which is a technical specification published by the
W3C [13].

There are three main components used in ARIA [5]:

o ARIA roles

o ARIA states

o ARIA properties

C. Legislative comparison

In addition to ethical and economic justifications, there
are legal grounds for imposing guidelines for access to web
content in certain countries.

1) USA: The United States Access Committee adopted the
final rule for updating Section 508 of the Rehabilitation Act
of 1973 to January 2017 [11]. The new regulation adopts
seventeen WCAG 2.0 success criteria, but the current Article
508 guidelines cover 22 of the 38 existing A-level and AA-
level criteria. The law stipulates that new requirements must be
implemented for a period of twelve months after publication
in the Federal Register.

2) European Union: Directive (EU) 2016/2102, which en-
tered into force on 22 December 2016, provides persons with
disabilities with better access to public service websites [6].
The rules established by the Directive reflect the ongoing
work of the Commission for the construction of a social and
inclusive European “Equality Union”, where all Europeans
have the opportunity to participate fully and actively in the
digital economy and society.

3) North Macedonia: In 2011, a law was adopted to ratify
the Convention on the Rights of Persons with Disabilities [10].
A National Coordination Body for the Implementation of the
UN Convention on the Rights of Persons with Disabilities has
been established in our country. The National Coordination
Body is composed of 14 members. The National Coordinating
Body has the role of a mechanism for the implementation of
the Convention, cooperates with persons with disabilities and
their representative organizations, coordinates the ministries
and institutions under their jurisdiction for the actions to be
taken to comply with the principles of the UN Convention.

III. ANALYSIS OF ACCESSIBILITY OF MACEDONIAN
WEBSITES

A. Methodology

This paper analyzes the websites of several areas of ev-
eryday life, including: public services, government websites,
e-stores, health sector, banks and news portals.

The tool used to evaluate the Accessibility Score of each
website is EXPERTE [1]. This tool is based on the Lighthouse,
open-source tool, which determines the Accessibility Score (0-
100) indicating the technical availability of the website.

In addition to the EXPERTE tool, we used IBM Equal
Access Accessibility Checker [3]as an add-on to the Firefox
browser to analyze the homepage of the aforementioned web-
sites.
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Accessibility Score of websites of the public services
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Fig. 2. Percentage of elements on the homepage of public service websites
that passed the automatic tests but need manual review vs percentage of
elements that do not need manual review

Automatic accessibility check allows only part of the prob-
lems to be detected and does not check all possible accessi-
bility criteria.

B. Results

1) Public Services: This category covers the following
public service sites:  https://www.telekom.mk/Telekom,
https://www.al.mk/Al, https://neotel.mk/Neotel,
https://vodovod-skopje.com.mk/JP  Vodovod i  Kanal-
izacija - Skopje, https://www.evnonline. mnkEVN
Online, https://beg-snabduvanje.com.mk/BEG and
https://www.crm.com.mk/Central Registry. According
to the data, it can be noticed that the websites
of https://neotel.mk/Neotel and https://vodovod-
skopje.com.mk/JP Vodovod i Kanalizacija - Skopje have
the highest Accessibility Score of 81, while the most
unsuitable site for people with disabilities is the site
https://www.evnonline. nkEVN Online with Accessibility
Score of 40.

he analysis of the homepage shows almost the same per-
centage of elements without violations of the web accessibility
standards.

2) Banks:  According to the data shown, we
can see that https://www.stb.com.mk/Stopanska
Banka has the highest Accessibility Score,
followed by https://www.halkbank.mk/Halkbank
and https://www.nbrm.mk/National Bank.
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Fig. 3. Number of elements on the homepage of public service websites that
have some kind of breach of accessibility standards and number of elements
that need manual review
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Fig. 4. Accessibility Score of websites of the banks

https://www.kb.com.mk/Komercijalna Banka has the lowest
score of 45.

On average, the percentage of elements on the home-
page that do not violate web accessibility standards is 85%.
The sites of https://www.kb.com.mk/Komercijalna Banka and
https://nlb.mk/NLB Banka have the highest percentage with
90 %, while the http://www.ttk.com.mk/TTK Bank website has
the largest number of elements with such violations on the
homepage (285 in total).

3) Government: Fig. 7 shows an analysis of the websites
of all ministries in the Republic of North Macedonia.

W reviewneeded [ noreview needed

100

% of elements

Cenalna  TTKBank National Bank

Stopanska  Komercijaina  Halk Bank N8
Banka Banka

Sparkasse  Silk Road
Bank. rat
Banka

Website

Fig. 5. Percentage of items on the homepage of banks’ websites that passed
the automatic tests but need manual review vs percentage of elements that do
not need manual review
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Fig. 6. Number of elements on the home page of banks’ websites that have
some kind of violation of accessibility standards and number of elements that
need manual review
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Fig. 7. Accessibility Score of government websites

The websites of the https://mioa.gov.mk/?q=enMinistry
of Information Society and Administration and the
https://finance.gov.mk/?lang=enMinistry of Finance have
the highest Accessibility Score.

A small number of websites offer some tools to improve
their web accessibility such as increasing the font size or
higher color contrast.

In the government sector, the
http://zdravstvo.gov.mk/Ministry of Health website has the
most accessible homepage with 99% of the percentage
of elements that meet web accessibility standards.
https://www.moepp.gov.mk/  Ministry of Environment,
has the highest number of elements that violate these
standards (149 in total).

4) E-stores: The number of e-stores has increased in the
last few years. According to the analysis shown in the graph in
Fig. 10, it can be noticed that https://www.officeplus.mk/Office
Plus stands out from other e-stores with a highest Accessibility
Score. The average Accessibility Score of e-stores is 70.

With e-commerce websites, the https://istyle.mk/iStyle web-
site stands out from the others with the highest num-
ber of items (288) that violate the standards. However,
as a percentage, all sites have an approximate percent-
age of elements that meet web accessibility standards.
https://www.galerija.com.mk/Galerija has the highest percent-
age with 90%, and https://www.officeplus.mk/Office Plus with
77%.
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Fig. 8. Percentage of elements on the homepage of government websites that
passed the automatic tests but need manual review vs percentage of elements
that do not need manual review
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Fig. 9. Number of elements on the homepage of government websites that
have some kind of breach of accessibility standards and number of elements
that need manual review

5) Health Sector: The research covered the websites of
private clinics and laboratories. In Fig.13, it can be noticed
that http://www.remedika.com.mk/Re-medica has the highest
score, while https://www.bioteklab.com.mk/Biotek laboratory
has the lowest.

The private clinic https://neuromedica.com.mk/Neuromedica
has the highest percentage of elements on the home page that
meet the accessibility standards with 91%, while the website
of http://www.remedika.com.mk/Re-medica has the lowest
percentage with 71%. http://www.remedika.com.mk/Re-
medica’s website also has the largest number of elements

Accessibilty score

Website

Fig. 10. Accessibility Score of e-stores
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Fig. 11. Percentage of elements on the homepage of e-stores websites that
passed the automatic tests but need manual review vs percentage of elements
that do not need manual review
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Fig. 12. Number of elements on the homepage of e-stores websites that have
some kind of breach of accessibility standards and number of elements that
need manual review

(193) that do not meet web accessibility standards.

6) News Portals: From the analysis of the websites of the
news portals, it can be noticed that the Accessibility Score is
slightly higher. From all the websites included in our research,
the website of the portal https://sdk.mk/index.php/mk/Sakam
da kazam stands out at the top with Accessibility Score of 94.

The website of the portal https://republika.mk/Republika
has the highest percentage of elements on the home page
that meet the accessibility standards with 97% as opposed
to the the portal https://faktor.mk/Faktor with 65%. Similarly,
https://faktor.mk/Faktor has the highest number of violations

Accessibility score

Biotek Lab

Zan Mitrev  Avicena Lab Meuromedica Acibadem
Clinic Sistina

Re-medika

Website

Fig. 13. Accessibility Score of websites in the health sector
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Fig. 14. Percentage of elements on the homepage of websites in the health
sector that passed the automatic tests but need manual review vs percentage
of elements that do not need manual review
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Fig. 15. Number of elements on the homepage of websites in the health
sector that have some kind of breach of accessibility standards and number
of elements that need manual review

of the standards, i.e. 435 elements on the home page do not
comply with these standards.

C. Discussion

The analysis includes websites of institutions from several
areas of everyday life such as: public services (7 websites),
government institutions (16 websites), e-shops (9 websites),
hospitals and laboratories (6 websites), news portals (9 web-
sites) and banks (9 websites). According to the obtained
results, it can be concluded that there is a lot of room for
improving the accessibility of the analyzed websites.

On average, news portals have the highest Accessibility
Score of 82, while the health sector has the lowest Ac-

Accessibility score

Faktor Tmk Okno MKD

Kajgana

Sloboden  Republika  Deutsche
pecat Welle

Website

Fig. 16. Accessibility Score of news portals
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Fig. 17. Percentage of elements on the homepage of websites of news portals
that passed the automatic tests but need manual review vs percentage of
elements that do not need manual review
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Fig. 18. Number of elements on the homepage of websites of news portals that
have some kind of breach of accessibility standards and number of elements
that need manual review

cessibility Score of 66. This fact indicates that people with
disabilities have a number of difficulties in using health sector
websites. This is especially important during the Covid-19
global pandemic, where each of us should have equal access
to information when it comes to our own and our public
health. Table I shows the average Accessibility Score from
the analyzed websites for each category.

TABLE I
AVERAGE ACCESSIBILITY SCORE FOR EACH CATEGORY

Category Average Accessibility Score
Public Services 71
Banks 72
Government 72
E-stores 70
Health sector 66
News portals 82

According to the automated tools used, the most common
problem is the insufficient color contrast and the alt attribute
of the images that are on the website.

In terms of the government sector, although they have a
higher average Accessibility Score, the shortcomings here
are in terms of information. It is necessary to increase the
awareness, as well as the education of the institutions about
the importance of web accessibility for people with disabilities.
Very few ministry websites provide any way to improve
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accessibility. It is interesting to note that some of the municipal
websites use plugins that include several tools to increase
web accessibility to their sites. Customizing a website for
people with disabilities can be a costly and time consuming
process. Using such accessibility plugins avoids this, and
makes it possible to include features that will support future
web accessibility requirements.

IV. GUIDELINES FOR IMPROVING WEBSITE
ACCESSIBILITY

In recent years, more and more emphasis has been placed
on making services more accessible and inclusive. As we can
see from the analysis so far, the websites in our country can
be greatly improved. When it comes to accessibility, it is
important to note the areas accessibility focuses on:

« Visual disturbances such as blindness, poor eyesight and
color blindness

o Deaf people and people with loss of hearing

o Motor: Inability to use the cursor, bad reaction time, etc.
problems with motor function

o Cognitive: Learning disabilities, distraction and inability
to concentrate on huge amounts of data

A. Meeting WCAG standards

Websites must meet the standards required by the WCAG.
WCAG has about 12-13 directions that are organized in 4
principles: visibility, operability, intelligibility and robustness.
These guidelines will make content more accessible to a
wider range of people with disabilities, including people
with blindness and impaired vision, deafness and hearing
loss, limited movement, speech impediments, photosensitivity,
some learning disabilities and cognitive limitations.

B. Changing the attitude towards people with disabilities

Barriers are not just a physical obstacle. Society should
change its attitude, without prejudices and stereotypes towards
people with disabilities and enable them to be an equal part
of it.

C. Assistive technology

Assistive technology refers to assistive, adaptive and reha-
bilitation technologies for people with disabilities and elderly
people. People with disabilities often struggle to carry out
their daily tasks on their own, even with help. There are
several software and hardware solutions that belong to assistive
technology such as: alternative keyboard, alternative mouse,
screen magnifier, screen reader and more.

D. Education of developers and designers

It may seem that special education and programming are
two opposite branches, but they should work together. In order
for websites to have better inclusion for people with disabili-
ties, collaboration between special educators and developers is
inevitable. This can be achieved by introducing certain courses
at IT faculties that will explain the problems people with
disabilities are faced with and give them solutions.
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E. Unification of government websites

The National Coordination Body could introduce specific
guidelines and standards that would be in the form of a law that
all government parties would follow. Some of those guidelines
and standards would be the following:

« specific and relevant information for users
e €asy navigation

« fast and accessible information retrieval

« no dispersed information

FE. Inclusion of people with disabilities or special educators
and rehabilitators in the design of the website

Appropriate education of IT staff is needed to understand
the difficulties that people with disabilities are faced with on
a daily basis. That is why the direct inclusion of people with
disabilities during the design of websites is one of the key
things. This will capture the problems before the website goes
into production, which is perhaps the best solution.

V. CONCLUSION

From this research it can be concluded that Macedonian
websites are not sufficiently adapted for people with dis-
abilities. Domestic companies have not developed policies /
guidelines for the implementation of the required standards
on the websites, so the results are quite unsatisfying. It is
necessary to approach the problems in a systematic way
through detailed analysis of the websites in order to dentify
any violations of the accessibility standards. By working on
improving and respecting accessibility standards, the desired
results will be achieved and the inclusion of people with
disabilities will definitely be visible.

This paper clearly defines all the standards that affect the
accessibility of websites. Through the analysis of the websites
with the help of the Accessibility Score and the obtained
results, it can be noticed that in our country, the people with
disabilities are not taken into consideration when creating
the websites, even though we have legislation. The paper
emphasizes the criteria that should be taken into consideration
when creating a website that will be accessible and easy to use
by people with disabilities, as well as all the standards that it
should meet. It also presents a way to measure accessibility
that all companies and government institutions can use to see
the current state of their websites and work to improve them.
For the best results, the companies and the authorities are ad-
vised to consult a certified specialist when designing websites.
Only in this way they can give a significant contribution to
inclusiveness of all people in the access to digital services.
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Abstract—The world around us is drastically changing. Many
things are operating so differently, the way we define both the
“workplace” and “workday” is changing. As far as we can see
video conferencing has kept us all in touch during COVID-19.
Since the spread of COVID-19, video conferencing systems are
becoming a very popular way of co-working today,
independently at a physical distance. Most companies fully
accepted working online and remote, developing systems to
support such concepts as virtual teams, telecommuting, and
remote conferencing for their employees when face-to-face
working is not possible. Also, most of the universities pivoted to
virtual learning and now students use video conferencing as a
learning tool.

With this paper we would like to provide an overview of
different platforms, comparison of them with special focus on
different segment models and the communication efficiency.

Keywords—Teleconferencing,Video conferencing, Online
meeting, Conferencing platforms, Teleconferencing platforms,
flexible working hours, productivity, segment models

I. INTRODUCTION

Recently, video conferencing has become increasingly
popular and very useful in the time of the faster and cheaper
internet connections and better technologies. Today, it is a
fact that many professional organizations, schools,
universities are practically and efficiently using video
conferencing. Most of the above mentioned teams are now
using platforms such as Cisco Webex, Microsoft Teams,
Zoom, Google Hangouts etc. depending on their preference,
needs, and cost run.

Today we have easily accessible and cheap good internet
speed and even more cheaper accessories such as webcams
and growing processing power which allows us to participate
in video conferences without any additional costs.

The remainder of the paper is organized as follows. Section 2
compares the most used platforms in the last period of time,
while section 3 describes the features, upcoming innovation
and cross platform integration. We discuss the different
models of usage of video conferencing systems in section 4
and conclude the paper and propose the next steps in section
5.

Il. COMPARING MOST USED PLATFORMS

We have compared most used platforms. The comparison is
based on statistics published by the mentioned software
vendors that were part of this research. Analyzed data source
is the usage of the platforms in the period from March 2020
until August 2020.

Zoom is used approximately by 22,800 domains; thus, it is
number one used video conferencing platform, with 4 .8 %
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market share. Microsoft Teams is ranked as second largest
platform with market share of 21.3%. Cisco Webex has
market share of 7.6%; thus being the third video conferencing
platform.

In the following paragraphs we will review the most used
video conferencing platforms today.

As of today, there are few applications that provide chat,
voice communications, and extra features for video
communication. With them you can share your screen, they
offer cloud storage, file sharing and many other features.
Videoconferencing service lets us connect from one to
hundreds of other people together for real-time meetings,
conversations, webinars, lectures, and other purposes. Mainly
video conferencing includes two or more people using audio
and video to communicate with each other in one live session.
Generally, one individual should be the host. Host creates the
meeting and can control the flow, all the remaining ones are
participants.

During the research, we have created a visual overview
representation via chart with the summary of the maximum
number of participants per platform that can attend on the
meeting for free, shown on the Figure 1 and chart with daily
overall meeting participants per platform shown Figure 2.
From the Figure 1, it is visible that up to 100 participants with
a free account on Zoom can be hosted with a limit of 40
minutes at one call vs 50 people at once with Skype with no
time limitation [1]. Microsoft offers up to 250 participants on
call [2]. WebEx offers 100 participants at the same time for
free account and up to 200 for payed [3].

Also, as it can be seen on Figurel, Microsoft Teams free
package has the biggest limit for 40 minutes [4]. Having on
mind the different nature and usage target groups of this
service, this is to be expected.

Limit of free participants
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o
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w
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Fig. 1: Platforms compared by the limit of free participants
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Fig. 2: Platforms compared by daily meetings overall participants

Statistics from Figure 2, are made on the basis of a unit of
millions. The smallest number of daily overall participants
has Skype with 200 million, then Microsoft Teams in the last
quarter of 2020 has 115 million, and Zoom has 300 million
We must point out that Cisco Webex is leading with 600
million overall daily participants. This statistics is also to
be expected, having on mind that Webex has been present
on the video conferencing market for many years in the
corporate segment, and its usage dramatically increased
with the Covid 19 pandemic. Zoom is relatively new
player on both residential and business markets, but it’s
popularity and usage sky-rocketed with the pandemic even
though inearly 2020 there were security issues with this
platform. Microsoft Teams is also slowly but surely gaining
ground in the corporate segments, education, etc.
Generally, on top of the free services if the user wants
meeting without any limits, unlimited cloud recording and to
meet with a bigger number of participants he must pay
additional costs. Zoom and Skype offer premium solutions
and are designed to take communications to the next level but
still with a free package user can have very good experience
using it. Asthe vendor says, Cisco Webex offers the industry
leading solution for conference calls, with a full set of rich
features designed to take the meetings to the next level. It is
a platform prepared for any size of a business, in many
different industries and segments. Webex can scale-up and
develop moving companies closer to their clients, partners,
and colleagues. And, it is worth mentioning that part of its
solutions is still for free [5].

Our practical experience in business and academic
environments for few years with Webex, leads us to clear
support of the statement that its video conference solutions
are reliable and scalable. Also, it’s integration with high end
business Cisco solutions like Telepresence is quite good and
seamless. Quite differently, Zoom appeared much later on the
videoconferencing market, yet with its simple access
platform and quite intuitive interfaces gained quite strong
position on the market [6].

Talking about services in the era of videoconferencing the
most used platforms are compatible with Windows, macOS,
Linux, Android, iOS, many web browsers interfaces and even
it’s possible to call in via phone.

I1l. FEATURES, UPCOMING INOVATION AND CROSS PLATFORM
INTEGRATION

As the demand for this service grows, also novelties and
features are being constantly developed. Together mode and
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video filters are new features for Microsoft Teams. Together
mode is a new meeting experience in Teams that uses Al
segmentation technology to digitally place participants in a
shared background, making it to feel like they are sitting in
the same room with everyone else in the meeting [7].
Together mode makes meetings more engaging by helping to
focus on other people’s behavior, mostly their body language
and face and by that providing it easier the non-verbal cues
that are so important to human interaction.

This feature is great for meetings in which multiple
people will speak, such as brainstorming or roundtable
conversations, because it makes it easier for participants to
understand who is talking. Millennials are very familiar with
video filters used in photography and social media apps, and
now they are brought into Teams. Before joining a meeting,
users can use the filters to subtly adjust lighting levels and
soften the focus of the camera to customize the user's
appearance. Microsoft, on top of the previously mentioned
announced additional innovation planned next. It should start
operating on the upcoming integration between Microsoft
Teams and the consumer version of Skype. While the option
to integrate Skype for Business and Microsoft Teams has
been around for a little while now, when the new feature
arrives Teams users in an organization will be able to call
consumer Skype users directly using their email address, and
vice versa. Users will be able also start one-on-one text-only
conversations on Skype from Teams or launch an audio/video
call. The association between Microsoft Teams and consumer
Skype will be accessible through portable, work area and web
applications
Expected features are to chat with Skype users from Teams.
A Microsoft Teams user could search for a Skype user with
his email address, then start a chat or call with him instantly.
Teams users will get information that they have a new
message from somebody using Skype, and they’ll be asked to
accept the message or call. The same Teams users can also
stop and block the conversations or view the messages to
decide whether to accept or reject the call [7].

Voice translator is another very interesting feature of Skype.
It can translate conversations from 60 languages into 11
languages, including English, Spanish, French, German,
Chinese (Mandarin), Italian, Portuguese (Brazilian), Arabic,
and Russian [8]. The text translator is available in more than
60 languages for clear, seamless instant messaging.

Two different users can speak in their languages which can
be different and still understand each other because the app
translates each side of the conversation in real-time. Another
interesting feature is: Live subtitles. It’s handy for people
who have a hearing impairment or need to keep the noise
down in their environment [9]. Instead of hearing what other
people say, the live subtitles option displays a transcript on
the screen.

Additionally, Skype can be used as a security camera,
by using a simple webcam (either built-in or external) and a
second Skype account, the webcam is on remotely at any time
to monitor what’s going on around the user's computer.

With Cisco Webex integrations, companies and teams
maintain a current workflow without missing from its daily
operations routine. Webex integrates seamlessly into many
industry-leading apps, like: Dropbox, Zendesk, Box, GitHub,
Microsoft Outlook, Litmos, Zapier and many more.
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Good news with the integration process and interoperability
between the platforms is that vendors are seriously working
onit,and with that on mind in near future we won’t need to
pick between two or more platforms, yet rather work with few
of them in parallel. For instance, Cisco gives future-proof
technology built by a company with a heritage in
communication and Zoom makes video more accessible,
whether you’re connecting with employees or contractors.
Already some parts of Zoom and Cisco Webex can
interoperate. With use of API connectors, users can launch
meetings in Webex or Zoom from alternative hardware
systems, but still at this moment they don’t cover messaging
or chats between the two platforms. Interoperability of
messaging connects the messages somebody is sending from
WebEx’s to Zoom’s Chat [10]. This means that when
somebody who is using Webex messages someone using
Zoom, he will still see that message and vice versa.

All these interoperability features should allow relatively
easy  cross-platform  communication and  increase
productivity of the teams as well as further increase of video
conferencing use.

Comparison of the most common features of the video
conferencing platforms has been made in the period from
March 2020 till August 2020. We have prepared a
comparative overview from the available data on the official
pages of the software platforms shown on Figure 3.

It is quite visible from the overview that Zoom and Cisco
WebEx perform with 4.5 points compared to other video
conferencing platforms, being around 4.0 and 4.1 points.
While investigating performance and reliability ratings,
Cisco Webex does not mirror the general rating. It is quite
odd that Cisco Webex possess considerably smaller
performance rating than Microsoft Teams and similar rating
to Skype and GoToMeeting even though it is rated much
higher overall. It might be that this is connected to dramatic
increase of demand from big corporate clients around the
world and quite often over-load of
its worldwide session servers.
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Fig. 3: Comparative overview of features
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Additionally Figure 3 demonstrates that except Cisco Webex
and Microsoft Teams all other platforms have one touch join
policy. That means that a way to use Microsoft Teams and
Cisco Webex is that the user must download their application
in order to use it. It is worth mentioning that all platforms
are available on devices with most used operating systems:
Windows, Linux, Mac, iOS, or Android which makes them
accessible to all users.

Most of these platforms share the same basic advantages as
recording video meetings. Possibility to record the meeting
allows students to re-watch their classes which helps them to
understand the material and get bigger grades on exams. Itis
worth mentioning the quite usable integration with Google
Calendar, through which the user can’t miss an appointment,
meeting, or class. Google allows syncing your calendar
across user’s favorite video conferencing platforms, so he'll
never miss any of these.

All platforms offer screen sharing. This is an easy yet
powerful way to foster immediate collaboration, anywhere at
any time. Screen sharing adds an entirely new element to
online meetings. Instant file sharing is also included, but
instead of emailing or sending over a copy of the PowerPoint
file to every attendee or dropping a file in the web, users can
control and follow their presentation on their own desktop
with screen sharing. All these small but very important
features and components that are included have made the
video conferencing more common and more accessible to any
user.

IV. DIFFERENT SEGMENT MODELS OF USAGE OF VIDEO
CONFERENCING IN ORGANISATIONS AND PRIVATE LIVES

With  continuously increasing demand for video
conferencing, the corresponding solutions need to provide a
scalable, robust, resilient, and manageable infrastructure that
delivers unparalleled quality of experience. Video
conferencing has improved the quality of service an
organization can provide, videoconferencing has expanded
the reach of a company and people have benefits for their
personal life outside the work.

A. Healthcare providers
Telemedicine is main application for video conferencing with
healthcare providers. Over 65% of U.S hospitals are either
already using or are currently creating a telehealth program
[11].
Rather than a patient coming in to see a doctor each time they
feel somewhat under the weather, they can schedule a video
appointment with their doctor. The doctor who will be on the
other side of the screen, can take their medical history and
review of symptoms to make a precise diagnosis of what’s
going on. Most mentioned platform for telehealth and virtual
care services is Zoom.

B. Educational providers
Covid-19 virus dramatically changed the opportunities for
academics from around the world to gather and meet in-
person at conferences [12]. Conferences are not only
important for networking in general, but also for keeping
current with trends in the field, developing potential research
collaborations, disseminating research, career development,
knowledge transfer and bringing together practitioners and
academics.
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Research shows that opinion of 88% from education
professionals is that video conferencing tools will help more
students to earn advanced degrees [13].
Teachers can use video conferencing to hold open office
hours and meetings with their students outside of classroom
time [14]. Schools and teachers can also use video
conferencing to make classes available to a broader group of
students. Class can be conducted virtually with students
logging in to watch their teacher’s lectures and to participate
in discussions, instead of classical lecture through in-person
classes. Most preferable platform for education is Webex,
where users can keep collaborating before, during, and after
the lessons. In some cases, students can miss a class due to a
sick leave or similar. In order not to fall back in the learning
process, students can review the lesson, which can be
recorded and reviewed later. Based on our experience of
already few years, Cisco Webex in combination with
platforms like Moodle for educational content and exercises,
can be quite powerful Covid — 19 pandemic toolsets for
contemporary faculty education. We are quite confident that
something very similar will apply in the post Covid-19
period.

C. Lawyers and courts
The testimony of a witness who cannot be present can be
watched in courts through video conferencing. Statements
can be taken by attorneys through video conferencing.
Lawyers can share their opinions about cases through the
same platforms. It is shown through research that 27% of the
small business (a segment where most of the law firms are
located) are more likely to purchase video calling tools [14].
Ideal match for small businesses is to use Skype, which in its
business version offers encrypted correspondence between
users. Video conferences gives small and medium-sized
businesses the chance to hire people who live anywhere in the
country and to keep in contact with those employees
regularly.

D. Governments
Agencies from governmental profile can use video
conferencing to communicate in times of crisis or for more
mundane issues, such as a review of the budget [15]. Video
conferencing enables government agencies officials to
communicate with each other without having to schedule an
in-person meeting. The most proven and leading provider of
video conferencing technologies to government offices all
over the United States is Cisco. With high-quality audio and
video products like Telepresence, and secure networks, Cisco
is a usual vendor for government offices and can be found in
more than 7,151 national government agencies, 8,089
regional and local government agencies, and across 177
different countries [15].

E. Banking sector
Video conferencing helps banks move closer to the goal of
stability and it supports bankers in their usual efforts of quick
decision-making, rapid responses to the markets and meeting
the requirements of changing policies and regulations [16]. It
is worth mentioning also the very important need to raise
customer service levels. Technology for video conferencing
is particularly useful for investment banks that need to
exchange real-time information about market shares,
currencies, and other time-sensitive information with
colleagues around the world.
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Little bit different from e-mail or intranet, the direct face-to-
face element of video conferencing gives quite a personal
touch to how key messages are conveyed [16, 17]. Following
up the previous video conferencing discussion, encourages
and helps to get a deeper understanding of the subject from
both sides. It also provides a good tool for managers to see
exactly who is receiving the information. This technology
means banks can use it to give valuable advice to customers
at a time and place that suits them.

F. Fitness and exercising
As the age of technology is shifting the trends in the whole
world, different innovative methods have been introduced to
keep the work going [18]. Keeping the changes in technology
and global problems in mind fitness trainers are also adopting
the latest methods to solve these issues. These issues are
making people run away from fitness classes and gyms,
which then increases the demand for online solutions in this
field. In this sense online coaching classes using video
conferencing were started by many fitness trainers and
coaches around the world [18].
Lessons on YouTube or fitness videos on social media were
available for long time, but now the trend is shifting to online
video classes, to keep people healthy by just sitting at their
homes. This can be one of the ways to solve the current global
problem of fitness. There are many exercises and training that
can be done online [18]. Fitness charts, training programs,
and nutrition and meal plans can be shared online which will
help the trainers to interact directly with the people.
People have changed hobbies that were previously physically
oriented into virtual hobbies or engaged in alternative
activities simply because they were offered online. The
disruption and drastic change of people’s usual daily lives
and daily routines may have caused them to look for new
activities that would work under the circumstances [19].

G. Parties, activities, reunions
People can still find joy in quarantine. Several topics point to
individuals’ engaging in online socializing with family and
friends by, for example, meeting online to watch movies [19].
When organizing party, a private event can be set up on Zoom
or another platform with friends, and then livestream a D.J.’s
set, thus all of the party guests will be sharing the same music.
Zoom offers live streaming, so DJ and live streaming services
can help to people to share special occasion with anyone
around the world [20]. A lot of DJ’s, singers provide
everything needed to make Zoom party, birthday, wedding,
virtual baby shower.
Another point of interest which is different during the
lockdown is games playing. Instead of playing games alone
or meeting with unknown gamers in a virtual world, people
played with their everyday contacts as a replacement for a
physical meeting [19]. Some of those games included
physical items used, such as physical bingo cards or dice
cups, so everyday objects were sometimes integrated into
virtual interactions. It is quite a paradox that people who are
being pushed towards technology-mediated interactions
because of social distancing resulted in some people’s being
in touch with more people than they would have been
otherwise.
Connecting and interacting with friends and loved ones has
taken a new meaning and ways during this time of pandemic
and social distancing.
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V. DISCcUSSION, CONCLUSIONS AND NEXT STEPS

Irrelevantly of how it is being used, already today we can
see and openly discuss that there are many advantages of
video conferencing. When we decide whether to use a video
conferencing system, it’s a good idea to take a closer look at
the advantages and disadvantages of holding online meetings
and video calls. Among the benefits are:

e Video conferencing offers greater flexibility
e Video conferencing can save company money
e Reduced Travel Time and Costs

e Increased Productivity

Reaching a wider audience

Anyhow, even today we can conclude that one of the rare
positive outcomes from the coronavirus pandemic was the
huge growth of video conferencing market. Travelling bans
across the world have limited the reach of the enterprises in
the distant markets, which in turn, has increased the adoption
of video conferencing software.

With  business getting increasingly global, video
conferencing can only grow in popularity. Telepresence
suites for instance, are quite high-end products that bring
valid, life size, and personally close meeting attendees to your
meetings. While today only the largest of the large companies
can afford it because it is quite expensive, we can expect later
from Telepresence and similar platforms to be quite often
used and present. That will probably be due to the reduction
of costs for the equipment necessary, better knowledge of this
technology and interoperability with other platforms.

We can also conclude that he global video conferencing
industry is expected to become very serious part of the global
IT and technology industry during the Corona virus
outbreak and after that.

As next steps, we will proceed to collect and compare the
developments as well as information related to the
videoconferencing platforms in the following period, trying
to present it in a condensed and understandable way. We
think that as the video conferencing market matures, one of
the key topics will be inter-operability between different
platforms which when reached at certain level, will further
encourage video conferencing usage around the world. We
also think that this overview and comparison can help
the scientific community and businesses to better understand
the benefits of the video conferencing platforms and their
influence on the office work and business environment.
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Abstract— Primary healthcare is an essential part of all high-
performing healthcare systems. Developing countries like western
Balkan countries would be able to provide such high-level services
only by fully harnessing technology's power. The current trend in
the healthcare sector is to shift its data on the cloud in order to
increase the availability of Patients’ medical history and healthcare
data in real-time, which would lead to sharing of health data with
ease. Such a conventional cloud-based data sharing environment
struggles with data security, confidentiality, and privacy issues.
For a long time, blockchain has been an interesting research area,
and a number of various industries have used the benefits it provides.
The healthcare system benefits immensely from blockchain
technology due to security, privacy, -confidentiality, and
decentralization. This paper offers a proposal for trusted data
exchange in primary healthcare in the form of distributed solution
based on blockchain technology.
We propose a model of the primary healthcare system with the main
focus on supporting authentication and authorization of entities in
the process of choose and change of primary physicians in order to
provide data fulfilling the conditions of integrity and confidentiality.
The proposed model offers a framework for managing patients'
health data between physicians on the primary, secondary, and
tertiary levels of healthcare.

Keywords— blockchain, authentication,
general practitioner, healthcare

primary health,

I. INTRODUCTION

Healthcare is a permanent and constantly changing landscape
since many factors lead to continuously increased demand for
general practice services. A central role in every healthcare
system is played by General practice and general
practitioners. General practiceis a term that is usually
referred to the general practitioner and other personnel and is
therefore synonymous with primary care and family medicine
[1]. Initially, it was meant to describe the concept and model
around the most critical link in primary healthcare: the
general practitioner or primary care physician. On the other
side, the notion of family medicine originally encompassed
the mode of a team approach.

The primary health care (PHC) approach is started with the
Declaration of Alma Ata in 1978. This approach is strongly
advocated internationally and continues to shape many
healthcare systems worldwide [2]. Doctors have been a
central resource in all healthcare systems, yet their role in
PHC varies considerably, from doctor-driven general
practices to family health teams [3].
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Primary health physicians' roles and functions (and all
categories of healthcare professionals) performing within the
healthcare system vary greatly. They have been shaped by
history and traditions, resource availability, and national and
local policies that shape the healthcare system [3].

Doctors from general practices have been facing ongoing
workload pressures stemming from an aging population and
reductions in the general practitioner (GP) workforce. As a
result of this, patients have been experiencing decreased
access to primary care services, leading to high levels of
dissatisfaction [4-6]. Because of that, any effort to increase
and improve services is significant for society as a whole.
The recent development in technology affects all parts of
human life and is changing the way we used and perceived
things previously. Just like the rapid technology expansion
has impacted various areas of our lives, it offers solutions and
finds new ways for improvements in the healthcare sector.
Digital technology's advances provide an opportunity to
enhance healthcare quality, efficiency, and safety [7]. On the
other side, the healthcare sector's current trend is to transmit
its data on the cloud to increase healthcare data availability
and patient's medical history in real-time. In the era of
digitalization and digital transformation, people are moving
fast and thus dictate the need for an uninterruptible service
[8].

The application of Industry 4.0 based on standard technology
enables the optimization of healthcare processes, resulting in
increased efficiency, effectiveness, and overall improvement
of healthcare quality services [9]. Digital technologies
enabled better collaboration and more convenient
communication between patients and healthcare facilities
(healthcare staff).

Access and sharing patient's data before, during, and after the
treatment process as a result of digitalization and digital
transformation is an everyday need of doctors and other
healthcare staff [10,11]. Online and real-time data availability
makes it easier for hackers and other malicious attackers to
access this confidential information. Also, the openness of
healthcare's data real-time exposes this information to more
hostile attacks when compared to the paper-based records
[12].

In the last couple of years, major health care security falls
have happened occur due to ransomware and other malware.
Malware forces the user into installing software that allows
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scammers to make a live-tracking of the work, while
ransomware locks the computer or files and later demands
payment to ‘unlock' them [13]. Biometric authentication was
suggested as a solution to minimize the security threats in
health systems. However, biometric authentication was a
weak barrier, as revealed by the recent ransomware hack
[14,15].

Patients' data are highly sensitive. The process of sharing or
transferring (from primary healthcare to secondary,
secondary to tertiary, or horizontally between healthcare
facilities on the same level) and real-time accessing has
always had privacy and confidentiality concerns [16]. When
someone wants to access Patients' data, he/she has to give
consent first. [17]. According to the Health Insurance
Portability and Accountability Act [18], law enforcement
agencies and other specific public agencies may legally
access health information.

The e-health system's innovation is happened not to be on a
high-speed line of efficacy due to the heavy regulation and
bureaucratic inefficiency. Simultaneously, many healthcare
organizations have been in critical need of such innovations,
especially in data privacy and security [19]. Patient data
contains highly valued data to cybercriminals, and healthcare
facilities must introduce new security measures to address
these threats.

Blockchain technology has been successfully adopted and
applied in the financial services industry to improve the
security of financial transactions, and particularly those
involving digital currencies.

On the other hand, Svein et al. [20] present a critical
assessment of the often exaggerated benefits of blockchain
technology found in the literature and discuss their
implications for governmental organizations and processes.
The same concepts can be borrowed and applied in the
healthcare industry to improve security in terms of storage,
retirement, and sharing information among different
stakeholders. Many studies have evaluated the potential and
usage of blockchain technology in the health sector in this
field [21].

This research proposes a framework based on blockchain
technology to provide a secure data-sharing environment
between patients and primary healthcare physicians in the
process at general practices, especially in choosing and
changing doctors. Our solution solves privacy, security,
availability, data integrity, and confidentiality problems, as
well as data access control in these processes.

The paper is divided into five sections. The first part of the
paper reviews the primary healthcare information systems
and blockchain. The second part discusses how blockchain
technology usage in healthcare can address challenges and
highlights the work related to the healthcare system's
blockchain. Section 3 presents in detail the proposed
framework as well as its factors definitions. Afterward, we
discuss the proposed system model and future investigation
steps in section 4 and conclude the paper in section 5.

1. BLOCKCHAIN IN HEALTHCARE - LITERATURE REVIEW

Before we start researching and reviewing the literature
concerning blockchain in healthcare, it is crucial to
understand the context of blockchain technology and the
proposition her usage. For that purpose, we first need to give
a brief description of blockchain technology followed by an
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analysis of the obtained results in previous academic research
and their relationship with blockchain in healthcare, specially
to address privacy and security concerns in healthcare.

The privacy and security of the data are the primary concern
in healthcare as a lot of stakeholders often utilizes it for
pursuing respective actions. For example, health insurance
companies are one of the stakeholders in providing a
particular service to the patient, hence it is often needed for
health insurance providers to get a hold of patients’ data for
analyzing it properly and layout the services. But it can be
often seen that the data is manipulated by the companies and
different stakeholders and also leaked.

A blockchain is defined as "an open, distributed ledger that
can record transactions between two parties efficiently and in
a verifiable and permanent way" [22]. Blockchain technology
with enhanced security can be considered as a probable
solution to health security threats.

As a concept of a distributed database, blockchain was
initially described by Nakamoto in 2008 [23]. It is a
technology that provides a transparent, decentralized,
authenticated platform that applies a consensus-driven
approach to facilitate the interactions of multiple entities in
the network through the use of a shared ledger. The
blockchain makes use of dynamically and continuously
growing lists of records known as blocks, which are
appropriately linked and connected in a secured manner using
cryptography [13]. However, it is highly distributed and open
and can make proper and efficient transactions in a highly
verifiable manner. The blockchain represents a distributed
ledger technology based on the principles of a peer-to-peer
network and cryptographic notions (such as hash, asymmetric
encryption, and digital signature). The corresponding
algorithm wused in blockchain is highly conserved and
resistant to modifications.

There are plenty of different approaches in the literature for
supporting healthcare information systems. However, in this
paper, we will focus on a review of those directly related to
the system we propose.

Murugan et al. [24] proposed distributed solution based on
blockchain technology for trusted Health Information
Exchange (HIE). According to their solution, in addition to
the exchange of EHR between patient and doctor, the
proposed system is also used in other aspects of healthcare
such as improving the insurance claim and making data
available for research organizations.

An analysis of the existing blockchain-based health record
solutions followed by a reference architecture for the “Ledger
of Me” system that extends patient health records to create a
new platform has been given by Leeming et al. [25]. Ledger
of Me [25] is based on the principle that such a combination
of event-driven smart contracts, medical record data, and
patient control is essential for adopting blockchain-based
solutions for the PHR (patient health record).

On the other side, Zhang et al. [26] are focused on the
applicability of blockchain technology in healthcare by
identifying blockchain use possibilities in healthcare,
providing a case study that implements Blockchain
technology, and evaluating design considerations when
applying this technology in healthcare.

Some authors consider various questions and discussions on
how blockchain technology could transform the EHR
systems, offering a  solution of security, integrity, and
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management. Shahnaz et al. [27] describe a framework that
could be used to implement blockchain technology in the
healthcare sector for EHR. Such a framework aims to
implement blockchain technology for EHR and afterward
provide secure storage of electronic records by defining
granular access rules for the users of the proposed framework.
Deb Deep Ranjan et al. [28] show that blockchain offers
numerous opportunities for usage in the healthcare sector
(starting from public health management, via user-oriented
medical research based on personal patient data and drug
counterfeiting). Supported by innovative ideas, blockchain
technology will strongly affect the balance of power between
existing healthcare stakeholders. One of the many
opportunities for blockchain usage is presented in this paper.

I1l. APROPOSAL OF A FRAMEWORK FOR PRIMARY
HEALTH CARE BY APPLYING BLOCKCHAIN
TECHNOLOGY

Blockchain technology provides many benefits in healthcare,
especially for primary healthcare physicians. This section
introduces and discusses a proposal for a blockchain model
for primary healthcare physicians (general practitioners). We
start with an introduction of the overall system architecture
followed by describing of components. Afterward, the details
of the blockchain service and the authentication service are
introduced.

We used the approach introduced by Hang et al. [29] in their
proposed medical blockchain platform for electronic medical
records (EMRs). A short description of our proposed
conceptual framework is given in Figure 1. A complete
history of all primary healthcare data, covering the PHR
(Personal Health Record), visits, prescriptions, billing, and
loT data, are managed by blockchain network technology.
We propose a blockchain network that consists of two types
of trusted validated peer nodes: big and small peers. Big peers
consist of the servers from large primary healthcare
providers, such as primary healthcare policlinics, which are
more capable in computing and storage, providing the main
infrastructure of data sharing. Also, the Health Fund and the
Ministry of Health would be considered as big peers. The
small nodes are the servers from small providers such as
primary healthcare offices with one physician, which only
store the actual patient data. The distributed ledger consists
of a blockchain to store the immutable, sequenced transaction
record in blocks and a data lake to maintain various
healthcare data. The blockchain represents a transaction log
that records all the changes that resulted in the data lake.
Our blockchain-based primary healthcare system contains
users with a different role: administrator, doctor, patient,
pharmacist, and other healthcare staff. The central role within
is reserved for patients. Access to the patient's healthcare data
is enabled through any network peer node where their
information is preserved. Patients set up the access
permission of their data to any other physicians within the
network. Granting access is obtained by specifying the smart
contract's access control policy, which is deploying into the
entire blockchain network to ensure the patient's privacy and
data security. All the communications between the end-user
and the proposed blockchain are encrypted and then digitally
signed to ensure the system's security.

The technical components of the proposed blockchain
network in primary healthcare are given in figure 2.
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The end-users of the system (physicians, patients, nurses,
healthcare staff, pharmacists, etc.) are able to submit
proposals for a transaction to the blockchain network by
using healthcare applications that invoke reservation.
Applications can be the PHR application, payment
application, and identity services provided by the blockchain
network and other types of applications. A simple transaction
can be defined as a transaction for creating, updating,
deleting, or transferring patients' data that is performed
among the connected peer nodes.

In order to provide private and confidential transactions, the
concept of a subnetwork is used [29]. With this concept, we
separate every primary healthcare physician's office from the
overall network into different private networks, which allow
communication between two or more specified offices
(offices for healthcare physicians) and other healthcare
institutions.

Suppose that some primary health physicians want to keep
healthcare data private (not accessible by other primary
health physicians or healthcare institutions). In such case, the
corresponding physician's offices are able to create their own
subnetworks, comprising the necessary PH office or PH
polyclinic that requires data accessing.
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Fig. 1: Conceptual framework for primary healthcare blockchain

We use a trusted authentication manager for the enroliment
of participants rather than an open permission-less system.
The authentication manager for users abstracts all
cryptographic mechanisms and provides certificate services.
These services include users' enrollment services, identity
validation and authentication identity check, signature
generation and verification, as well as secured connections
between participants or components of the blockchain. For
the proposed platform we suggest usage of a modular



The 18th International Conference on Informatics and Information Technologies - CIIT 2021

structure in its implementation. In this kind of
implementation smart contracts can run within a container
environment, ledger data can be stored in a variety of
different storage technologies, and various identity
management protocols can be supported as well.
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Fig. 2: Proposed primary healthcare blockchain platform

Authentication manager contains two sub-networks: a
blockchain service network and a directory service, both of
them storing a different types of information derived from
healthcare data [30].

The manager of consensus provides the interface through
which PHC offices (or different healthcare stakeholders) can
connect to the subnetwork and is responsible for the order of
transactions and also whether to insert them into the final
block [29]. Each healthcare office in the proposed model
consists of various peers (a single one or more, depending on
the number of physicians). The peers are containing the smart
contract and also data storage in order to endorse proposals
for transactions or write blocks of transactions to the ledger.
In our case, the distributed ledger records the transparent and
immutable history corresponding to all actions that have
happened to the blockchain network.

The smart contract plays a vital role in performing the
agreement among various stakeholders involved in the
system when implementing the blockchain in primary
healthcare. A smart contract has functions that are considered
as a trusted distributed application that gains its confidence
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from the blockchain and the consensus among the peers. Most
of the blockchain platforms are based on smart-contract,
ranging from permission-less platforms such as Ethereum to
permissioned platforms such as Quorum, Hyperledger
Fabric, and R3 Corda [31].

Smart contracts need to be deterministic in order to reach
consensus among all of the peers included. One of the biggest
challenges to the wide-scale usage of the smart contract is
coding in non-standard programming languages [29]. To
implement the proposed system architecture, we suggest
usage of smart contracts from Hyperledger Fabric, called
chain codes, for implementing the logic application.

The smart contract in the proposed system must contain
various functions that allow users to interact with the ledger.
For example, depending on their role, users can create,
update, and query their personal healthcare information by
submitting transactions to the smart contract.

Firstly, the patient must register in the trusted services
offices by providing personal details (such as ID, Biometrics,
and PIN), together with the public key of the patient. Since
the registration process is a one-single-time process, patients
submit their details using their mobile devices or web
application.
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Fig. 3: Identity registration and enrollment of user

User identity registration and enrollment process is shown on
figure 3. Firstly, the administrator submits the registration
request to the enrollment CA service, which then issues a
secret key for the enrollment process.

The client then sends this enrollment request to the CA,
passing the enroll ID and the password obtained in the
registration process. In response, the CA passes the
Enrollment Certificate along with the public key. When
transaction occurs, the Enrollment Certificate is used to
request the Transaction Certificate, and the transaction CA
passes the Transaction Certificate along with the private key
for signing up the transactions.

Bellow on figure 4, we describe the transactional processes
that has taken place during a transaction of choosing and
changing a doctor (GP). The clients’ application must own
credentials issued by the authentication manager and thus get
the authorized permission for submitting proposals of
transaction.
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The authentication manager owns user I1Ds and authenticates
clients who want to enroll in the network. Transactions start
upon client's applications, by sending transaction proposals
to peers and starting the communication between the network
and client application.

The peers can either be endorsers or committers. The
endorsers simulate and sign transaction proposals respond
granting or denying approval, while the committers validate
transaction results before writing a block of transactions to
the ledger. In our example, endorsers and committers can be
patients, physicians or some clerk in healthcare Fund or
Ministry of Health.

The consensus occurs across the network, simultaneously
(i.e. parallel) to signed transactions. Afterwards the
corresponding data is ordered into a block and then delivered
to all committer peers. Each of the committer's peers
validates the transaction by verifying whether the read/write
sets match the current world state.

Once the committer peers validate, i.e., approve the
transaction, that transaction is written to the ledger, and the
world state is updated with the write data from the read/write
set. Afterwards, the committing peers asynchronously notify
the client application.

Authentication
er

—Identity requesth

Identity certificate

< ~Certificate

Fig. 4: Blockchain transaction process (choose or change doctor)

The described theoretical system of performing the
transactions can be used in almost all electronic transactions
made by doctors at the primary level of health care, and
especially within the services of choosing and changing a
doctor (GP), as well as when prescribing and raising a drug,
and many others.

IV. DISCUSSION AND FUTURE WORK

One of the vital ongoing obstacles in the current primary
healthcare systems is the lack of authentication and
authorization mechanisms.

Our proposed framework offers high efficiency in storage
overhead, without compromising security, privacy, and
scalability. Moreover, it includes a high flexibility within.
The healthcare data (i.e. information derived from patients),
can be classified into an immutable or a mutable information.
Mutable healthcare data can be separated from immutable
data which afterwards will allow a readily data description
with minimal overhead, while the security, integrity, and
authenticity of data will be included in the immutable
information. The immutable information includes the identity
of the related users, the digest of the data, and the
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endorsement from healthcare providers. The mutable
information includes the description, the tags, and the
network location which facilitates data query and access.
Authentication manager will manage access to both types of
data, mutable and immutable.

From the patients’ point of view, scalability is one of the
biggest issues that requires consideration, because patients
have to respond to each request of data-sharing and also add
or reject requested data into a session for an authorization
access. This can be facilitated by introducing so-called
attribute-based data sharing and thus allow sharing historical
healthcare data [32]. In this manner, the patient can share
his/her data with a group of requesters (healthcare staff)
marked up by the same set of attributes. For example, when
some physician needs to access patient’s historical data, the
patient shares his/her data with a group of physicians in one
set of attributes.

However, the practical implementation of blockchain
technology in healthcare applications and especially primary
healthcare applications is untested. For these reasons, future
development includes implementing a functional prototype
of the proposed architecture, described in Section 3. The
proposed system model is based on an open-source
community blockchain framework called Hyperledger
Fabric, designed for enterprise usage from the outset. Future
work includes implementing and testing the proposed system
in a closed environment, developing most of the system's
components, connecting with some outsourced components,
demonstrating the system's up-scaling, and finally going
towards actual implementation.

V. CONCLUSION

There are many conducive benefits from using and

integrating blockchain technology into healthcare research,
starting from data sharing and tracking to the needed
transparency up to patients' privacy concerns.
This paper outlines a novel theoretical approach to designing
and implementing a decentralized platform to handle patient
health data by using blockchain technologies. The core focus
is given to the theoretical design of an efficient and secure
data access mechanism for current primary healthcare
systems using blockchain technology.

The use of blockchain technology and its implementation
in the primary healthcare system and healthcare systems, in
general, is a quite challenging and promising challenge in this
rapidly evolving era of privacy and security problems
concerns. Moreover, the proposed model can be expanded to
many other application scenarios, such as supply chain and
digital identification, based on blockchain's designed model
in primary healthcare.

The limitation of this blockchain model mainly depends
on the blockchain network size and the computer
requirements specifications. Future research directions
include expanding the network size to a large scale and
deploying the proposed solution into the cloud architecture.
Finally, the proposed framework of blockchain model for
primary healthcare is suitable for countries with similar
healthcare systems at a primary level like western Balkan
countries.
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Abstract - University Course Timetabling Problem (UCTP)
deals with the task of assigning educational events (lectures,
exercises, and lab exercises) and teachers to timeslots and
classrooms or lab; to get a weekly schedule. The UCTP has
gathered great research interests for many years. Many
solution models and algorithms are published within the
literature. Here is a given model for optimization UCTP with
analysis of hard and soft constraints. The mathematical model
for a timetable scheduling problem was given and proposed
pseudo-code for calculating timeslots and assigning teachers to
timeslots.

Keywords - timetabling problem, scheduling, constraints,
model

I. INTRODUCTION

UCTP is taken into account to be an NP-complete or NP-
hard problem [1]. It appears to be a tedious job in every
academic institution twice a year. The main goal is assigning
a teaching event in a specified timeslot and classroom (lab)
by considering the constraints of university stakeholders like
students, teachers, and courses. The resources encompass the
facilities and equipment’s of classrooms, experimental or
computer labs. However, each classroom also has its own
equipment like a video projector, number of chairs necessary
for courses located in those classrooms or labs, blackboard or
whiteboard, etc. Also, timeslots include daily and weekly
timeslots which differ within the faculties [2].

Traditionally, at the smaller faculties, this problem is
solved manually where a proposed solution isn’t optimal.
Even if a valid solution is found, it is likely to miss optimal
or better solutions. These uncertainties have motivated many
scientists to develop an automated solution for UCTP [3,4].

The constraints may be hard (mandatory) or soft
(optional). However, some universities can have a large
number of stakeholders. This condition increases the
problem complexity. The constraint number also becomes
larger and makes the problem even more complicated [5].

1. PROBLEM DEFINITION AND MODELLING

UCTP scheduling is a process of assigning a set of
courses and teaching staff to limited time slots and
classrooms resources. We consider only curriculum-based
course scheduling. Each course has been set with the
teaching staff and therefore the enrolled student group. The
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assigning process must satisfy the hard constraint. On the
opposite hand, some soft constraint, like considering the
preference time interval of a teacher is going to be
implemented in the timetable schedule [6].

The timetable could be a spreadsheet with all the info one
has got to know regarding how particular events are
scheduled to occur [7]. Information like events, time-slots
and places all will be planned to timetable. It might seem
simple but there are such a large amount of different features
and limitation. Many researchers are trying to find the
optimal solution for this problem. Timetabling appears in
several fields including education, manufacturing [8],
transport, logistic institutions, machine resources [9],
planning human resources, software project scheduling [10],
sports [11], etc.

An educational timetable is often divided into three
significant types; school timetabling, course timetabling, and
examination timetabling problems [12]. This paper is going
to be specializing in the UCTP. Fig. 1.
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Fig. 1. — Diagram of scheduling problems in education
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There are two types of timetabling problems in
universities which are course and examination timetabling
problems. The differentiation between the two arrangements
are, course timetable is used quite once over the semester and
it’s restricted into days in a week while the examination
schedule is planned mostly in advance for a certain time
interval and is performed mostly several times a year. The
number of examination schedule mainly depends on the
faculties and is generally performed 5-6 times a year.

A. Mathematical problem

The curriculum-based timetable scheduling problem will
be described in table I [14].

TABLE I. DESCRIPTION OF ABBREVIATION
Label Description

Set of courses where each course is attended by
a number of students from specified studies and

C={Cy, C,, ...,Cn} |taught by specified lecturers. A course could be
given in more than 1 course hour and probably
need computer equipment in the classroom.
Where m is the number of courses.

R={Ry, Ry, ..., R} |Set of availabe rooms. Where m is the number
of rooms.

T={Ty, T2, ..., To} Set of teachers, where n is number of teachers.

S={S1, Sz, -, S} Set of student groups.

L={Ly, Lo, ..., Lo} Set of timeslots, where p is number of timeslots.

Day Set of days.

Cneory Set of theory classes.

Coractica Set of practical classes.

Ciec Classes that are taught by lecturer |, VleL.

Coud Classes that have the same group student s,
VseS.

Timorn Timeslots consisting only the morning slots for
each day.

Teve Timeslots consisting only the evening slots for
each day.

T Set of late evening timeslots.

Toreak Set of lunch break timeslots.

Pet Preference of having class c at timeslot t.

Dimax The maximum number of courses a teacher can
teach in a semester.

Qumax The maximum number of students in each
classroom.

The general case of the UCTP can be consists of
assigning lectures to defined periods, and no teacher or class
is involved in more than one lecture in the timeslot. The
optimization of course timetabling problem is present with
mathematical formulation [14]:
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where x;k = 1 if class c; and teacher t; meet at period of
time k, and xijx = 0 otherwise.

Here are present constraints compose the basic search
problem, and any valid timetable represents the optimal
solution:

The objective function maximizes the timeslot
preference Pc; of signing classes. All teachers will provide
different level of preferences for the timeslots:

Ma.ximizez z P Xt
c t (4)

The maximum number of total subject a teacher can
teach in a semester:

2
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X.. <D
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The maximum number of student in each classroom:
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CECIpe

(6)

Avoid late evening class:
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c tETs

()

Avoid lecture during break:

Z Z X.,=0 VcecC

¢ t€Tpreak (8)
Theory classes must be scheduled in the morning
session:

Z Xc,t <1 Ve € Ctheory

t€hnorn (9)
Practical classes must be scheduled in the evening
session:

Z Xc,t <1 Vee Cpracticai

LETepe

(10)
Minimize the number of days having only one class
meeting:

X =1

Vd € Day Vstud € S

teEDayq c€Csrud

(11)

1,if a class meeting c is assigned to timeslot t

VeVt
0, otherwise

Xc,t = {
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There are two classes of constraints in analyzing the
timetable scheduling problem: hard and soft constraints [15].

CONSTRAINTS

A. Hard constraints

Hard constraints are constraints that cannot be violated
because if they were, the schedule would be infeasible.
These constraints must be satisfied completely so that the
generated timetable solution would be possible and without
any conflict. Hard constraints are very similar in most
universities and are explained in [16]. The most significant
hard constraints are:

¢ No student can have more than one enrolled course
in a timeslot.

e The room must be capable of satisfying the required
features of the course.

e The number of enrolled students in the course must
be less than or equal to the capacity of the room.

e No more than one course is allowed to be held
during a timeslot in each room.

e The student must be able to attend all mandatory and
choose elective courses (lectures and exercises).

e Students can be split into groups for lectures and
exercises.

e More teachers or teaching assistants can participate
in the same course.

e Teachers and teaching assistants may not be
available in some part of the semester, or few days
of the week.

e The teacher or teaching assistant can’t teach two
different courses at the same time.

e It is possible to request that the teacher teaches the
same course to more than one group of students.

e Some classes need to be held consecutively (labs).

e Some classes require particular rooms like
experiments must be held in particular laboratories.

B. Soft constraints

Soft constraints have a violation cost of a small
constraint which is relative to the constraint importance.
Soft constraints are defined to make the timetable as best as
possible. Few soft constraint violations mean that the
schedule is better. There are so many different requirements
which may be satisfied in timetable generation. Here are
some of soft constraints [15]:

e A student should not have a single course during a
day.

e A student should not have more than three
successively courses or more than eight classes in
one day.

e A student and teachers should not have a course that
is scheduled in the first and last timeslot on the same
day.

e Teachers should not have long free time between
lectures.

e Teachers and students should not have very late
classes daily.

e Lunch break should not be between the subject with
lectures over two or more periods (hours).
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e The duration between the meetings of the lecturer on
a day should be within the predefined minimum and
maximum limits.

o Balance number of daily lectures.

e Minimized the number of working days for teachers.

e Two classes of the same subjects should be
continued in the timeslot.

IV. OPTIMIZATION ALGORITHM OF UCTP

The flowchart in Fig. 2 describes the basic framework of
an algorithm used in this study [17]. Each phase in the
development of the timetable schedule is given gradually. In
the first phase, a certain exchange rate and the number of
credits for each class are defined. Then the time interval of
the course is determined as well as hard and soft constraints.
The next step is calculations of daily timetables. If all the
constraint is satisfied it generates optimal timetable, if not
must define new timeslot duration, hard and soft constraints.

| Courses approval |

v

| Define credit hours for courses |
—>| Define timeslot duration |
| Define hard and soft constraints |

| Calculate timeslots per day |

Check
if all the
constraints are
satisfied
or not

| Generate optimized timetable |

7

Fig. 2. — Flowchart of timetable problem optimization

Pseudocode for calculating timeslots per day is given in
Fig. 3 [18]. The result of this algorithm is timeslots per day
just empty slots which are further discussed in the results
section in table Il. Pseudocode of algorithm for assigning
teachers and courses are given in Fig. 4 in which courses are
divided into theory and practical [19].

The results for the above code will be a generation of
timetable with the assignment of courses and teaching staff
which is presented in the result section in table Il [20, 21].
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Function Array<day> slotCalculation(reqMidDaySlots,
totalCreditHours, days[list], timeSlot[])
List[] slot;
slotsPerDay = totalCreditHours/days.size();
start for(i = 1 to totalNumberOfWorkingDays)
daySlot[i] = daySlot(i, slotPerDay);
end for
temp =0;
start if(slotsOfMidDay > reqMidDaySlots)
temp = slotPerDay — reqMidDaySlots;
start for(j = 0 to j<temp)
daySlot[j] = daySlot(], slotsPerDay + 1);
daySlot[midDay] = daySlot(midDay, slotsPerDay - 1);
end for
end if
totalSlots = 0;
start for(k = 0 to numberOfWorkingDays)
totalSlots = totalSlots + timeSlots[k];
end for
start if(totalSlots <totalCreditHours)
remainingSlots = totalCreditHours — totalSlots;
start for(n = temp to remainingSlots)
daySlot[n] = daySlot[n] + 1;
end for
end if
end function

Lo ~NoOYn R WN

o
= o

NNNNNRRRRRR B B
AP WNRERPOOUORNOOUVRAEWN

Fig. 3. — Pseudocode for calculating timeslots per day

Function randAssignement(array[days], array[assignCourses])

//Here shuffle the list of assign courses

//Soft constraints
Boolean isTheory = false
Boolean isPractical = false
Boolean isPracticalConsecutive = false
Array[assignCourses] theory = getAllTheoryClasses(Array[assignCourses]);
Array[assignCourses] practical = getAllPracticalClasses(Array[assignCourses]);
int totalTheory < theory.size()
int totalPractical <— practical.size()
int practicalAssigned =0

9 inttheoryAssigned =0

10 intserial=0

11 start for(days d: Array[days])

12 print d //MONDAY ... FRIDAY

13 isTheory = false

14 isPractical = false

N E WNE

15 isPracticalConsecutive = false

16 theoryAssigned = 0

17 inti=0

18 slots =0

19 serial = 0

20 start for(timeSlot:days.slotsPerDay)

21 serial++

22 start if(isPractical == false && i<3)

23 timeSlot <« AssignCourses(practical.get(practicalAssigned);
24 slots++

25 i++

26 start if(i == 3)

27 practicalAssigned = practicalAssigned + 3

28 isPractical = true

29 end if

30 end if

31 start else if isTheory == false && slots |= days.slotsPerDay.size()
32 start if theory.get(theoryAssigned).getCoursesCreditHours() > 0
33 AssignCourse th = theory.get(theoryAssigned)

34 timeSlot < AssignCourse(theory.get(theoryAssigned))

35 th.getCourse().setCreditHours < (th.getCourse().getCreditHours() — 1)
36 slots++

37 theoryAssigned++

38 end if

39 start else

40 theory.remove(theoryAssigned)

41 end else

42 end else if
43 end for loop

Fig. 4 Pseudocode for assigning teachers to empty timeslots
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TABLE Il. RESULTS OBTAINED FROM PSEUDO CODE

Number MONDAY
of time

slots

Time slots Subjects Teachers Type

1. 08:00-09:00 | Software Engineering | Marija Blagojevic L
2. 09:00-10:00 | Software Engineering | Marija Blagojevic L
3. 10:00-11:00 Software Testing Olga Ristic L
4. 11:00-12:00 Software Testing Olga Ristic L
5. 12:00-13:00 Lunch break
6. 13:00-14:00 Lunch break
7. 14:00-15:00 Software Testing Stefan Sosic LE

* L-Lecture, LE-Lab Exercises, E - Exercises

V. CONCLUSIONS

University management needs to continuously manage
resources like teaching staff, classrooms and course
timetabling schedules. That is a complex problem because it
cannot be increased or decreased. These management
decisions are going to have a high influence on university
cost and also how good timetable schedules will be.

Analysis of how strategic decisions affect the
timetabling quality is both important for improving these
high-level decisions and for getting a better understanding
of the UCTP structure. This can further provide insights into
how the availabilities of these resources influence the final
course timetabling solution.

The paper proposed a model that can potentially solve
these problems and optimize timeslots between a lecture in
the timetable. This model applies to most UCTP and can be
used to help to make better decisions.

The contribution of this UCTP modelling can also be
applied to future research in the time of a COVID-19
pandemic where we used online teaching. The introduction
of an additional restriction is related to the reduced number
of student group per classroom. Also, online teaching can
help to reduce the number of constraints that are set, while
optimizing the number of daily classes and time intervals
between classes.
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Abstract—This paper presents advanced Apache Flink applica-
tion patterns for low latency distributed data stream processing.
These patterns extend the concept of statically defined data flows
and allow Flink jobs to dynamically change at runtime, without
downtime. The introduced patterns allow dynamic configuration
and change of the application logic and processing steps for
implementing complex business scenarios. Using a real-life use
case scenario and dynamic processing rules configuration, we
present the patterns for dynamic data partitioning, dynamic
window configuration, and dynamic data aggregation. They are
implemented using the high-level APIs for windowing and aggre-
gation and the low-level process function API. The patterns are
implemented using the concept of control/configuration stream
and broadcast stream and the carrier of the control information,
control message. The real-life use case scenario tackles the
problem of processing and analyzing air pollution data obtained
from different sensors located in many different locations, as well
as visualization of the data in third-party software.

Index Terms—Apache Flink, stream processing, big data,
stream analytics, distributed processing, visualization, software

I. INTRODUCTION
A. Stream processing

Stream processing is a computer programming paradigm
where the processing of the data is being done in motion, or in
other words, the computing on the data is performed directly as
it is produced or received. The stream processing is necessary
because the majority of data are born as continuous streams:
sensor events, user activity on a website, financial trades, etc.

The goal of stream processing is to create a system (so-
called stream processor) that will react on a continuous data
stream of events in the same moment when the system receives
them. Usually, the processing logic of these systems includes
triggering some actions, updating aggregations components, or
remembering the data event in some window frame for future
usage.

On the other hand, batch processing is a programming
paradigm where a collection of multiple data events (batch
of data), which was previously stored, is being processed in a
particular moment. The batches of data could contain millions
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of records and therefore the querying of the data is a process
that could take a lot of time and resources. The focus of this
processing paradigm is the high throughput of processing the
data which usually comes with the price of high latency and
not even near to real-time results generation.

When it comes to applications with use-cases that are time-
sensitive and demand a latency bounded or near real-time
feedback, the stream processing paradigm is more preferable
because it allows the systems to react to each event with low
latency, collect small groups of events, process them, and gen-
erate a result. Examples of these use-cases are the IoT, smart
ecosystems, mobile operators systems where an enormous
amount of sensors are generating data every moment. This data
carries information that needs to be processed, analyzed and
accordingly to this analysis, corresponding feedback should be
given.

For processing large volumes of generated streaming data,
there are several proposed frameworks so far: Apache Flink
[1,2,3], Apache Spark [5], Apache Storm [6], etc. Apache
Flink [1,2,3] is an open-sourced framework for processing data
in both streaming mode and batch mode. It was originally
created as part of the Stratosphere [4] research project. Flink
provides fault-tolerant and large-scaled computations. Addi-
tionally, Apache Flink provides stateful stream processing with
easy high-level and user-friendly state management. However,
Apache Flink only supports statically configuration of the
operators through hard-coding into the source code or a
configuration within the application initialization via setting
program arguments when running the Flink job.

In this paper we propose software patterns for dynamic data
partitioning, dynamic window configuration, and dynamic data
aggregation, which overcomes the limitations that currently
exist in Apache Flink, allowing more freedom and options
when building stateful streaming applications.

B. Use case scenario

To explain the concept of dynamically configured stream
processing we have developed a simple application with the
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following use case scenario:

We are gathering a huge amount of sensor data from more
than 40 sensors that are set in different locations in Skopje,
North Macedonia and all of them are collecting different types
of measurements for the air pollution in the city. Each of the
sensors records the measurements at different time intervals
and sends them to a designated topic on the distributed
streaming platform Apache Kafka, i.e the sensors are data
stream producers. The sensor data is structured and it contains
information about:

o the sensor ID (string)

« the location of the sensor (longitude and latitude concate-
nated in a string)

o timestamp (date and time of the measurement)

o type (string that represents the type of the measured value
PM257PM10,SOQ, etc)

o value (number, the measured value from the sensor)

Our application serves as a stream processor that firstly
consumes some of the historic data from the sensors’ topics,
and then it continues with consuming the real-time sensors
measurements in the same moment when they occurred. This is
possible due to the offset configuration of the Kafka consumer.

The goal of the application is to enable the end-users of
the application to receive analysis and reports (statistics on
the measured values filtered by user-created rules which are
collected in different processing windows) on the data based
on their requirements (rules).

C. Limitations from statically configuration data processing
in Apache Flink

Apache Flink does not directly support dynamically config-
uration of the processors and their processing logic. It supports
statically configuration through hard-coding or via program
arguments when running the Flink job. This means that we are
not able to apply different window and aggregation strategies
to the different data streams that are processed in our system.
Even more, the data streams are processed according to the
same pre-defined windowing and aggregation strategies with
no possibility to change them without downtime (Fig. 1).

aggregate
Tubmling (1h) max

P-PM25 O O

Window aggregate
Tubmiing (1h) max

Result Stream

Input Message
Stream

sensorType

aggregate
max

Window
Tubmliing {1h)

Fig. 1. Illustration of the static configuration of the operators graph imposed
by Apache Flink defualt API

To overcome these limitations, we suggest using two data
sources:
1) high throughput stream of the input (sensor) messages
consumed from a data source
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2) low throughput stream of control messages consumed
from a different data source, that represents the stream
of user-defined rules and the windowing and aggregation
processing strategies.

aggregate
min, max

Tubmling (1h)
ez O O
aggregate

Window
Siding (1h, 30m) count

Matched
Message Stream

Result Stream

aggregate
Window all statistes
Sliding (2h, 1h)

Fig. 2. Illustration of the goal dynamical configuration of the operators graph

The control messages, together with the high and low-
level APIs of Apache Flink, will be used in the setting of
the dynamical configuration of the tasks and operators in the
stream processing as shown in Fig. 2.

II. OPERATORS IN APACHE FLINK

As shown in Figures 1 and 2, in our solution we are
using the following Flink operators to achieve the goal of the
application:

1) keyBy (data partitioning): This is one of the most
important operators in the Apache Flink framework. It
enables both physical and logical partitioning of the
data stream by a specified key. When using the keyBy
operator, the number of created logical partitions of the
data stream is the number of distinct keys. Keying a
stream shuffles the data records and the data records
with the same key are assigned to the same logical
partition. This guarantees that all data records with the
same key will be processed by the next operator on the
same physical node.

2) window (data windowing): This operator performs a
split of the data stream into a smaller collection of data
of finite size. Even though Flink supports a total of 4
types of windows, in this paper the main focus will be
on the timed windows. There are two main types of
time windows: tumbling and sliding. Windowing can be
applied to both keyed and non-keyed data streams. By
default, this is the most static operator and therefore it
was the most complex one for dynamical configuration.

3) aggregate (data aggregation): The main goal of data
windowing is to perform some kind of aggregation of
the data in the windows. Flink has build-in operators
for specific aggregation of the data like sum, maximum,
minimum, and reducing, but sometimes we need more
than one type of aggregation of the data or we need
some aggregation of the data that is not build-in.

Even though it is not shown in the figures above, we will
be leveraging stateful computations in Flink. In a state of a
Flink application, we can keep any kind of information like
a collection of previous events, some aggregated information
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about those events, machine learning models parameters, etc.
There are numbers of state types in Apache Flink, that can be
used for keyed and non-keyed streams. [3]

III. DYNAMICAL CONFIGURATION OF THE OPERATORS

To dynamically configure the operators, two different ap-
proaches are used:

o The high-level API of Apache Flink with a combination

of methods and interfaces that are available in the API

o Definition of new operators through the low-level Flink

API (the process functions), that allows more freedom
and options [7, 8].

The patterns that we will define extend the concept of stat-
ically defined data flows and allow Flink jobs to dynamically
change at run-time, without downtime. The introduced patterns
allow dynamic configuration and change of the application
logic and processing steps for implementing complex business
scenarios.

A. Dynamic State Configuration

The control stream is introduced to bring the information
for the changes of the processing logic that needs to be made
on the data records, while the state should store and keep that
information. To achieve this, the control stream is represented
as a broadcast stream and it is connected to the stream of
data records. That means that the stream of control messages
is broadcasted to all physical nodes and a replica of that
stream is connected to each parallel stream of data records.
Every control message that arrives is stored into a broadcast
state represented as a MapState. When a new control message
is created, it is distributed and saved (updated) in all paral-
lel instances of the operator using processBroadcastElement.
When a new data record arrives, it is processed according to
the processing logic specified in the broadcast state by the
control message. Instead of hard-coded processing logic, the
processing logic is performed by the dynamically configured
broadcast state.

broadcast
Control Stream

Matched
Message Stream

Input Stream

Fig. 3. Visualization of the connection of the control and input data streams

In our application, as shown in Fig. 3, the control stream
will be connected as a broadcast stream to the input data
stream (the sensor data). Every control message that arrives
will be stored into a broadcast state from type MapState,
where the key is the ID of the user who created that particular
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control message, and the value will be the corresponding
control message. Having this broadcast state will help us in a
broadcast process function, to check the match between every
input message and every user-defined rule that is stored in
the broadcast map state. For each pair of an input message
(sensor data) and user-defined rule from the control messages,
an object of class MatchedMessage will be created. The result
from this connection will be a data stream of MatchedMessage
objects where each matched message object contains:

this input message that was matched

the rule that was matched (extracted from the control
message)

the ID of the user who created the control message
(extracted from the control message)

B. Dynamic Data Partitioning

The keyBy operator expects only one argument, a KeySe-
lector object. The KeySelector is a generic interface with one
function that extracts the key from a given object from any
class. By default, a hard-coded KeySelector is used, which
extracts specific fields from the data record. This means that,
if the program logic should be changed, or the data records
should be partitioned differently, the Flink job should be
stopped, the changes in the program to be made offline and the
code to be resubmitted for execution. However, to overcome
these limitations and to support the desired flexibility, we have
to extract the partitioning keys in a more dynamic fashion
based on some specifications. We propose this to be done by
using dynamic state configuration and the concept of control
stream explained in the previous section.

Matched P.useri~rule2

Input Stream

Message Stream

keyBy
userID~rulelD

Fig. 4. Visualization of static (left) and dynamic (right) configuration of the
keyBy operator

In our application, on the data stream of the matched
messages, we will perform partitioning of the data by a key
that represents the concatenation of the user ID and rule ID
from the rule of the matched message. This was achieved
with the implementation of our KeySelector and it represents a
dynamical configuration with the usage of the high-level API.
This kind of partitioning of the data will guarantee that all the
sensor records (input messages) which satisfy the rule created
by the user will be processed on a separate partition and the
messages won’t be mixed with the messages that don’t satisfy
the specific rule.
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C. Dynamic Data Windowing

From all the operators that we are trying to configure dy-
namically, the window operator by its design is the most static
one in the Apache Flink framework. This operator requires one
of the four built-in window assigners. Each of those window
assigners represents an assigner for one of the four types of
windowing strategies that Apache Flink supports: tumbling,
sliding, session, or global. As previously mentioned our focus
will be on the timed windows (tumbling and sliding). For the
dynamical configuration of the data windowing, we will use
both approaches: definition using the high-level window API
and the low-level processFunction API.

1) High-level window API: There are 2 available time
windowing strategies (tumbling and sliding). Both window
strategies are applied to the data streams for every partition.
That is something that we wanted to change because every
user-defined rule that exists should have its windowing con-
figuration and that windowing configuration should be applied
to each partition and for every rule.

[TTEEEET

Fig. 5. Visualization of static (left) and dynamic (right) configuration of the
key By operator

The window operator expects only one argument, a window
assigner (object from the class WindowAssigner). We will
introduce our window assigner (class GenericWindowAs-
signer) that will work with the matched messages which were
created when we connected the control data stream with the
input data stream. Our window assigner will be able to extract
the windowing configuration from the user-defined rule that is
located in every matched message. The rule has the following
windowing configurations:

« the type of the windowing (textual field with valid options
tumbling or sliding)

o the size of the window (milliseconds)

« the slide of the window (milliseconds, applicable only if
the window type is sliding)

Also, our window assigner should be able to extract infor-
mation about the timestamp of the input message which is
contained in the matched message. To make the window
assigner generic and reusable for other projects every message
that enters in the window assigner should implement an in-
terface IConfigurableWindow, including the matched message
objects in our application. This interface has methods for
getting the elements that need to be windowed (for ex. the
sensor measurement in our use case) and all the windowing
configurations listed above.

e Window
o window) | @% Serializable

= maxTimestamp() long A

IConfigurableWindow . .
WindowAssigner

getElement() T
getWindowSize() Long
getWindowType() String
getWindowSlide() Long
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Fig. 6. UML class diagram of the window assigner class. Note: The classes
filled with light yellow color are part of the Flink source code

As shown in the UML class diagram on Fig. 6 every window
assigner in Apache Flink, both the default ones and our
dynamical window assigner have 4 methods to implements.

« assignWindows - method that receives an element and
its timestamp. Based on those information, it assigns one
window (if the window type is tumbling) or multiple win-
dows (if the window type is sliding) where the element
belongs

o getDefaultTrigger - method that returns a default trigger
that will activate the window i.e. send all the collected
events/items in that window in the next operator or pro-
cess function. In the timed windows, the trigger depends
on that whether the window’s end time has passed the
current timestamp

o getWindowsSerializer - method that returns a serializer
for the window type that is being used.

o A method that returns boolean value true if the window-
ing is using the event time notion of time ! and otherwise
false. In our case, the result is true because we’re using
event time in our case.

Our window assigner implements all of the above-listed meth-
ods in the following way:

o When creating it via a constructor, we share information
(a boolean argument) that represents the notion of time
(true means event time and false means processing time)

o For the first method (assignWindows) we have a Factory
class that based on the windowing type (available from
the IConfigurableWIndow interface), will calculate how
many windows the element belongs to as well as the
start and end time of those windows. The collection of
windows returned from the Factory is the result of this
method as well.

o Based on the boolean variable from the constructor of
the assigner, we are creating an event time default trigger

'Event time is the time at which the event has occurred on its producing
device. In our input messages, that is the timestamp field from the input
message. The opposite notion of time is processing time that represents the
time when the event was received in the application.
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(which triggers the window based on the fact that the end
of the window is before the pronounced watermark 2) or
a processing time default trigger (which is triggering the
window based on the fact if the end of the window is
before the current system time of the machine where the
application is running). The created trigger is a result of
the second method of the window assigner.

In the third method we are returning an object of type
TimeWindowSerializer, because our dynamical window
assigner is meant to work only with time windows
(tumbling or sliding)

In the fourth method we are just returning the boolean
value that we received through the constructor of the
assigner.

2) Low-level process API: All high-level implementations
of operators are based on low-level process function. Any
functionality which is not defined could be implemented
within a process operator. In this part, we introduce an
implementation of a window operator over a partitioned data
stream. In the proposed implementation as shown in Fig. 7,
we introduced our process function which is a composition of
the two main components that are used for data and windows
management:

© « WindowHanager

int # - windows ValueState<TreeSet<Window>>

= add(Window)

Fromfo(Long, Long)  List<T> # * windowsToFire(long)

removeElementsFromRange(Long, Long) void

TXICIEELL

#  open(Configuration)

c
# & deleteDataFromFired
™ & fireWindow(Collector.

Fig. 7. UML class diagram of classes part of the low-level dynamical
configuration of windowing

Window Manager. This component manages all windows
that should be triggered. They are stored in a tree structure.
This means that the windows are sorted in ascending order
by the maximum timestamp of the window (the end of
the window decreased by one). This tree structure is stored
into a managed ValueState in Apache Flink. The Window
Manager provides the creation and addition of the windows
and obtaining the windows which should be triggered.

Data Manager. This component stores all the input data that
should be windowed. The input data with assigned windows
are stored in a tree structure (TreeMap in Java) so that the
data will be sorted based on the key in the map which is
the timestamp of the input messages. To be able to extract
the timestamp the input data should implement the interface
IConfigurableWindow as in the high-level configuration. The
Data Manager provides the addition of new elements, the
obtaining and the deletion of elements that belong in a certain
window.

2When working in event time, the watermark is helping us to keep track
of the progress in time while processing the events
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Also, as in the high-level configuration, in the processFunc-
tion (LowLevelWindowingProcessFunction) implementation,
we must keep information about the notion of time. In the
keyed process function we have one DataManager object and
one WindowManager object. The most important thing about
these two objects is that they have to share the runtime context
of the keyed process function because both of them have to
store the windows and the input data into a ValueState.

The workflow of the keyed process function is described in
the following steps which are applied on every new element
that enters the process function:

1) Window or collection of windows where the new ele-
ment should belong are created.

The created window or windows are stored in the
WindowManager.

The element that arrived is stored in the DataManager.
Based on the specified notion of time, the current time
of the stream processor should be determined.

All the windows which should be triggered i.e the
current time is past their end time are obtained from
the WindowManager.

All the data that belongs in the time intervals of the
windows from the previous step is obtained from the
DataManager and collected as a result into a collection
of data. Later this collection of data will be used for
the next operators (in our use case that is the aggregate
operator).

The data from step 6 and the windows from step 5 are
deleted correspondingly from the DataManager and the
WindowManager.

2)

3)
4)
)

6)

7)

D. Dynamic Data Aggregating
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Fig. 8. Visualization of static (left) and dynamic (right) configuration of the
aggregate operator

The last step of the data stream processing and analytic
scenario that we have presented in the introduction is aggre-
gating the data collected into the windows from the window-
ing operator/process. Similar to the dynamical configuration
of the window operator, high-level and low-level dynamical
aggregation configuration is proposed.

The high-level dynamic configuration (Fig.9) is achieved
with an implementation of the aggregate function interface
(RuleAggregationFunction) from which an object is created
and is sent as an argument to the aggregate operator.

The low-level dynamic configuration (Fig. 10) is achieved
with the implementation of a low-level process function (Ag-
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Fig. 9. UML class diagram of the classes part of the high level dynamical
configuration of aggregation
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Fig. 10. UML class diagram of the classes part of the low level dynamical
configuration of aggregation

gregateProcessFunction) that processes the elements that be-
long to a particular window (collections of matched messages)
collected in the previous operator.

The mutual part of the low- and high level-dynamical con-
figuration is the RuleAccumulator class (Fig. 9 and 10). In both
scenarios, an object from this class is used to accumulate the
extracted numeric values from the matched message. With the
help of this class, we can successfully calculate the descriptive
statistics: minimum, maximum, average, count, first quartile
(Q1), median and third quartile (Q3).

IV. REAL-LIFE EXAMPLE

The dynamically configured stream processor that we have
designed can be used as a software component in other soft-
ware. For example, we have integrated the stream processor
with a web application that enables the user to send their rules
through a user-friendly interface. After the rules are sent the
user gets a link to his personalized real-time dashboard where
the events and event’s aggregations are visualized in the way
the user required that in the rule.

LELRAS SN e

Fig. 11. Example of a dashboard created with the utilization of the stream
processor
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The first plot in Fig. 11 is a time-series plot of the extracted
numeric values from all the matched messages that were
created from the user’s rule. The second one is a plot of
boxplots where each boxplot is generated from the statistics
aggregated for each time widows. The third plot is a bar plot
where each value is the count of messages that were part of the
corresponding window whose statistics are shown right above
the bar.

The benefit of using a dynamically configured stream pro-
cessor in this application is that the application can have
an unlimited number of users which will send an unlimited
number of rules and for each rule, a new dashboard will be
created while using the same stream processor.

V. CONCLUSION

In this paper, software patterns for dynamic data partition-
ing, dynamic window configuration, and dynamic data aggre-
gation in Apache Flink are presented. These patterns extend
the concept of statically defined data flows and allow Flink
jobs to dynamically change at runtime, without downtime,
allowing implementation of complex business scenarios. The
introduced software patterns are applied on real-life use case
scenario that tackles the problem of processing and analyzing
air pollution data obtained from different sensors located in
different locations, as well as visualization of the data in third-
party software.
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Abstract—Hands-on cybersecurity exercises offer students a
glimpse into the real world, and through increased engagement
improve their knowledge retention. This paper describes a vir-
tual environment which allows educators to create personalized
exercises at scale, encouraging students to apply learned concepts
in practice. By introducing gamification aspects, and promoting
teamwork, a competitive environment is created, further enticing
users to participate. Students’ achievement results show that such
an environment aids their learning process, a fact also backed by
a feedback survey performed at the end of a network security
course, where the described environment was first utilized.

Index Terms—cybersecurity education, training, virtual envi-
ronment, cybersecurity exercises

I. INTRODUCTION

The ever-increasing number of security related breaches
[1], coupled with an enormous workforce gap [2], stresses
the importance of including cybersecurity training in higher
education. To maximize the effectiveness of such training,
it should be applied not only to security related university
programmes, but across the wider IT curricula [3]. In this
way, even students that might not work primarily in cyber-
security related roles will be included, giving them a solid
understanding of the omni-present cyberthreats and means of
avoiding them. One of the most popular methods of teaching
cybersecurity is through hands-on exercises, which has been
shown to be beneficial to the students’ knowledge retention
rate and scientific achievement [4][5]. However, such exercises
require large hardware resources which might not be at every
student’s disposal. The recent Covid-19 pandemic and the
move towards online lectures, has only exasperated the prob-
lem, since students no longer have access to the laboratories
within their university campuses.

To overcome these obstacles, we have created a virtual
laboratory that was used by students attending a network
security course at our faculty. The purpose of this virtual
environment is twofold. Firstly, it serves as a playground
where the students work on their weekly laboratory exercises,
using personalized virtual machines. Secondly, it allows us
to organize an end-of-semester red team/blue team project
where each team has the opportunity to both defend their
own infrastructure, as well as attack and exploit the virtual
machines of the other teams. Through these incremental
laboratory exercises, together with their extensive preparatory
material [6][7], students are introduced with various software
tools that they can use independently during their final course

37

project, for which only basic guidelines are provided, thus
encouraging teamwork and mutual collaboration.

The aim of this paper is to describe the chosen architecture
of the virtual laboratory, share details about the exercises, and
report on feedback received by the participating students of
the course. The rest of the paper is structured as follows:
in section two we present related work relevant to the topic;
in section three we provide details about the implementation
of the virtual environment, describing its architecture, and
report on the exercises used during the course; in section
four we share the results of students’ feedback that we have
received as part of an end-of-semester questionnaire, as well
as encountered hurdles. We conclude the paper with section
five, outlining future plans and improvements to the platform.

II. RELATED WORK

There are numerous contributions to the topic of virtual
laboratories for education and training purposes. Generally, in
terms of the used infrastructure, the implementation is done
in one of two ways: either by employing the scalability and
ease-of-use of the cloud, or by using desktop machines or local
dedicated servers, thus increasing control, isolation, and user
privacy.

EDURange [8][9], DeterLab [10] and [11] are examples
of cloud based virtual environments implementing various
scenarios and challenges on different topics related to cyberse-
curity. The main problems with this cloud based approach are
terms of service breaches, as well as monetary cost. Many
cloud providers explicitly forbid activities that might pose
a risk to the service or any third-party [12]. Furthermore,
associated costs can reach hundreds of dollars even for very
small groups of students [11], which might be prohibitively
expensive for certain institutions.

A slight variation of the cloud concept are publicly acces-
sible cybersecurity training sites such as TryHackMe', and
HackTheBox?, which allow anyone to access an isolated vir-
tual environment after the registration procedure is completed.
Unfortunately, in these platforms mutual user collaboration is
non-existent, since multiple users cannot share a single virtual
machine, or access a group of machines together. Furthermore,
the scenarios are generic, barring any user personalization.

ITryHackMe - https://tryhackme.com/ (Last accessed: 05.03.2021)
2HackTheBox - https://www.hackthebox.eu/ (Last accessed: 05.03.2021)
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The on-premise approach overcomes these challenges, pre-
suming that there is available equipment for its implementa-
tion, but more importantly, that the necessary time is dedicated
to environment setup, along with scenario customization. The
authors of [13] and [14] have both successfully taken this
approach. However, in the first scenario, remote access is
provided through a remote desktop protocol, limiting the
choice of tools that can be used during the exercises, while
in the second, access to the platform is possible only through
other laboratory workstations located on-premise.

Recent advancements in orchestration tools, as well as the
widespread availability of open-source virtual private network
(VPN) software, has motivated us to create a virtual laboratory
that will be capable of running personalized virtual machines
for each user, providing as seamless access as possible,
extending the network through virtual tunnels to the remote
workstations of the students.

III. IMPLEMENTATION

As a result of the Covid-19 pandemic, our faculty has com-
pletely shifted to remote classes, without any requirements for
physical presence by the students. Even though the adoption
of online teaching methods was completed successfully, chal-
lenges relating to the individual weekly laboratory exercises
have arisen. These exercises are of great importance to the
students and allow them to apply the concepts learnt during the
lectures in practice. Most of these exercises have previously
taken place in the faculty’s computer laboratories, where the
available hardware met the high requirements of the used
software. However, due to Covid-19 measures, the computer
laboratories are no longer accessible, leaving the students with
no other option but to perform all laboratory exercises locally,
often on subomtial hardware, and without interaction either
with the educators or with their colleagues.

In order to mitigate these issues, we have decided to imple-
ment a virtual environment on campus, repurposing some of
the now unused machines from the computer laboratories. This
environment would be remotely accessible by the students, and
apart from providing the necessary computing capacity for
the individual exercises, it would also allow us to implement
interactive and collaborative challenges, encouraging team-
work. Even though we are aware that the setting up of such
an environment requires high initial effort, both in terms of
infrastructure configuration and security, we recognize that this
could also be exploited towards educational purposes. Many
infrastructure and security courses deal with such topics and
the architecture of this virtual laboratory would be the perfect
opportunity to showcase a production-like environment to the
students, along with all of its different components.

Contributing to these goals, we have identified five formal
objectives that we would like to meet and that are essential to
the virtual environment: 1) network isolation with strict mon-
itoring and limited internet access for vulnerable machines;
2) versatility and scalability of the environment; 3) ease of
administration; 4) ease of use and seamless remote access
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Figure 1: Network diagram for the virtual environment

for students; 5) use of latest technologies and best security
practices [15].

A. Environment Setup

Figure 1 shows a graphical representation of the network
topology of the completed environment. In the subsections
that follow we provide detailed explanation for the reasoning
behind each decision and how it has contributed to the meeting
of the previously outlined objectives.

1) Network Isolation with strict monitoring and limited
internet access for vulnerable machines: Sharing computing
resources among different students, especially when known
vulnerable software is being run, requires strict network isola-
tion from the production network, ensuring its integrity. To
this effect, extensive network security measures have been
implemented. All of the physical hosts used in our virtual
environment are connected to a manageable switch on which
dedicated virtual local area networks (VLANSs) are configured,
completely separate from the regular campus network. A
single VLAN is dedicated to management, and it is used both
for interconnectivity between the hosts themselves, as well as
for a bastion virtual machine, used by the educators to manage
the environment and provision new virtual machines for the ex-
ercises. The instantiated virtual machines used by the students
are placed in the remaining VLANs. More than one VLAN is
required for this purpose, since some exercises require two or
more VMs per student and granular firewall rules are needed
to limit their connectivity, making the scenario more realistic.

Internet access is provided by an OPNSense firewall appli-
ance’, running virtualized on one of the compute nodes. Even
though there are multiple open-source firewalls that could be
used for this purpose, we have selected OPNSense because
of its application programming interface (API), allowing us
to programatically manage multiple aspects, without accessing

30PNSense - https://opnsense.org/ (Last accessed: 05.03.2021)
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the web interface. In this way we can easily restrict internet ac-
cess to the virtual machines, and configure the necessary rules
using the same orchestration tools for machine deployment.
Depending on the scenario, either no internet connectivity is
possible from the students’ virtual machines, or access only to
particular destinations is allowed, for example package mirrors
for downloading new software from a distribution’s official
repositories.

The status of both the physical hosts, as well as the
supporting virtual machines such as the bastion and the
firewall appliance shown in Figure 1, is monitored at all times
using the open-source Zabbix* monitoring system. A dedicated
Zabbix instance is installed remotely, on the faculty’s cloud.
Automatic discovery is done of all student virtual machines
and alerts are set up to detect any abuse of the infrastructure,
such as very high CPU usage for long periods of time, or high
disk utilization. This monitoring setup is also reused during
the final team projects, where network checks are configured
to validate the availability of each VM, and conformity to the
established rules.

Traffic between the virtual machines as well as to the public
Internet is monitored using a NetFlow collector, which is also
installed in the faculty’s cloud. As a result of this setup,
detailed information about each traffic flow is available, along
with aggregate statistics such as traffic volume, most common
destinations, and top sources, allowing us to detect anomalous
behavior.

2) Versatility and scalability of the environment: Even
though the presented virtual environment was first used for a
Network Security course as a sandbox for laboratory exercises,
the idea is to make it as versatile as possible, giving the
possibility to be reused in the future, for different courses.
For this reason, we have selected ESXi as the hypervisor to
be installed on each physical host, and to achieve central
management, a virtualized instance of VCenter Server is
deployed. We have opted for a VMware environment because
of the extensive API provided to programatically manage it,
as well as the availability of open-source tools to automate the
provisioning of new virtual machines. Of course, other open-
source alternatives can be used too, with notable examples
being Proxmox ° and XCP-ng ©.

Using the chosen architecture, it will be possible to expand
the computing capacity available to the virtual environment in
the future, by simply adding additional physical machines to
the 10 already present, and joining them to the same compute
cluster, thus ensuring its scalability.

3) Ease of administration: During the software selection
process great care was taken to ensure that all of the chosen
components offer well defined APIs, or at least can be ex-
tended to do so, allowing us to completely automate both the
creation of the VMs as well as the associated firewall rules,
limiting the VMs’ network connectivity. Unfortunately, even

4Zabbix - https://www.zabbix.com/ (Last accessed: 05.03.2021)
SProxmox - https://www.proxmox.com/en/ (Last accessed: 05.03.2021)
6XCP-ng - https://xcp-ng.org/ (Last accessed: 05.03.2021)
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though OPNSense does have an API that can be used, not all
provided features have been covered by it yet. As a result, we
have created a Python library that emulates the HTTP requests
sent when configuration is done via a browser, allowing us
to completely automate both the user provisioning process,
VPN enrollment, and rule creation — something not entirely
possible through the API itself. For the VM provisioning,
two different approaches are used, depending on the type
of the scenario. In cases where a basic virtual machine is
needed, with minimal additional configuration or preinstalled
software, the Ansible orchestration tool is utilized, which uses
the VCenter API to instantiate a new virtual machine for each
enrolled student. Alternatively, exploitable virtual machines
with known vulnerable software installed are created using
the open-source SecGen [16] tool, which has support for
VMware environments, and allows automatic provisioning as
well. More details about the usage of SecGen and the vul-
nerable virtual machines that it helped deploy are given in the
subsection Scenarios. This approach can be very easily adapted
to work in different contexts and create virtual machines for
other courses.

4) Ease of use and seamless remote access for students:
Even though majority of the course participants were in their
third year of studies, there were also instances of younger
students, so no prior knowledge with virtual machines or
remote access technologies was assumed. For this reason, the
connection to the virtual environment had to be as easy as pos-
sible, without burdening the users with infrastructure specifics.
This approach allows us to introduce this environment to even
younger students in the future as well. In terms of grading and
instruction distribution, we opted to integrate with existing and
well established faculty systems, mainly the Moodle learning
management system (LMS) which is used across all courses
at the faculty, and is familiar to every student.

Remote access to the virtual environment is made possible
through a VPN server running on the virtualized OPNSense
firewall. Individual profiles are created for all enrolled stu-
dents, and the configuration file together with the private
and public keys required for authentication to the VPN are
uploaded as a personal feedback to a Moodle activity for
each user. With this approach, it is ensured that students can
only access their own VPN profile, without the possibility of
impersonation, as well as provide the means to redownload the
profile directly from the LMS in case it is lost. Each user is
assigned a known static IP addresses within the VPN subnet,
allowing us to automatically create the necessary firewall rules
whenever a new exercise is published. The choice for a VPN
solution instead of some other remote desktop approach was
done so that students could install attack tools and penetration
testing distributions locally on their own computers, and then
use these to attack the vulnerable machines provided as part
of the exercises.

5) Use of latest technologies and security best practices:
The elaborate network setup described previously, apart from
ensuring the integrity and security of the platform itself, fulfills
another purpose as well. During the Network Security course
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we cover topics related to firewalls, intrusion detection systems
(IDS), intrusion prevention systems (IPS), network monitoring,
and automation. This infrastructure allows us to demonstrate
such systems in practice, by showcasing them in the context
of the virtual environment. This has a positive effect on
the students, since they incrementally learn about the inner-
workings of a system that they have already had experience
with, allowing them to easily grasp the concepts behind each
tool. It also servers as an inspiration regarding what tools and
practices can be used for their final course assignment.

B. Scenarios

During the course, there are weekly laboratory exercises
which gradually introduce students to practical tools related
to the topics covered in the lectures. All of these exercises
also directly contribute to the students’ ability to complete the
final project, outfitting them with the necessary knowledge
to individually install and configure complex defensive and
offensive systems.

The creation of the virtual machines used during these
activities is performed by the educators using the open-source
SecGen tool, which comes with a wide range of preconfigured
scenarios containing different types of vulnerable software,
ready for exploitation. Each vulnerability is represented by a
so called module, and new modules can be manually created
by providing the source files for a vulnerable software whose
installation and setup can be done by the Puppet orchestration
tool, natively supported by SecGen. Multiple modules com-
prise a single scenario, which can be customized per user
with unique system parameters and flags, which can then
be used for validating the challenge solution, and limiting
plagiarism. Unfortunately, even though there is a large library
of existing scenarios, some of them are not fully functional due
to software deprecation or unreachable download locations.
As a result, we have created our own scenarios both for the
laboratory exercices and the final project, by reusing some of
the existing SecGen modules, and extending them by using
other orchestration tools, thus adding additional features.

Table I: Laboratory exercise description

Name Virtual  VMs No. Duration
Environment setup v’ 0 1 week
Password cracking 1 week

end of semester

2 weeks
end of semester

WireGuard setup
CloneZilla backup and restore

v’

SELinux X
v’

X

— (M| N | =] —

Metasploit exploitation v’ 1 week

1) Laboratory Exercises: An overview of the laboratory
exercises is given in Table I, providing details about the cov-
ered topics, number of virtual machines, and deadlines. Two of
the exercises, SELinux and CloneZilla, are intentionally done
locally by the students, to better introduce themselves with
virtual machine deployment and virtualization software. Both
of these exercises have minimal hardware requirements, and
could be completed on computers with even less than 4GB of
memory, so none of the course participants should have any

difficulty in terms of hardware performance. Familiarity with
host based virtualization tools would also allow students to
install penetration testing distributions locally, enabling them
to explore additional software on their own. Additionally, by
using the provided VPN profiles, they can utilize their own
hardware as an extension to the virtual laboratory. In this way,
elaborate monitoring setups can be set up for the final course
project.

The laboratory exercises gradually increase in their com-
plexity, and assume no advanced knowledge in either system
administration or use of command line tools. The aim of
the first exercises is to introduce the students to the concept
of virtual private networks, and to help them establish an
initial connection to the virtual laboratory using their personal
VPN profile. It is crucial that every student can seamlessly
connect, since this is a prerequisite for the completion of
the other exercises as well as the final project. In our case,
no major problems were encountered, any by the second
exercise, all students were successfully connecting to the
virtual environment either from their host operating systems,
or from penetration testing distributions running in virtual
machines on their own systems.

The second exercise practically demonstrates the drawbacks
of weak passwords, and how they can be cracked using the
right tools in short amounts of time. This is also the first
time that students are introduced to the concept of capture
the flag challenges, where they need to obtain a unique string
called a flag for each exploited vulnerability, and submit this
flag for automatic verification via the Moodle platform. In this
way, by utilizing gamification through the concept of flags
that can be exchanged for points, the exercises are made more
interesting for the participants. It also introduces a whole new
competitive aspect, especially during the final projects, where
teams compete with one another for the capture of each others’
flags.

The SELinux and Metasploit exercises aim to present robust
tools for defense, and offense, respectively, both being widely
used in the real world. These tools also underpin many of the
students’ strategies during the final project.

Even though by the fourth exercise all of the students are
using a VPN regularly, its aim is to explain the underlying
technology that they have utilized during the previous labo-
ratory exercises, by walking them through the setup process
of such an infrastructure from scratch. Finally, the use of
standardized images and image-based backups is promoted as
means for faster provisioning of new machines, as well as a
recovery mechanism after an attack. Having a backup plan is
always important, and this topic fits nicely among the other
offensive and defensive techniques presented to the students.

2) Final Project: In contrast to the well documented lab-
oratory exercises, the final project is a team activity, where
students can choose their teammates by themselves. Each team
is provided with a single virtual machine containing multiple
vulnerabilities that can be chained together to acquire root
access. No additional information is provided to the teams,
apart from basic information on how to connect to their VM.
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In order to provide a level playing field among the teams,
two distinct phases are organized, where each team has the
opportunity to both showcase their offensive skills, attacking
the virtual machines of the other colleagues, and improve
their defensive skills, by preventing exploitation of their own
infrastructure. During the first, blue, phase each student has
access only to the their team’s virtual machine, and this time
is used to survey the installed software, and devise an action
plan for defense. Students are encouraged to collaborate by
themselves, and to reuse the knowledge gathered during the
laboratory exercises, setting up additional tools that might pre-
vent unauthorized access by other users. During the red phase,
all network access restrictions are lifted, and the environment
becomes a free-for-all tournament between the teams, each
one trying to exploit as many vulnerabilities as possible, thus
capturing unique flags from their counterparts.

During both phases, users are empowered to come up
with comprehensive plans which they outline in their final
report. There are no restrictions to the tools and methods
employed, as long as: i) users do not patch, uninstall or
in any other way make inaccessible the vulnerable software
running on their machine; ii) purposely execute denial of
service attacks; iii) alter the flags on their virtual machines;
iv) define firewall rules resulting in blanket traffic restrictions
for whole network ranges. Instead, users are encouraged to
employ extensive traffic monitoring to their VMs, and try
to distinguish malicious from regular traffic to the installed
services, selectively blocking it. Log deletion, along with other
actions such as banner changes that can be used to either
cover the attackers’ tracks or show off that a victim’s machine
has been compromised, are allowed, as long as it does not
impact the original functionality of the server. This provides
bragging rights to the teams, making the whole project even
more competitive and personal.

Monitoring of the vulnerable services deployed on each VM
is performed during the whole duration of the project, with
immediate notifications sent to the educators, informing them
of any rule breaches. Repeating offenders are disqualified.

IV. RESULTS

This was the first time that an on-premise virtual laboratory
was created for the students of the Network Security course
at our faculty. It allowed us to implement interactive and
personalized cybersecurity challenges, while at the same time
relieving students from running resource intensive virtual
machines on their own computers. This had a great impact
on the level of involvement in both the laboratory exercises
and the final end of year project. The usefulness of the
proposed approach is further confirmed by the results of the
questionnaire that students have been asked to fill at the end
of the semester. Four of the included questions were directly
related to the organization of the laboratory exercises and the
final project:

1) I found the laboratory exercises interesting, and they
helped me learn new things. (Five point Likert scale)
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2) What is your preferred deadline for the laboratory ex-
ercises? (Individual deadlines for each exercise; End of
semester, for all exercises; No preference)

3) What is your opinion on the virtual environment? (It
appropriate, providing great working conditions; It was
complex, and hindered my course activities; I did not
use the virtual environment; No opinion)

4) I found the final project interesting, and it helped me
learn new things (Five point Likert scale)

The course had a total of 63 participants, 36 of which have
completed the questionnaire, accounting for more than half of
all enrolled students. Keeping in mind that the course is not
yet officially finished, and there are additional opportunities to
complete the final exam, users are still able to submit feedback.
In the remaining of this section we present the results, noting
that the given percentages represent the fraction of the students
that have responded to that particular question, instead of all
users who have taken the questionnaire. None of the questions
were mandatory, so some of them have less than 36 responses.
As a result, not all percentages might add up to 100.

Figure 2 shows the results of questions 1 and 4, for both
of which a five point Likert scale was used. The first question
was answered by all 36 respondents, while the fourth by
33. Positive sentiment towards both the organization of the
laboratory exercises and the final project is evident, with 66.67
per cent and 54.54 per cent of the respondents, respectively,
completely agreeing with the statement. However, contrary to
our assumptions, 66.67 per cent of the users who have sub-
mitted an answer to the second question have stated that they
prefer an individual deadline for each exercise that they had to
do on their own computers, instead of a single end-of-semester
deadline, allowing them to finish the exercises at their own
pace. On the third question, regarding the virtual environment,
of the 35 responses, 30 (83.33 per cent) have stated that it was
appropriate, providing great working conditions, 3 (8.33 per
cent) that they found it too complex, and 2 (5.56 per cent) did
not use the environment at all.

For the duration of the whole semester, the hardware re-
sources contributed by the 10 bare metal machines taking part
in the cluster were sufficient for all exercises, and no major
issues were encountered. Power was cut twice to the location
where the machines were hosted, but this event was taken
into account during the initial setup, and automatic power-on
was enabled both of the physical machines, and all virtual
machines, so no manual intervention was needed. During the
final project, two rule violations using the monitoring setup
were detected and the team members were officially warned,
after which no more rule breaches occurred.

The submitted reports by each team showed that 6 out of
the 10 participating teams have successfully exploited at least
one other virtual machine, and 2 of the remaining 4 have
at least successfully detected no less than one exploitation
attempt. What is very encouraging is that the majority of the
participants have successfully applied the concepts described
during both the lectures and laboratory exercises and have
come up with elaborate defensive mechanisms, including
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Figure 2: Responses to questions one and four of the feedback questionnaire

installation of intrusion detection systems and log monitoring,
thus justifying the approach taken during the semester.

V. CONCLUSION

We have successfully implemented a virtual environment
that is being used for cybersecurity exercises during the
Network Security course at our faculty. By repurposing ex-
isting physical machines no longer utilized as a result of
the Covid-19 pandemic and the associated closure of the
computer laboratories on campus, we have created a scalable
infrastructure, ready to be reused in future courses as well.
This approach provides a more interactive learning experience
for all students, while also overcoming compute capacity
issues for students with older hardware. Using automation and
orchestration tools, the provisioning time has been reduced to
a minimum, making it a viable option for courses with large
numbers of participants. The extensive network monitoring
and traffic filtering performed using open-source tools ensures
that the virtual environment is completely isolated from the
main faculty network, thus providing a sandbox where even
vulnerable software can be run without impact to external
systems. Access using widely available open-source VPN
software makes it possible for students to access this virtual
infrastructure from any device in their possession, and at the
same time giving the possibility of reusing the environment in
different contexts, not solely for cybersecurity exercises.

In the future we plan the final project reports to be accessible
to the educators at all times, providing the possibility to
individually track each teams progress, and once the as-
signment is completed, share the reports among the other
participants. In this way, each team can reflect on their own
contribution, and how their actions were seen through the
eyes of the other teams, providing a whole new aspect to the
activity. Furthermore, we also plan to introduce even more
interactive exercises, such as a king of the hill scenario [17],
where students are asked to progress with capturing and then
defending a set of virtual machines.
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Abstract— Data centers store large quantities of data on
thousands of hard disk drives (HDD) connected into redundant
arrays to prevent data loss in case of drive failures. Hard disk
drives are prone to failures due to wear of their
electromechanical components, defects, and external
influences. This paper analyzes failure rates for several HDD
models based on the SMART data set from the large data
center. Obtained results show annualized failure rate and
useful HDD life which represents the point from which failure
rates increase due to mechanical wear.
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I. INTRODUCTION

Data centers facilities are used to store an ever-growing
amount of data. Instead of using traditional offline data
storage, these data centers provide instant access to the store
data thanks to the advancements in ICT technologies.
Datacenters rely on the hard disk drive for storage, proven
storage technology present for six decades. Even this mature,
this technology is constantly evolving, improving the storage
density. When compared to solid-state drives hard drives
provide greater capacity, power price per stored data, and
superb write endurance when compared to SSD, making
them the prime choice for use in data centers [1,2]. Thanks to
constant technological improvements, hard disk drive
technology provides answers to the ever-growing demand for
drive capacity even in the future. Currently, HDD
manufacturers use SMR (Shingled Magnetic Recording)
technology which overlays multiple tracks one on top of
each other, significantly increasing storage density when
compared with traditional perpendicular magnetic recording
which creates guard bands between neighboring tracks.
Future technologies rely on energy assistant magnetic
recording such are HAMR (Heat Assisted Magnetic
Recording) and MAMR (Microwave-Assisted Magnetic
Recording) which will further increase storage density on
hard drives.

Hard disk drives (HDDs) are the only electromechanical
component in the computer system and due to their
mechanical design are more susceptible to failure than other
computer components. Since HDD is used as the primary
storage of user data its failure leads to permanent data loss.
Regular users need to perform regular data backups to
prevent loss of data due to HDD failure. Datacenter used the
RAID 6 scheme which uses data redundancy and could
operate even if two HDD in the array fail, achieving very
high reliability.

SMART (Self-Monitoring, Analysis and Reporting
Technology) is used to monitor various indicators during the
HDD operation, such as drive temperature, power-on hours,
the number of load/unload cycles, the number of damaged
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sectors [3]. These SMART indicators can be used to indicate
a possible imminent drive failure, when some of these
exceed manufacturer set thresholds. Thus user can perform
necessary actions to create backup in order to avoid loss of
data. SMART parameters can be used only to detect
predictable failures which are caused by processes which
slowly degrade drive performance due mechanical wear and
gradual degradation of storage surfaces. Indicators of these
processes can be monitored to determine when such failures
are becoming more likely. Other classes of failures are
unpredictable failures which represent sudden drive failures,
which occur due defective electronic components or sudden
mechanical failures caused by improper handling or external
force.

In this paper we analyzed failure rates for several HDD
models based on the SMART data set from Backblaze data
center. Obtained results show annular failure rate and useful
HDD life which represents the point from which failure rates
increase due to mechanical wear.

Il. FAILURE RATE

The failure rate represents the statistically determined
probability of failure of a component in a unit of time. Since
it is a unit that has a very small value, it is usually presented
in the form of a reciprocal value of MTBF (Mean Time
Between Failures), which represents the time between two
failures of a particular component in the system [4]. Typical
MTBF parameter values for today's hard disk drives range
from 100,000 for disks intended for personal computers to
2,500,000 for high-performance disks intended for servers.
These data are obtained based on statistical measurements
whereby a certain population of disks is tested under the
conditions declared by the manufacturer (number of working
hours per year, number of load/unload cycles, maximum
read/write load). MTBF is determined as the quotient of the
total number of hours of operation of the disk population,
divided by the number of failures that occurred during the
test. For example, if a population of 10,000 disks would run
1000 h, and in that case, four disks would fail, the MTBF
would be 10,000x1,000 / 4 = 2,500,000 hours.

Such high MTBF values, as 2.5 million hours, could lead
to the conclusion that the hard disk can, on average, run
continuously for 285 years without failure, but this parameter
does not predict the lifespan of an individual hard disk. The
true meaning of this parameter is valid if the warranty period
of the disk is 5 years for enterprise drives, which would
mean that if the hard disk is replaced with a new one every 5
years, in 285 years there will be one failure of such a disk.
Given the continuous development of computer components,
it is questionable whether after 5 years the same disk model
will be available with which it will be possible to replace the
previous one to reach the declared MTBF. Recently, the
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AFR (Annualized Failure Rate) parameter has been used,
which is an indicator of the probability that the hard disk will
fail during one year of use. AFR parameter can be calculated
when MTBF is divided by 8766 hours present in one year, as
shown in (1). This parameter also does not predict the
lifetime of an individual disk but is useful for predicting disk
failure rates in large data centers. Based on this parameter, it
is possible to predict the number of failures of the disk
population and plan the purchase of replacement disks
accordingly.

MTBF
8766

AFR = (1)

The rate of disc failure changes over the lifetime of the
disc population, and it follows the trend of the bathtub curve.
Fig. 1. shows, bathtub curve which can be divided into
periods: infant mortality, useful life, and wear-out period.
The first period known as infant mortality has an increased
rate of disc failure due to defects occurring during production
that manifest at the very beginning of life. Most of these
defects are detected by extensive tests in the manufacturer's
plant, where defective discs do not pass quality control and
are not delivered to users. The flat part of the curve
represents the period of operation of the disk, which usually
coincides with the period of warranty. During this period, the
disk failure rate is constant and significantly lower than in
other periods and is most often the result of external
influences. The last phase of the disk life is the wear-out
phase, in which there is a sudden increase in the failure rate
due to the wear of the magnetic disk components. The
beginning of this phase is an indication that it is necessary to
start the process of replacing disks preventively to avoid data
loss due to successive disk failures.
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Fig. 1. Bathtub curve [5]

I1l. RESULTS

Backblaze is a cloud storage and data backup company,
founded in 2007 targeted at both business and personal
markets. It started sharing SMART statistics of the HDDs
operating in their data center in 2013, publishing the
SMART statistics data quarterly every year [6]. Data is
published in form of .csv (comma separated values) files,
where each file represents a collection of all drive parameters
for a particular day of the year. These parameters include the
date, serial number, model, capacity, failure indicator, and
the number of SMART parameters presented in raw and
normalized form. These files were imported into the
SQLITES database, for easier access, where data used in this
research is extracted using SQL queries. In our research, we

analyzed failure rates for several Western Digital (HGST)
and Seagate HDD models with capacities of 4 GB, 8 GB,
and 12 GB, which operated in period from 10" April 2013 to
31" December 2020. This data includes date, serial number,
model, failure indicator, and raw value of SMART 9
indicator which contains information about drives power-on
hours. All models are enterprise-class drives intended for
24/7 operation (8760 operating hours per year) with a five-
year warranty, except models ST4000DMO000 and
ST8000DMO002 which are desktop-class drives intended for
8/5 operation (2400 operating hours per year) with a two-
year warranty. The number of drives used in the research and
their average age is shown in Table 1.

TABLE I. HDD MODELS USED IN SREARCH
Model Capacity No. drives Av. age

HMS5C4040ALE640 4GB 8.718 4,09
HMS5C4040BLE640 4GB 16.345 410
ST4000DMO000 4GB 37.005 4,45
ST8000DM002 8 GB 10.220 4,16
ST8000NMO0055 8 GB 15.038 3,37
ST12000NMO0007 12GB 38.738 2,34

For each drive model used in this research, we performed
an SQL query on the database which found the instance for
every serial number of the certain model which had a
maximum value for drives power-on hours. When power-on
hours of all instances of certain models are added, we
obtained total operating hours of drive population for that
model. Also using another SQL query we counted the
number of all instances of certain drive model which had
failed, by observing failure indicator attribute set to one.
MTBF parameter for every drive model is obtained when the
total operating hours of the hard disk drive population are
divided by the number of failed drives, and results are shown
in Table 2.

TABLE II. MTBF OF DRIVES USED IN RESEARCH
Model Oper. hours Failures MTBF

HMS5C4040ALE640 312.251.116 170 | 1.836.771
HMS5C4040BLEG40 587.612.662 274 | 2144571
ST4000DMO000 1.443.678.938 4.106 351.602
ST8000DM002 372.458.895 440 846.497
ST8000NMO055 444.588.697 607 732.436
ST12000NM0007 795.282.167 1.788 444.788

According to obtained results, we can observe that the
MTBF parameter for Western Digital (HGST) drive models
is close to the manufacturer stated MTBF of 2500000 hours
for these enterprise drives. Seagate desktop drives
ST4000DMO000 and ST8000DMO002 surpassed the typical
MTBF set for desktop drives to the 300000 hours, even they
are used in 24/7 operation which they are not intended to
operate. On the other hand, Seagate enterprise drive models
ST8000NMO0055 and ST12000NMO0007 achieved fairy poor
MTBEF for the enterprise-class drives, which is three to five
times shorter when compared to Western Digital drives.

Furthermore, based on the queried data we analyzed
failure rates of these models during the population lifetime.
For each failed drive in this population, we determined the
number of operating drives that exceeded its power-on hours
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when the drive had failed. Based on the ratio of one failed
drive and the number of drives that continue to operate we
calculated the failure rate for the hard disk drive population.
Fig. 2 shows failure rates for two models of Western Digital
(HGST) enterprise drives. Both drives had a constant failure
rate which started to increase due to wear of drive
components in the fifth year of operation which determines
the usual lifetime of these two models. Fig. 3 shows failure
rates for Seagate desktop models. Both drives had constant
failure rates which started to increase due to wear of drive
components in the fifth and sixth year of operation which
determines the usual lifetime of these two models.
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Fig. 2. Failure rate of Western Digital (HGST) enterprise drives
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Fig. 4. Failure rate of Seagate enterprise drives

Finally, Fig. 4 shows failure rates for two models of Seagate
enterprise drives. Both drives had a constant failure rate
which started to increase due to wear of drive components in
the third and fourth year, but it was much less when
compared with previous drive models. The reason for this is
the lack of more data, since these two drive models operated
on average three years in the data center, compared to four
years for other drive models.

In the end, the AFR parameter is calculated as a sum of the
failure rate of a certain drive model during one year. Since

AFR can be calculated quite coarse due to the small number
of operating years, we first calculated the monthly failure
rate and then calculated AFR as moving average on twelve
consecutive monthly failure rates. Results in Fig. 5. shows
that two models of Western Digital (HGST) enterprise drives
have the lowest AFR, around 0.5% failed drives per year.
We can observe the early infant mortality period during the
first year of operation which gradually decreased from 1% at
the beginning to 0,5% in the first year and remained constant
for four years of operation. AFR stated to increase near the
end of HDD lifetime which is around the fifth year.
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Fig. 5. Annualized failure rate drives

As expected for two of the Seagate desktop models AFR
were significantly higher than for WD enterprise drives,
especially for the ST4000DMO0O0O drive which has an average
AFR of 2.5% which in the last two years started to decrease
to 1%. The reason for this high AFR is because these desktop
drives are not intended for 24/7 operation as they are used in
the data center, but they are intended to be used in desktop
computers, and drives are rated for 2400 operating hours per
year. The other two Seagate enterprise drives had AFR
which was a bit higher than 1%, except abnormally high
AFT for drive model ST12000NMO0007 which peaked at
2.5% AFR in the second year, and then returned to a value of
1%.

In the end, we compared the calculated value of AFR
base on equation 1 and the value which is determined as a
mean value of AFR during drive lifetime. Results presented
in Table 3. show that calculated AFT is consistent with AFR
obtained by measurements for all drive models and results
differ up to 19%.

TABLE IlI. CALCULATED AND MEASURED AFR OF DRIVES
Model MTBF Calglélsted Mfls:‘ged

HMS5C4040ALE640 | 1.836.771 0,48 044
HMS5C4040BLE640 | 2.144571 041 0,51
ST4000DMO000 351.602 2,49 2,30
ST8000DMO002 846.497 1,04 1,04
ST8000NMO0055 732.436 1,20 1,18
ST12000NMO0007 444,788 1,97 1,85

IV. CONCLUSION

In this research, we performed the analysis of the failure
rate for several hard disk drive models operating in a data
center. The result showed that typical AFR ranges from 0,5%
to 1% for enterprise drives which is equivalent to 1 failure
per year in population from 100 to 200 drives. Results have
also shown that the useful life of a hard disk drive is around
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five years of continuous operation. Further research will be
focused on SSD failure rate when these data will be publicly
available from large datacenters.

ACKNOWLEDGMENT

The research in this paper is part of the project 451-03-
9/2021-14/200132 funded by the Ministry of Education,
Science and Technological Development of the Republic of
Serbia.

46

(1]

(2]

(3]

(4]

(5]
(6]

REFERENCES

J. Byron, D. Long, E. Miller, “Measuring the Cost of Reliability in
Archival Systems”,36th International Conference on Massive Storage
Systems and Technology (MSST 2020), 29-30 October 2020, Santa
Clara, CA, USA

R. Pinciroli, L. Yang, J. Alter, E. Smirni, “The Life and Death of
SSDs and HDDs: Similarities, Differences, and Prediction Models®,
DOI: arxiv-2012.12373

S. Djurasevic, B. Djordjevic, “Anomaly detection using SMART
indicators for hard disk drive failure prediction”,

B. Schroeder, G. Gibson, “Disk failures in the real world: What does
an MTTF of 1,000,000 hours mean to you? “, 5th USENIX
Conference on File and USENIX Association Storage
TechnologiesFebruary 2007, San Jose, CA, USA

Seagate, Understanding Reliability Metrics, Technology Paper,
August 2015

BackBlaze SMART data set, https://www.backblaze.com/b2/hard-
drive-test-data.html, accessed 1th April 2021.



https://www.backblaze.com/b2/hard-drive-test-data.html
https://www.backblaze.com/b2/hard-drive-test-data.html

The 18th International Conference on Informatics and Information Technologies - CIIT 2021

Implementation of Monetization Practices in Mobile
Applications

Vlatko Efremovski
School of Computer Science and Information Technology
University American College Skopje
Skopje, Macedonia
vlatko.efremovski@gmail.com

Abstract— Our everyday life is increasingly influenced by
technological improvements. This generation is mostly affected by
the daily use of smartphones, tablets and other types of mobile
devices. These devices have a huge number of different
applications, which are available through the digital distribution
platforms, i.e., App Store for users of Apple products and Google
Play for users of Android products. Users often want to have
utilitarian and practical benefits from applications, presented in a
visually pleasing and high-quality user-interface which is easy to
use. Although most applications are available for free and are
often used as non-profitable promotional marketing tools, a large
number of applications use a business model to generate profit.
This paper will be based on the study of the advantages and
disadvantages of different monetization strategies and business
models and their use and impact on the applications that serve
them. It will also includes original research, which indicates the
willingness of users in Macedonia to pay for mobile applications
and the reasons which fuel their decisions to do so. The gathered
data suggests that there is room for improvement and potential
growth when it comes to the usage and implementation of
monetization strategies, in particular within the Macedonian
society. Relevant targeted ads, affordable apps with significant
value for money features and flexible subscription models are just
some of the areas which can be improved on.

Keywords—Monetization, Mobile Development, Applications

I. INTRODUCTION

Over the course of just a few years (2016 to the present),
there has been a 113% growth in revenue from mobile app
downloads, in-app marketing and in-app purchases with the
revenue potentially reaching almost $190 billion by the end of
2020 [1]. While this revenue growth of 113% seems impressive,
it just serves to prove how much more users are connected to
their devices, and feel generally more freedom and security
when it comes to the consumer power that can be invested in
them.
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Fig. 1. Downloads of applications presented in billions [1]

The market leader is the first social network that
breached the barrier of one billion registered user accounts, i.e.,
Facebook, which by the end of 2019 had 2.41 billion monthly
active users [2]. It is estimated that more than 2 billion people
use some kind of social network application, and this number is
constantly growing because the companies that develop
applications are adapting to the requirements, i.e., offering
greater stability, security, multilingualism and an increasingly
simple way to use. In addition, popular social networks have a
great ratio between the number of users and the duration of
using the applications during the day. Mobile games offer a
wide range of mobile application downloads and stand out as
the most popular category for application developers. For
example, almost 25% of all mobile applications are gaming
applications — 2.5 times more than business applications [1].
The most common applications developed fall into the gaming
category, however only 65% of smartphone users have at least
one such application on their device. On the other hand, more
than 90% of all smartphone users have some type of a social
networking or chat application, web browser or entertainment
app installed on their devices. It is clear that the demand for
gaming applications is not in line with its supply. There are 2.71
billion smartphone users in the world today. This means that in
the world of wireless connections, 35.13% of the world's
population today has a smartphone. According to GSMA real-
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time intelligence data [3], there are currently over 5.28 billion
people with mobile devices worldwide. This means that roughly
68% of the world's population has a mobile device (mobile
phone, tablet or 10T device — Internet of Things — with a mobile
phone). In addition, there are currently over 9.82 billion mobile
connections in the world, which exceeds the current world
population of 7.77 billion, according to estimates by UN digital
analysts [3]. Each application can have hundreds of metrics that
it follows for different needs. There are revenue metrics that are
primarily focused on application profitability, statistical metrics
that check how often and in which part of the day the
application is used the most, what is the age of users, etc. Of
these, the ones that will be mentioned in this paper are: Cost-
per-click (CPC), Cost per thousand impressions (CPM),
Customer Acquisition Cost (CAC) and Customer Lifetime
Value (LTV) [4].

Il. MOBILE CONNECTIONS AND EMERGING MARKETS

There are millions of mobile applications on iOS and Android
operating systems installed on people's smartphones and
tablets. And it all started in 2008 with only a few thousand. This
immense growth in the app industry has been fueled by
smartphones, tablets, smartwatches and other innovative
wearable hardware, the continued shift from laptops and
desktop computers to smartphone use, and the rise of the middle
class in Asia, especially China. The substantial growth of
mobile applications has also been followed by a growth of
dedicated software engineers, primarily focused on mobile
development, with the total number of mobile application
developers potentially surpassing the 14 million mark by the
end of 2020 [5]. According to the data on the penetration of
smartphones and the number of users in each market, China is
leading with half of its population having the most smartphone
users, i.e., 775 million. The United Arab Emirates has the
highest smartphone penetration, 82.2% of its population owns
a smartphone, while Bangladesh has the lowest percentage —
5.40% [6]. When we look at how many people have
smartphones in the world, most of the growth and
breakthroughs in the mobile market can be attributed to the
ever-increasing adoption of smartphones led by Apple,
Samsung and Huawei.

TV and Mobile Devices: Average Time Spent in the US,
2014-2021
hrs:mins per day among population

2014 2015 2016 2017 2018 2019 2020 2021
W TV* [ Mobile devices

Fig. 2. Time spent on mobile device and phone from 2014-2021 [6]

Consumers in the United States spent more time with
their mobile devices than watching television in 2019. This can
be noticed on Fig.2 and, even though this seems strange, it has
gradually become a reality. Of the time spent not watching
television, 71% is spent using smartphones, while the rest is on
tablets and other devices. The average adult in America spent 3
hours and 45 minutes on a smartphone in 2019, or an 8-minute
increase from 2018. According to current data for 2020, this
figure is now close to 3 hours and 49 minutes a day, even 20
minutes more than the time spent watching television. Thus, the
distinction between web and applications disappears as web
experiences emulate applications. The downside is that we have
to realize that the competition is really intense. According to
research conducted by Mansour Igbal [6], people tend to spend
most of these hours on several applications (such as Facebook,
Facebook Messenger, Instagram, WhatsApp), while others are
destined to compete for attention. By 2021, the total number of
smartphone users worldwide will reach 3.8 billion, slightly less
than half of today's world population. This growth is mostly
attributed to the recent rise in mobile device adoption in India
and China.

A. Emerging markets

Southeast Asia is taking the lead in the global growth
of the Internet, with a furious pace, while its digital citizens are
increasingly relying on the greater accessibility, convenience
and security of mobile applications in their daily lives. In fact,
most people spend an average of five hours a day on their
smartphones. This opens up a huge number of options for
businesses and investors to make serious profit. According to
some metrics, Southeast Asia's mobile economy far exceeds
that of more developed Western nations; for example, phablets
(large screen mobile devices) manage 73% of the mobile device
market in Southeast Asia, compared to only 48% in the United
States [7]. The emerging economies have an ability to create
huge opportunities for advertising applications, opening up
channels for growth and monetization. There is a next wave of
emerging economies defining the trajectory of application
economies, with Southeast Asia leading the way as the fastest
growing Internet region in the world. Asia-Pacific is the fastest
growing mobile phone market as the combination of better
telecommunications infrastructure, high volume marketing and
the rise of cheaper smartphones have contributed to the
explosive growth and adoption of the app installation market in
the region. As mobile phones become increasingly relevant to
the global market, new devices from companies such as
OnePlus, Xiaomi and Huawei are increasingly made available,
offering similar features as more expensive Android and Apple
devices, but at a much more favorable price.

I1l. MARKETING

With every trick in their book, the applications try to
attract the attention of the users and bring them into the sales
funnel. And those in the market who have a budget do not shy
away from spending money on paid advertising. This leads to
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more competition for popular keywords, resulting in more
bidding for that keyword. This means that the ad displayed in
an application will have a higher CPC / CPM for advertisers,
which in turn will mean more revenue from the user if the ad is
clicked or even viewed.

A. Fraudulent traffic

However, when ads are used in mobile applications,
there is room for defrauding the advertisers through them.
Mobile application advertising fraud targets the advertisers and
any users of mobile advertising. The purpose of this type of
fraud is to steal the planned budget for advertising the
application. Ad fraud can take many forms, from fake
impressions and app launches to click-injections and click
spam. This type of fraud is on the rise, and a contributing factor
is that the increased content of mobile phones offers more space
for advertising and demand from the audience, which develops
a kind of vacuum used by fraudsters. The advertising and
marketing community is facing a major threat of losing money
due to the increasing number of scams through mobile
applications. Advertising fraud is projected to spend 44% of
paid advertising traffic in 2020, costing the market $100 million
a day in 2022 [8]. For this reason, tackling ad fraud is of the
highest importance, as all sectors and digital ad formats are
affected. Advertising fraud not only affects advertiser budgets
but also, most importantly, their important KPIs, such as in-app
purchases, LTV and other important metrics. With all this in
mind, an increasingly important indicator of the performance to
be monitored in 2020 is the ratio of valid versus invalid traffic
in the application. Knowing this rate, advertising budget
spending can be targeted at real users instead of illegitimate,
fake users.

2019 - Rate of fraud in traffic according to category - App Store

B Fraudulent [ Legitimate

Shopping (34%)

Games (33.4%)

Finance (31%)

Travel (26.5%)

Lifestyle (23%)

Food and Delivery
(23%)

Fig. 3. Rate of fraud in traffic — App Store
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2019 - Rate of fraud according to category - Google Play

B Fraudulent W Legitimate

Finance (37.8%)

Games (37%)

Shopping (33.4%)

Social (33.4%)

Travel (34%)

50 75 100

Fig. 4. Rate of fraud in traffic — Google Play

According to an analysis conducted by Interceptd [9],
the number of ad frauds has been steadily rising for years. This
analysis was conducted with the help of 12,000 mobile
applications from many different types of app categories and
different countries and over 40 million installations. They found
that while ad fraud is on the rise, and it is the second-largest
organized crime after narcotics, the Android platform is still a
little more affected by fraud than the iOS platform. However,
the rates are relatively similar when comparing Android versus
iOS, with Android having 27.3% of fake ad traffic, compared
to 22.1% for iOS. Interceptd predicts that by 2022 the
advertising industry will lose an average of $30 million per day
on the i0S platform and as much as $70 million per day on the
Android platform [10].

IV. MONETIZATION

Paid apps are a great way to make money. Ad revenue
varies depending on how much advertisers are willing to
advertise on the application. Creating a paid application is great
because the app creator decides how much s/he wants to charge
for the application and the user has to pay the full amount if s/he
wants to download it. But no one wants to pay for unknown
goods. It is very difficult to get people to give their money, let
alone pay for an unknown application. Because of this, many
applications offer a trial version that usually has fewer features
and capabilities than the one charged. At the beginning when
the mobile app market was open, most of the mobile apps were
charged and it was the only monetization model. Today there
are still several categories of applications for which the Paid
Applications model is more profitable than others. These are
mostly apps that provide unique features such as utilities,
productivity, photography and video, and navigation apps [6].

In 2016, total revenue generated from sales in mobile
applications and in-app advertising reached $88 billion and this
figure could reach $200 billion in 2020 [2]. This growth of over
200% shows that there is a lot of room for monetization in the
application industry for which application developers can claim
a share. The difference in the number of free and paid
applications on the Google Play market and the App Store at the
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end of 2019 is significant. Out of all the Google Play
applications, 96.2% are free, while this number is 90.8% on the
App Store. Because of this, developers' application
monetization strategy is increasingly turning to models that
cover free application space. Also known as premium apps,
traditional paid apps cost users a one-time download fee from
the Play Store or App Store. While a paid application can be
any amount of money, the most common price range is between
$0.99 and $9.99.

V. SURVEY

In order to find out the degree of impact of mobile
applications in our environment, and also to understand how
users react to the monetization methods used in applications, a
survey was conducted with 114 participants [4]. The main
intention of the survey was to get some general insight in
regards to the user’s eagerness to participate in mobile-related
activities, and by formulating concise questions and analyzing
their answers, specific information on the impact of
applications in the Macedonian society was obtained.
Furthermore, this survey was intended to scratch the surface in
regards to the mobile applications and their monetization
practices in Macedonia, and as such, it has a good basis for
expanding in the future with more specific questions regarding
gender distribution, user income etc. This survey managed to
give a picture of the potential values of some metrics such as
the metric for daily active users — through which it can be
partially measured by the result of the degree of daily use of the
mobile phone. In addition, it determined what the average CAC
would be and the degree to which users respond to paid or
sponsored ads in applications. Also, it let us observe the
potential value of the average user of an application, which can
be determined by the amount of money that the user is willing
to pay in order to download or subscribe to an application, or to
pay in order to remove advertising material from the
application.

This survey reviewed the potential consumer power of
mobile application users in Macedonia, their preferences when
it comes to the type of applications that they use most often, the
degree of their interaction with applications and their patience
when it comes to marketing campaigns with which their interact
on a daily basis. Reviewing the results of the questions asked in
the survey, | managed to get a clearer, positive picture when it
comes to users of mobile applications in Macedonia.

What is your age?

~18yf

311040 y/o 19 to 25 y/o

2610 30 y/o

50

Fig. 5. What is the age of the participants?

Of the respondents, the most common age group were
those between 26-30 years with 53.5%, followed by the groups
of 31-40 years with 21.9% and 19-25 with 21.1%. In this
modern society, where access to information is huge, it is very
likely that users are familiar with the fact that mobile
applications are monetized, and so as many as 86.8% of
respondents were aware of that fact. In terms of daily use of
applications, 43% of respondents use mobile applications for 1-
3 hours, 30.7% use them for 3 to 5 hours, and 21.9% use them
for more than 5 hours. During this time, the most commonly
used types of mobile applications are social networks — 91.2%
(100% of respondents are users of social networks), messaging
applications — 49.1%, games — 35.1%, shopping applications —
28.1% and news applications — 21.1%. In order not to ask the
question of what kind of applications are downloaded more,
free or paid applications, where the obvious answer would be
known, the question whether the respondents ever paid for an
application was asked instead. As many as 35.1% of
respondents paid to download an application versus 64.9% who
did not pay.

What is the average price of the apps your have subscribed to?

More than 10%
= e 0.99%

6to 10 dollars

110 5 dollars

Fig. 6. What is the average price of the subscribed apps?

Of those who have paid for an application, 60% have
paid for 2 to 5 applications, 32.5% have paid for one and 7.5%
have paid for more than 5 applications. The average price of
paid applications is $1 to $5 and is represented by 87.5%, and
0.99 dollars in 7.5% of cases. Applications priced at $6 to $10
or more are up 2.5% each. These data are just an additional
confirmation of the fact that as many as 90.5% of respondents
are willing to pay up to $10 to download an application (up to
$5 — 60.8%, from $5 to $10 29.7%)).
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How much are you prepared to pay to use an app?
Maore than 25% B

10to 25 dollars

5to 10 dollars
Up to 5 dollars

Fig. 7. How much are you prepared to pay to use an app?

Regarding the respondents who have not downloaded
the application, the reasons that stand out and that would
persuade them to pay for the application are: the unique content
of the application — 71.6%, the favorable price — 41.9%, the
positive reviews from users — 35.1 % and quality design —
25.7%. As for the respondents who have paid for an app, the
types of apps they have paid for are in the games, social media,
shopping, and news app category. Of those surveyed, 35.9%
have subscribed to one or more applications. Only one
application has 61% subscribed, 2 to 5 applications — 36.6%,
and subscription to over 5 applications — 2.4%. In terms of the
amount of monthly fee paid by respondents, in 48.8% of cases
the amount for subscription is up to $5, 26.8% is from $5 to
$10, 17.1% is from $10 to $20 and over $20 a month
subscription in 7.3% of cases.

How many apps are you subscribed to?

Ower 5

2to 5

Fig. 8. How many apps are you subscribed to?

The respondents consider 44.7% of the content of the
ads to be irrelevant, while 66.7% of the respondents do not even
open the ads that appear to them. During the day, 44.7% of users
face these types of ads more than 5 times, 29.8% face 3 to 5
times and 23.7% of never up to 3 times. Knowing these data,
we should not be surprised by the fact that as many as 89.5% of
respondents have uninstalled an application precisely because
of the overuse of ads.
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How many times per day do you encounter mobile ads?

0to 3 times

Cwver & times

3to & times

Fig. 9. How many times per day do you encounter mobile ads?

Do you think that the ads are relevant to your needs?

Sometimes

No

Fig. 10. Do you think that the ads are relevant to your needs?

As many as 91.5% of respondents are willing to
subscribe to an application in order to remove ads if the fee is
up to $5. This rate is very high and the price is favorable, so by
implementing such a business model, the application could earn
revenue while retaining users.

VI. CONCLUSION

Applications no longer serve only as promotional
tools, but their performance now determines whether a
company will be successful or not. The focus is continually
shifting from large to smaller screens, and this is becoming
more apparent the longer time is spent on mobile devices.
Websites are being adapted to suit mobile screens, the number
of applications is increasing and thus their quality, reliability
and the degree of trust we place in them. The level of trust in
the applications allows us to share confidential personal and
business data with them, to make payments and at the same time
to feel safe in doing so. Until recently, quality mobile phones
were considered a luxury and their price in the global market
was higher, but the development of new mobile phones with
affordable prices and quality contributed to the opening and
expansion of the application market. In addition, the increase in
the number of free applications allowed a sharp increase in the
user bases of the applications and a chance to develop
promotional channels and monetization methods. Analyzing all
the data can help us find out what is the impact of monetization
in Macedonia and which monetization strategies would best suit
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this region. A survey with 114 participants was conducted, and
from it encouraging results were obtained, regarding the users’
mindset and way of thinking. Users’ purchasing power varies,
but there are some commonalities in the way mobile app users
think. The need, unique content and good user experience are
factors that can persuade a user to subscribe or pay for an
application. Implementing an adequate hybrid model of
monetization strategies in an application with such factors and
which is tailored to the needs of users and the region in which
they are located can lead to a successful monetization story.
Users in Macedonia have increasing confidence in the
applications and, given that the application market in
Macedonia is still developing and growing, and a number of
promotional channels and monetization strategies are not
integrated, it provides space for the implementation of such
strategies and channels, and the development of profitable
applications.
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Abstract—Morphosyntactic tagging is the process of assigning
morphosyntactic descriptions to the words in a given text.
Assigning morphosyntactic tags to Macedonian text is challenging
for multiple reasons, including the large tagset size, relatively free
and flexible word order and the smaller amount of available re-

sources. In this paper, some existing methods for morphosyntactic

tagging will be applied to Macedonian and evaluated on accuracy,
training and tagging time using the Multext-East corpus. It will
be shown that trigram tagging, tiered tagging and CRF-based

tagging achieve the highest accuracy and could be basis for future

implementations of Macedonian MSD tagging.

I. INTRODUCTION

Morphosyntactic tagging is the process of assigning mor-
phosyntactic descriptions to the words in a given text. The
morphosyntactic description of a word is language-dependent,
and includes the part of speech of the word, as well as
more detailed grammatical categories, like gender, case, tense
and aspect. It’s a problem that’s closely connected to part-
of-speech tagging, but is much more challenging due to
the level of detail involved. Morphosyntactic tagging is a
significant preprocessing step in many natural language pro-
cessing applications, and is especially important for highly
inflective languages, like the Slavic languages in general and
Macedonian in particular, where the part-of-speech on its own
isn’t useful enough for most further applications.

The biggest challenges for morphosyntactic tagging of
highly inflective languages, to which Macedonian belongs,
are the large tagset size, relatively free and flexible word
order and the smaller amount of available resources. Highly
inflective languages exhibit a large tagset because there are
multiple mutually dependent grammatical categories for most
parts-of-speech, where all combinations of these grammatical
categories are possible for a given part-of-speech. Many of
these categories also depend on the other words in the sentence
and combine multiple categories in a single morpheme [1].
The errors made during morphosyntactic tagging depend on
the tagger used, however, this problem is well-illustrated in
[2], in which it’s shown that most of the errors for Croatian,
which, like Macedonian, is a South Slavic language, occur on
the detailed grammatical categories, especially gender, number
and case. While Macedonian has a smaller tagset than most
Slavic languages, the number of possible morphosyntactic tags
is still large enough to pose a challenge to existing morphosyn-
tactic taggers. However, it’s also important to note that the

53

disappearance of the grammatical category case for most parts
of speech (with the exception of pronouns) in Macedonian
reduces both the number of possible tags overall and the
number of ambiguous words. On the other hand, Macedonian
has a large and varied number of verb conjugations, with
tense, aspect, person, type, gender and number being only
some of the more important grammatical categories, which
adds additional complexity and ambiguities to the problem.
Ambiguities in Macedonian can appear both across parts-of-
speech (e.g. third person singular neuter nouns and adverbs)
and within them, though this doesn’t happen as often.

Another problem that poses a difficulty in developing a mor-
phosyntactic tagger for Macedonian is the lack of resources
available for the training of statistical methods, which con-
sistently perform better than rule-based taggers. The smaller
available datasets also mean that the number of unknown
words, which are more difficult to tag correctly, will be
larger and that morphosyntactic tags that don’t appear in
the training set are more likely to exist in the text to be
tagged. This is often mitigated my adding a morphological
analysis component and using a word-form lexicon as a part
of the tagger. However, the size of the lexicons available
for under-resourced languages also tends to be smaller. The
smaller training sets combined with the large tagset size also
negatively affect the performance of taggers that use more than
just the current word for morphosyntactic tagging, leading to
a larger number of combinations with fewer training samples
of each.

Most morphosyntactic taggers rely on the surrounding con-
text of the word to help with assigning the tag of the current
word. This is generally a good strategy, since the grammatical
categories of a word often depend on the categories of other
words in the sentence. This is also the case for Macedonian.
However, Macedonian also has a fairly free word order, and
it’s often possible to express the same sentence with multi-
ple grammatically correct word orderings. A broader context
would need to be considered to cover a significant amount
of word orderings in a sentence, which can be inefficient and
further reduces the number of available training samples. That
doesn’t mean that context is not a useful feature to consider
when assigning morphosyntactic tags to Macedonian text -
for example, if a noun follows an adjective, it will still have
the same number and gender as that adjective, it just isn’t as
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reliable as indicator as in some other languages with a more
fixed word order, like English.

Methods that have been successful for similar languages
include HunPos, which is a trigram tagger, originally devel-
oped for Hungarian, but has also shown promising results
for Croatian and Serbian [3]. Morphosyntactic taggers based
on Conditional Random Fields, such as CRFSuite, have also
shown promising results for Slovenian [4]. Tiered tagging has
shown good results for Romanian [5]. Other methods that
have shown good results for other Slavic languages include
the averaged perceptron tagger, deep learning and combining
multiple taggers by letting them vote on the tag to be assigned
to each word.

In this paper, some of these existing methods for mor-
phosyntactic tagging will be applied to Macedonian and eval-
uated on accuracy, training and tagging time and an overview
of the errors made by the taggers will be given. The methods
used here were chosen based on their availability to the author.
The taggers were trained and tested on the Multext-East v6
corpus [6], [7], which contains the annotated novel 1984.
The Macedonian corpus consists of around 6000 sentences
and 100000 tokens. The text is segmented in sentences and
tokenized, and each word is annotated with its lemma and
morphosyntactic description. The part of speech of the word
is encoded in the first position of the morphosyntactic tag,
followed by the grammatical attributes that are applicable for
each category. The number of additional categories ranges
from O (for abbreviations) to 9 (for verbs).

The rest of this paper is structured as follows. In section
2, an overview of the methods that have been used on
related languages is given. The tagging experiments using
these methods on Macedonian are described in section 3.
Section 4 contains the results of these tagging experiments
and a discussion of the given results. Finally, a conclusion
and directions for further research are given in section 5.

II. RELATED WORK

Currently, there is no previous research on methods for
morphosyntactic tagging of Macedonian. Existing research on
part-of-speech tagging shows that using a maximum entropy
cyclic dependency network delivers the best results for the
same corpus at 97.5% [8]. This approach uses a bidirectional
dependency network, explicitly taking into consideration the
context from both the previous and next word, as well as a
wide range of additional lexical features [9]. Since there is
no previous work on Macedonian, methods that have been
successful for other South Slavic languages were used as the
starting point for the current research.

For Serbian and Croatian, the trigram tagger HunPos
achieves an accuracy of 87.7% and 85.56% on the full MSD
tag respectively [3], using the Multext-East tagset on corpora
from different domains. HunPos is based on Brants’ tagger
[?], which uses a second order Hidden Markov Model to
label words with their MSDs. It models the tags as states and
the words as outputs, using the two previous states (tags) to
compute the transition probabilities, and the current state/tag to

compute the lexical probability for each output/word. The TnT
tagger handles unknown words by employing suffix analysis.
HunPos [10] is an open-source extension of TnT, which was
developed for Hungarian and which achieves comparable re-
sults to TnT for this language. One difference between HunPos
and TnT is that HunPos uses both the current and previous
tag to compute lexical probabilities. While [11] focuses on
non-standard varieties of the languages, it shows that taggers
based on Conditional Random Fields and bidirectional LSTM
networks perform much better than HunPos on these non-
standard varieties, which makes these taggers also viable
candidates for MSD tagging of the standard varieties of South
Slavic languages. The two types of taggers perform almost
equally on Serbian and Croatian, whose non-standard varieties
are closer to the standard language, while for Slovenian,
the bidirectional LSTM network performs slightly better. It’s
important to note that the results achieved here are also better
than the ones reached by HunPos on the standard varieties,
however, HunPos, and trigram taggers in general are much
faster.

A tagger based on Conditional Random Fields has also been
used on the standard Slovenian language [4] and showed an
accuracy of 86% when trained on a corpus of 100000 tokens,
which is comparable to the size of the corpus used in this
paper. Ref. [4] also shows that this accuracy can be improved
by using a larger corpus and an inflectional lexicon, however,
for corpora consisting of fewer than 200000 tokens, the
addition of a lexicon doesn’t lead to a significant improvement
and doesn’t pay off in relation to the performance hit.

Perceptron-like algorithms have also shown good results
in previous work and will be considered here. The averaged
perceptron tagger [12], represents the word sequences as a
feature set and averages the estimated parameters, has achieved
an accuracy of 95.75% for the full MSD tag for Czech [13].
The Czech language faces similar or bigger problems than
Macedonian in terms of tagset size, ambiguities and free word
order. However, it’s also important to keep in mind that it
has a much larger amount of available resources. Another
perceptron-like algorithm, which extends Collins’ algorithm
by using bidirectional guided learning [14] showed results
comparable to the ones of the best-performing tagger for
Macedonian POS tagging [8], which is an additional reason
to consider perceptron-like algorithms for full MSD tagging
of Macedonian.

Another method that has lead to good results for other
languages of the Multext-East corpus is tiered tagging. The
approach here is to first determine a reduced tagset and then
assign tags from his reduced tagset to all words that need
to be tagged. The full MSD is then determined in a second
step, where the number of possible tags for each word that are
extensions to the reduced tag is usually one. This method has
achieved an accuracy of above 90% for both Slovenian and
Czech, as well as Romanian, Hungarian and Estonian [5].

Combining taggers has often been proposed as a way to
improve tagging accuracy. Combination approaches include
serial combination, letting multiple taggers vote on the correct
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tag and training an additional classifier to pick the correct
tag from multiple. The tagger represented in [15] uses mor-
phological analysis, followed by a rule-based component and
a statistical HMM tagger. It was tested on a Czech corpus
and while including the rule-based component only shows a
slight improvement, adding hand-written rules could be more
useful for languages with fewer available resources. Ensembles
of taggers that vote on the MSD tag have been tried for
multiple languages. For Polish, a combination of a brill tagger,
a memory-based tagger, a tiered and a CRF-based tagger
has shown an accuracy of 92% when using voting weighted
on the overall performance of the taggers and the per-class
performance for each grammatical category [16]. Another
combination method that has been proposed uses information
about the predicted tags of two taggers as features and lets a
new classifier learn in which cases each tagger is more likely
to be correct [17]. The result presented in the paper is behind
the state of the art now, so only the other two combination
methods will be considered further.

III. EXPERIMENTS

Various existing implementations for MSD tagging were
used on the available corpus to see which approaches perform
best and should be looked into for further development and
adaptation to the Macedonian language. Additionally, some
combinations of multiple taggers were also tested in order see
to what extent this improves the result, and whether combining
taggers is reasonable in relation to the additional running time
of these algorithms.

The baseline tagger used for comparison assigns the most
likely tag to each word, that is, the tag that is most often
assigned to the given word in the training set. One problem that
appears here is the handling of out-of-vocabulary words that
don’t appear in the training set. Two versions of the baseline
tagger were implemented. In one of these implementations,
unknown words are assigned the most common tag overall, in
this case Sps (simple preposition). This isn’t the best strategy,
since a large number of prepositions are likely to appear in
the training set, while unknown words are more likely to be
open-class words such as nouns, verbs and adjectives. The
second baseline implementation uses a suffix tagger to assign
tags to unknown words with an approach inspired by [18].
This implementation assigns the most likely tag out of all
tags assigned to words with the same suffixes as the unknown
word. The probabilities for the known words are computed
using the formula

C(wijt)

P(tiw) =

(D

where C(wjt) represents the number of times the word W has
the tag t in the training set and C(w) denotes the total number
of times the word W appears in the training set. For unknown
words, the formula
P .
P in:22 C(win jt)
n

P (tjw) =
() i:z2 C(Win )

2
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is used, where W;; denotes the substring from i to j of the
word W, or this suffix tagger counts the number of times each
substring of the unknown word appears in the training set with
the tag t.

Another experiment included running a transformational
Brill tagger which applies a list of derived transformational
rules to the result of another tagger. The Brill tagger used was
the one provided by NLTK [19] and it was applied on top of
the baseline tagger. The tagger was tried using multiple sets
of feature templates. The best performing features included

the MSD tags of the two previous words
the next two words

the current word

the MSD tag of the current word

While this tagger doesn’t lead to a significant improvement,
it can show us the rules it extracts, which can be useful for
further analysis and feature extraction for other taggers. Most
of the rules are based on the previous MSD tag and next
word, while words with a distance of two rarely appear in
the transformation rules. This could indicate that a smaller
context might be better than a wider one when determining
the MSD for Macedonian words.

Another tagger that was tested was the averaged perceptron
tagger. The implementation provided by NLTK was used in
this experiment as well. The algorithm was only ran using the
default features in this implementation. These include

the suffix of length 3 of the current, previous and next
words

the MSD tags of the previous two words

the previous two words

the next two words

These features were calibrated to perform well on English
and might not be the best option for other languages. While
many of the features used are reasonable for Macedonian, it
might be possible to get better results using different features,
specifically by including prefixes and using a wider or a
smaller context.

HunPos is an open-source trigram tagger and was used in
its original form. This tagger estimates the probability of the
current tag based on the previous two tags, and the emission
probability based on the current and previous tag. It uses suffix
guessing for unknown words.

Tiered tagging was another approach used to assign MSD
tags to Macedonian text. In tiered tagging, only the part of
speech is tagged in the first step, while in the second, the
tagger finds the intersection between all possible full MSD
tags for the POS assigned to the word in the first step, and
all possible MSD tags for he given word. The decision to
only use the part-of-speech in the first step was made for
simplicity and because previous research [5] shows that finding
the ideal subset of tags for the first step is a computationally
intensive process. Other than the choice of tagset for the first
step, the tagger used to learn these tags is also crucial to
the performance of the tagger, as this limits the accuracy that
tiered tagging can achieve. Here, the taggers used in the first
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step were the averaged perceptron tagger and the maximum
entropy bidirectional dependency network. The result of the
intersection between the full MSD tags and the possible tags
for each word is usually unambiguous - only around 500 words
in the test set had more than two possible tags.

However, a big problem for this tagger are out-of-
vocabulary words. These contributed the most to the errors
of this tagger. A few approaches to tagging unknown words
were used in the tested tiered tagging implementations. One
of them was to use the same suffix tagger used in the baseline
tagger. Another method was combining this suffix tagger with
the tag determined in the first step by taking the intersection
of all possible tags with the same suffix as the given word and
all possible MSD tags for the POS tag assigned to the word.
This tagger is also sensitive to errors in the training set. For
example, the word edna appears in the corpus with both wrong
tags, such as Ag-ms-n and correct tags, one of which is Ag-fs-
n. If the first step determines that the word is an adjective, both
of these would be possible options for the full MSD tag of
this word, even though only Ag-fs-n is correct. Since mistakes
are less common than correct tags, statistical taggers won’t
be too strongly affected by some words in the training corpus
being wrongly tagged. But in tiered tagging, even one mistake
will add the wrong tag to the set of possible tags, which can
lead to a wrong result. This motivates the addition of a set of
simple disambiguation rules that determine the correct tag if
the intersection of all MSD tags for the given part of speech
and all possible MSD tags for the given word contains more
than one element. The addition of disambiguation rules leads
to this tagger being language-dependent and not reusable for
other languages, but it does successfully reduce the number of
errors. Another solution to dealing with errors in the training
corpus could be using the most common tag in ambiguous
cases, however, this wasn’t tested in the scope of this paper.

CRFSuite was used in two different ways. One approach
was to use the CRF tagger provided by NNLTK with the
default features. These include

the current word

capitalization features

punctuation

whether the word contains a number

suffixes of the current word with up to length 3

Experiments were also ran by directly using CRFSuite with
multiple feature sets. The features used included various
combinations of capitalization features, prefixes up to length
2 and suffixes of length up to 4, the surrounding context of
the previous one or two words and next one or two words and
the possible MSDs for the current word. The best performing
features were

the current word

the previous word

the next word
capitalization features
suffixes up to length 4
prefixes up to length 2
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The features were inspired by [4]. The experiments showed
that adding the MSD hypotheses doesn’t lead to an improve-
ment, and using a wider context leads to worse results than
using a smaller context. The features provided by NLTK
produced significantly worse results compared to the other sets
of features used, which was expected, since the NLTK features
were selected to perform well for English.

Combining multiple taggers can often lead to a better result
compared to a single tagger. Here, different combinations of
two or more taggers were used to see whether the increase
in accuracy justifies the increased time needed for training
and testing. In most cases, the combined result of the taggers
for each word was the tag that he majority of the taggers
assign to that word, either by simple voting or by weighting
the votes with the accuracy of the tagger. The taggers that
were included in these combinations included the HunPos,
CRFSuite, Averaged Perceptron and tiered tagger. The taggers
where chosen based on their high individual accuracy. While
the combinations always exceeded the baseline accuracy, they
sometimes performed worse than some of the individual
taggers, for example in cases where two taggers predicted the
wrong tag and one predicted the correct one. Accordingly,
the weighted voting scheme preformed better than the simple
voting scheme. It’s important to note that he taggers used
often make the same mistakes, leading to the possibility of an
increased improvement over individual taggers if the taggers
involved are more different. One other combination that was
used was using the tiered tagger for tagging known words and
the CRFSuite tagger for tagging unknown words, based on
their respectively best performance on these classes of words.

IV. RESULTS

The taggers were tested on a 67/33 split of the corpus. The
best performing taggers overall were the combined taggers
when using weighted voting. Some of these taggers achieved
an accuracy of 94% or higher, while the highest accuracy
among the individual taggers of 93.5% was achieved by
HunPos, followed closely by the tiered tagger which achieved
an accuracy of 93.2% in the case when the suffix tagger
determines the possible extensions to the POS tag assigned in
the first step and disambiguation rules are used in ambiguous
cases. The baseline tagger achieved an accuracy of 88%
when unknown words were tagged with the most common
tag overall, and 90.48% when including a suffix tagger for
unknown words. The highest overall accuracy was achieved by
combining the tiered and CRFSuite taggers, using the tiered
tagger for known and CRFSuite for unknown words. This
tagger achieved and accuracy of 94.5%.

While the tiered tagger performed best with the added
extensions, unknown words posed a significant challenge to
it. Simply using the suffix tagger that was also used for the
baseline lead to an accuracy of only 90.9%, where 97.5%
of the known words were tagged correctly, but only 61%
of the unknown. The tagger used in the first step also
made a difference - the latter accuracy was achieved with
the Averaged Perceptron tagger, while the highest accuracy
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TABLE I
TAGGING ACCURACY FOR INDIVIDUAL TAGGERS

Tagger Token accuracy | Sentence accuracy | Accuracy on known tokens | Accuracy on unknown tokens
Baseline 90.48% 36.72% 95.8% 50.81$%
Brill 91.52% 40.43% 96.98% 50.81%
Averaged Perceptron 91.17% 40% 94.82% 63.98%
HunPos 93.5% 48.82% 97% 67.37%
Tiered tagging 93.22% 46.68% 97.54% 61.1%
CRFSuite 92.9% 46.18% 95.61% 72.72%

was achieved using a Maximum Entropy Cyclic Dependency
Network, which achieved an accuracy of 97% in the first
step. HunPos, on the other hand, performed much better on
unknown words, reaching an accuracy of 67.4%. CRFSuite
was much slower than the previously mentioned taggers and
achieved the third-best accuracy among individual taggers of
92.5%. 1t’s especially notable that the accuracy on unknown
words was 72%, which is the highest accuracy achieved on
unknown words by any of the taggers.

Table I shows the token and sentence accuracy for each
individual tagger, was well as the accuracy on known and
unknown tokens. The only tagger with a noticeably longer
training time was CRFSuite.

Most taggers made more errors on the part-of-speech than
the full MSD tags. The most common or second most common
mistake for all taggers was mistagging simple coordinating
conjunctions as simple particles or the other way around.
Other common mistakes on part-of-speech came from tagging
relative and general pronouns as adverbs or vice-versa, as
well as tagging relative pronouns as subordinating conjunc-
tions. The latter mistake is one that is helped by using the
context, and accordingly, it was much more common for
the baseline tagger than all other taggers. The Brill tagger
primarily corrected mistakes in tagging conjunctions, particles
and pronouns across part-of-speech categories, while few rules
corrected mistakes made on the detailed MSD tags. Most
taggers also had trouble correctly tagging third person singular
neuter adjectives and adverbs. On the detailed MSD, most
mistakes overall were made on noun gender, verb aspect and
adjective type and degree. Verb tense was also an issue for
some taggers, especially the averaged perceptron tagger, but
still less of an issue compared to aspect. While mistakes
on pronoun POS were among the most common for most
taggers, all of them made only a few mistakes on the detailed
MSD for pronouns. Here, the biggest problem was the case,
or specifically tagging personal pronouns for direct object
(denoted as accusative case in the tag) and indirect object
(denoted as dative case in the tag).

V. CONCLUSIONS AND FUTURE WORK

The overall best-performing individual tagger was the tri-
gram tagger HunPos. While other methods perform better on
part-of-speech only tagging, this trigram tagger achieves the
highest accuracy on full morphosyntactic descriptions. Con-
tinuing research in this direction could be useful, especially in
adapting the transition and emission probabilities to best fit the

57

needs of the language. While tiered tagging shows promising
results, it’s important to keep in mind that it has trouble
dealing with unknown words. It also only uses the surrounding
context in the first, statistical step, but context can also be
useful for determining the detailed MSD. In this case, the
inclusion of a rule-based disambiguation element helped with
this problem and increased the accuracy of the tagger at the
expense of making it language-dependent, however, unknown
token accuracy remained low. CRF-based taggers are also
promising for further research, but it’s important to keep the
long training time in mind. Combining these individual taggers
with a weighted voting scheme always leads to better results
without significantly increasing the training time of individual
taggers. Finally, while deep learning wasn’t explored in this
paper, it has shown good results for other languages and could
be another potential future step in the research of learning
morphosyntactic descriptions of the Macedonian language.
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WHDFKLQJ SURFHVVHY PRUH HIILFLHQ'
IXWXUH VWXGHQWYV

.H\ZRUGV2 6HFRQGDU\ VFKRRO VW X(
OLQHDU UHJUHVVLRQ PRGHO

,1752'8&7,21

7KH VHFRQGDU\ OHYHO RI WKH H«
DQG +HUJHJRYLQD DLPV WR SUHSDL
ODERU PDUNHW RU KLJKHU HGXFD
SUHGRPLQDQWO\ SXEOLF EXW VHY
HILVW WRR $00 VFKRROV SULYDW
HGXFDWLRQ SURFHVV DFFRUGLQJ YV
LVVXHG E\ PLQLVWULHV RI HGXFD
LQGLFDWRU LV VWXGHQWYV VXFFHYV
WR KHOS VWXGHQWYV WR DFKLHYH

ODQDJHPHQW RI VHFRQGDU\ V
FRQVLGHUDEOH FKDOOHQJH WR SU
KLJKO\ FRPSHWLWLYH G\QDPLF
LQWHUGLVFLSOLQDU\ JOREDO ODE
HQYLURQPHQW 7KH\ FDQ UHVSRC
HTXLSSLQJ WKHLU VWXGHQWYV ZLWI
DQG FRPSHWHQFHV > @

59

1LQD %LMHGLU
Y)DEXOW\ Rl ,QIRUPDWLR
']HPDO %LMHGLF 8QLYH
%RVQLD DQG
QELMHGLF#HGX ILW

'UDAHQD *Dasbu
J)DEXOW\ RI (FRQRPLFV
8QLYHUVLW\ RI ORVWDU

ORVWDU %RVQLD DQG +HU
GUD]HQD JDVSDU#JPDLO

2QH RIWKH VLJQLILFDQW FKDQJHV LQ \
%RVQLD DQG +HUJHJRYLQD LV WKH FRQV
VFKRRO PDQDJHUV WR DFKLHYH D EHWW
PDUNHW 7KH PDUNHW VWUXJJOH LV |
FRPSHWLWLRQ EHWZHHQ SXEOLF DQG SU
WKH SUHVHQFH RI D ORW RI RUJDQL]DV
LQIRUPDO SURJUDPV $OWKRXJK WKLV W
EH FRPSDUHG ZLWK IRUPDO HGXFDWLRQ
PXVW EH FRQVLGHUHG > @ )RU H[DPSC
RIIHU D FRPSUHKHQVLYH OLVW RI VKRUW
WR FLWL]JHQV > @ 6XFK OHDUQLQJ G
SUHVVXUH RQ LQVWLWXWLRQV SURYLC
XSJUDGH WKHLU FXUULFXOXP FRQWLQX
PRUH IOH[LEOH HGXFDWLRQDO SURFHV\
VIVWHPV VWDQGDUGYV FRQFHUQLQJ OH

/,7(5%$785(5(9,(:

2 ' 2\HULQGH HW DO SUHVHQW UH®
IUDPHZRUN WR DGPLQLVWHU WKH SU
$FDGHPLF 3HUIRUPDQFH XVLQJ /HDL
WHFKQLTXHV OXOWLSOH /LQHDU 5HJUH
DLG Rl WKH 6WDWLVWLFDO 3DFNDJH IRL
DQDO\WLYV WRRO 7KH DQDO\VLV VKRZ}F
SHUIRUP ZHOO LQ PDWKHPDWLFV FRXUV
DFTXLULQJ H[FHOOHQFH LQ RWKHU &RP

6 -+ <DQJ HW DO SUHVHQW UHVHDL
VWXGHQWY DFDGHPLF SHUIRUPDQFH
UHJUHVVLRQ DQG SULQFLSDO FRPSRQ
FRPELQHG 0/5 ZLWK SULQFLSDO FRPSRQI
LPSURYH WKH SUHGLFWLYH DFFXUDF\
WUDGLWLRQDO 0/5 KDV FHUWDLQ GUDZ
FRHIILFLHQW RI GHWHUPLQDWLRQ 5 I
06( PHDVXUHV DQG WKH TXDQWLOH TX
WHFKQLTXH FDQQRW HYDOXDWH WKH Sl
DFFXUDF\ RI 0/5 > @

0 *DGKDYL HW DO SUHVHQW UHVHDU
JUDGH SUHGLFWLRQ EDVHG RQ OLQHDI
ODVVLYH 2SHQ 2QOLQH &RXUVH 022& D
VI\VWHPV $VDXWKRUV VD\ VWXGHQWYV K
DQ\WKLQJZLWK HDVHDV WKHOHDUQLQJ
%XW WKLV IDFLOLW\ FDQ PDNH VWXGHQYV
EHFRPHV GLIILFXOW WR SUHGLFW VWXGF
7KH DXWKRUV FROOHFWHG WKH PDUN
FRPSROQHQWY RI RQH VXEMHFW WR SUHG
VXEMHFW 7KH LQWHUQDO PDUNV DUI
SHUFHQWDJH WR KDYH DFFXUDWH UHYV
SUHGLFWHG JUDGH RI ILQDO H[DPLQDW
VWXGHQWY WR NQRZ KRZ PDQ\ PDUN?
HIDPLQDWLRQ DUH UHTXLUHG WR JHW ¢
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+ 'DUPDQ HW DO SUHVHQW UHVH
OLQHDU UHJUHVVLRQ PRGHO LV GH
VFRUH LQ )LQDO ([DP XVLQJ WKHL
UHVSRQVH YDULDEOH LQ WKLV PRG
)LQDO ([DP DQG WKH SUHGLFWRU
FRPSRQHQWY 7HVW DQG 7HVW
EHHQ GHYHORSHG ZLWK WKH DLG R
6RFLDO 6FLHQFHV 6366 DQDO\VL
VKRZQ WKDW WKH VWXGHQWYV ZKR €
KDYH EHWWHU FKDQFHV RI JHWW
H[DP DQG YLFH YHUVD 7KH YDOXFE
OHDVW RQH RI WKH SUHGLFWRU °
SUHGLFWLRQ RI WKH VWXGHQWV ¢
OHDQZKLOH WKH UHMHFWLRQ RI
VLIQLILFDQW UHODWLRQV EHWZHF
LQGHSHQGHQW YDULDEOHV 7HVW

= .KDQ HW DO SUHVHQW UHVHD!
UHJUHVVLRQ PRGHO IRU SUHGLFWL
DGHTXDWH IRULQGHSHQGHQW YDU
WLPH VSHQW LQ SK\VLFDO WUDLQI
PRGXOHV $V DXWKRUV VD\ WKH P
SUHGLFW PRGHUDWHO\ WKH SRV\
HQJLQHHULQJ SURJUDP $XWKRUV F
RI VWXGHQWY DW DFDGHPLF ULVN |
KHOS WR GHVLJQ PHQWRULQJ VWU
DGPLVVLRQ SURFHVV > @

/,1($5 5(*5(66,21 02'(/

5HJUHVVLRQ DQDO\VLV LV D V'
LQYHVWLIJDWLQJ DQG PRGHOLQJ
YDULDEOHV 7KDW LV D VXSHUYLVI
HPSOR\HG WR PRGHO DQG DQDO\]H
GHSHQGHQW YDULDEOH WR RQH R
RU SUHGLFWRU LQGHSHQGHQW YI
XVHG WR EXLOG D SUHGLFWLRQ PR
ZLWK PLQLPXP VTXDUHG HUURUYV RI
DSSOLHG WR GDWD IRU FRQWLQXR
VLPSOH DQG PXOWLSOH OLQHDU UF
RI UHJUHVVLRQ :KHQ WKH UHODW
QRQOLQHDU UHJUHVVLRQ

$Q HVVHQWLDO DVSHFW RI UHJ
FROOHFWLRQ $Q\ UHJUHVVLRQ DQ
GDWD RQ ZKLFK LW LV EDVHG $ JRR(
HQVXUH D VLPSOL,HG DQG D JHQHL
$ SRRU GDWD FROOHFWLRQ VFKHPH
IRU WKH DQDO\VLV DQG LWV LQWH

.9 3B2%/(0' (),1,7,21

,Q WKH SURFHVV RI WKH FXUU
LPSOHPHQWDWLRQ WKH GHFLVLRQ
UHDVRQV DQG KRZ OHDUQLQJ VKR
WKH VXFFHVV RI FXUULFXOD ,Q F
DFKLHYHPHQW Rl SODQQHG OHDUC
KDYH WR EH FDUHIXOO\ GHVLJQHG

7KH zZzD\ SDUWV RI WKH FXUULF:
FRPSOH[LW\DQG YROXPH DQG WKH
DUH GHILQHG E\ WKH OLQLVWU\ R
FRPSHWHQW VWDWH LQVWLWXWLR

7KDW LV ZK\ WKH DXWKRUV UDLVH
E\ XVLQJ OLQHDU UHJUHVVLRQ DQIL
IRU GHVFULELQJ WKH UHODWLRQ
VXEMHFWV RI VW VHPHVWHU RI
DQRWKHU VHPHVWHU RI VW DQG

60

7KHHGXFDWLRQDO SURFHVV LV GLYLG
QG \HDUV PDNH WKH ILUVW SDUW DQG V
DOO VWXGHQWY LQ ERWK \HDUV UG DQ
DV D VHFRQG SDUW DQG VXEMHFWYV GH:¢
5HVHDUFK LV SHUIRUPHG XVLQJ GDWD |
RQO\

9 O(7+2'2/12*<

'LWKLQ WKH UHVHDUFK WKH VHW RI GI
RI VWXGHQWYV RI 3HUVLDQ %RVQLDQ &R
JUDGH RI HYHU\ VHPHVWHU LV WKH DYH!
7KHUH LV QRW DQ\ NLQG HVSHFLDOO\ QF
IRU FDOFXODWLQJ UHODWLRQ EHWZHF
VHPHVWHU RI VW \HDU DQG ILQDO JUD

$LPV RI UHVHDUFK DUH WR

GHILQH WKH UHODWLRQ EHWZHHQ JU
RI VW \HDU DQG ILQDO JUDGH RI Q
\HDU DQG ILQDO JUDGH Rl VW DQG
\HD U

XVLQJ OLQHDU UHJUHVVLRQ PRGHO
GHVFULSWLRQ UHODWLRQ EHWZHH
LQGHSHQGHQW YDULDEOHVY DQG
UHVSRQVH GHSHQGHQW YDULDEOF

7KH UHVHDUFK FRQVLVWYV RI FDVHYV
GHWHUPLQH WKH OLQHDU UHJUHVVLRQ
JUDGHV RI VW VHPHVWHU RI VW \HDU I
RWKHU VHPHVWHUY 7KHDQDO\VLV ZDV ¢
\HDU EHFDXVH FXUULFXOD DUH WKH VDP
VXEMHFWY FRXUVHV &XUULFXOD RI
GLIITHUHQW DQG WKH\ GLYLGH E\ VFLHC

7TKHDQDO\VLY ZDV SHUIRUPHG LQ 5 SUI
XVLQJ SDFENDJHV 564/LWH DQG GSO\U

$FFEXUDF\ SUHFLVLRQ UHFDOO D C
SDUDPHWHUV XVHG ZLWKLQ UHVHDUFK
HITLFLHQF\

9, 5(68/76

JLIXUH VKRZV WKH SURFHVV IORZ 7K
ZLWK GDWD SUHSURFHVVLQJ $IWHU WK
WKH PLVVLQJ YDOXH LV LPSXWHG WKH D
GDWDEDVH LVFRQQHFWHG DQG GDWD L)\
'DWD IUDPH LV GLYLGHG WR WUDLQDQG"'
GDWDVHW OLQHDU UHJUHVVLRQ PRGHC
PRGHO LV HYDOXDWHG DQG LI WKH PRG
XVHG IRU SUHGLFWLRQ RQ WHVW GDW|
HYDOXDWHG E\ FUHDWLQJ FRQIXVLRQ
DFFXUDF\ SUHFLVLRQ UHFDOO DQG )

DATA STORE

MODEL EVALUATION

MODELING

odel

reating regression m
TRAINING DATA muitiple regression

« imputing missing value

DATA PREPROCESSING
TESTING DATA

RESULTS

RESULTS EVALUATION

)LJ 'LDJUDP SURFHVV IORZ

$ 'DWD SUHSURFHVVLQJ

$ERXW \HDUV DJR WKH OLQLVWU\ RI
DQG \RXQJ RI &DQWRQ 6DUDMHYR KDG
(GXFDWLRQDO ODQDJHPHQW ,QIRUPD)
VHIJPHQW RI WKH V\VWHP LV D GDWDED)
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JUDGHV E\ VXEMHFWY HWF W LV ¢
GDWD DQG H[SRUW LW WR DQ H[FH

'DWDEDVH SENBSUHGLFW LV FUH|
ERWK FRQVLVW RI VKHHWYV 2QH V

RWKHU VKHHWYV FRQWDLQ GD
VWXGHQWYV [OV] GDWDVKHH
VWXGHQWYVY W KDV URZV L H

VWXGHQWY VWXGHQWY JUDGH WD

FROXPQV DQG URZV 2QH FRO
VXEMHFW FRXUVH SENBSUHGLFW
DQG UDWLQJ 7KH VWXGHQW FRQWI
KDV ILHOGV FROXPQV 7KH UDW
VWXGHQWY VHFRQGDU\VFKRRO HC
KDV ILHOGV FROXPQV 7KH GD
64/LWH )RXU FROXPQV DUH XVHG
VHPHVWHU DQG JUDGH Rl WDEOH

BUHSDULQJ GDWD KDV FRQVLVWH
ILUVW WUDQVIRUPDWLRQ LV WR F
\HDUB ZLWKFRQFDWHQDWLQJFRC
WR QHZ FROXPQ VXEMBVHPHVWHU
WR FUHDWH D SLYRW WDEOH 7KH
WKH VW DQG QG VHPHVWHU RI VW
YDOXHV FRXQWLQJ DQG VXPPDUL
VXEMHFWYV LV VR LW GLG QRW FF
FUHDWHG WDEOHV ZLWK DYHUDJH °
JUDGH ,Il WKH QXPEHU RI 18// YDOX
LV JUHDWHU WKDQ ILQDO JUDGH
18// YDOXH

)LQDOO\ LW LV FUHDWHG WDEOH
Rl FROXPQV RI WDEOHV \HDUB BSI
DQG \HDUB BVHPB BUDWLQJ 7KLV
VXEMHFWY DQG ILQDO JUDGHV RI )

8VLQJ WKH VDPH UXOHV WDEOH \
GLIIHUHQFH EHWZHHQ \HDUB BUD)
YDOXHV RIILQDO JUDGHV ,Q WDEC
DUH JUDGHV RI VW DQG QG VHPH

)LQDO WDEOH IRU VW \HDU KDV
VWXGHQWYV DQG ILQDO WDEOH IRU

VWXGHQWY 3HUVLDQ %RVQLDQ
VWXGHQWYV SD\ IHH 6R VRPH VWXC
\HDU DQG OHDYH VFKRRO $QDO\VL'
LQ ILQDO WDEOH IRU QG \HDU

% 5 DQDO\VLV

&RYDULDQFH DQG FRUUHODWLRQ
IUDPH DUH FDOFXODWHG 7KDW LV
TXDOLW\ EHFDXVH RI SRVVLEOH
SUHGLFWRUV LQGHSHQGHQW YDU

9DOXHV RI FRYDULDQFH DQG FRU!
PXOWLFROOLQHDULW\EHWZHHQ SL
GRHV QRW H[LVW

$00 FDVHV KDYH SUHGLFWRU\
JLUVW VWHS IRU DOO FDVHV LV WR
\HDUB BVHPHVWHUB IURP GDWD
I[IUDPH FRQVLVWY RIJUDGHV E\ VXEN
ILQDO JUDGH E\ VHPHVWHU 7KH UI
FUHDWHG DQG LW IRUPHG WZR GD
GDWDVHW 8VLQJ WKHS5IXQFWLRQ
FUHDWHG DQG UHVXOWY DUH H[SR
XVHG IRU SUHGLFWLRQ RQ WKH Wt

61

& &DVH
$00 VXEMHFWYVY Rl VW VHPHVWHU F

7KH UHDVRQ WR SHUIRUP WKLV FDVH L
SUHGLFWLRQ E\ OLQHDU UHJUHVVLRQ E
DYHUDJH RI VXEMHFWY JUDGHV DQG L
UHODWLRQ EHWZHHQ VXEMHFWY JUDG'

5HVXOWY VKRZ VXEMHFWV V BD V BD
DUH VXEMHFWY ZLWK S YDOXHV VPDOOH
XVHG LQ WKH QH[W LWHUDWLRQ ZKHUF

UHJUHVVLRQ PRGHO FRQVLVW RI WKH
SUHGLFWRUYV
5HIUHVVLRQ HTXDWLRQ
\HDUB BVHPBEBUDWLQJ vV BD
V BD V BD V BD
V BD V BD V BD
V BD V BD V BD
V BD V BD \Y, BD

Normal @0

,,,,,,,,,,,,

)LJ 'LDIJQRVWLF SORW RI WKH PRGHO FDVH

7KH XSSHU OHIW SORW VKRZ UHVLGXD
7KH UHG OLQH LV D VPRRWK FXUYH UHJD
UHG OLQH KDYH ORZ GHYLDWLRQ UHJDL
GRWWHG JUD\ OLQH 7KH XSSHU ULJKW
UHVLGXDOV &RQVLGHULQJ WKDW DOO U
GDVK OLQH UHVLGXDOV DUH QRUPDOO\ (
SORW LV XVHG WR PHDVXUH WKH VTXDU!
UHVLGXDOV DJDLQVW WKH ILWWHG YDO:
IODW VR WKH DVVXPSWLRQ LV FRUUHF
UHVLGXDOV GRHV QRW FKDQJH WKH Gl
%RWWRP ULJKW SORW VKRZV VWDQGD
OHYHUDJH &RQVLGHULQJ WKDW WKH UH
OLQH ZLWK QR SRLQWV RYHU LQ &RF
H[FHOOHQW ILW UHJUHVVLRQ 7KDW LV

SUHGLFWLRQ LV SHUIRUPHG RQ WKH
I[UDPH SUHGLFWLRQBF V 7KH FRQIXVLI
TXDOLW\ RI SUHGLFWLRQ

tstng_clsl_values
prediction_clsl 2 3 4 5
253100
30410
40130
50003

yLJ &RQIXVLRQ PDWUL[ FDVH D

T$%/( , 6858538 85(&,6,25(&$// $1' ) 0($685( &$6( $

$FFXUOQ 3UHFL 5HFD| ) PHDV

%DVHG RQ YDOXHV RI DFFXUDF\ SUF
) PHDVXUH PRGHO LV UDWHG DV H[FHOC
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